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Copyright Information

Copyright Copyright 2010 All rights reserved. This publication contains information that is

Declarations protected by copyright. No part may be reproduced, transmitted, transcribed,
stored in a retrieval system, or translated into any language without written
permission from the copyright holders.

Trademarks The following trademarks are used in this document:
®  Microsoft is a registered trademark of Microsoft Corp.
®  Windows, Windows 95, 98, Me, NT, 2000, XP, Vista and Explorer are
trademarks of Microsoft Corp.
®  Apple and Mac OS are registered trademarks of Apple Inc.
®  Other products may be trademarks or registered trademarks of their
respective manufacturers.

Safety Instructions and Approval

Safety ®  Read the installation guide thoroughly before you set up the router.
Instructions ®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.
Do not place the router in a damp or humid place, e.g. a bathroom.
Do not stack the routers.
The router should be used in a sheltered area, within a temperature range
of +5 to +40 Celsius.
® Do not expose the router to direct sunlight or other heat sources. The
housing and electronic components may be damaged by direct sunlight or
heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic
shock hazards.

®  Keep the package out of reach of children.

®  \When you want to dispose of the router, please follow local regulations on
conservation of the environment.

Warranty We warrant to the original end user (purchaser) that the router will be free from
any defects in workmanship or materials for a period of two (2) years from the
date of purchase from the dealer. Please keep your purchase receipt in a safe
place as it serves as proof of date of purchase. During the warranty period, and
upon proof of purchase, should the product have indications of failure due to
faulty workmanship and/or materials, we will, at our discretion, repair or replace
the defective products or components, without charge for either parts or labor, to
whatever extent we deem necessary tore-store the product to proper operating
condition. Any replacement will consist of a new or re-manufactured
functionally equivalent product of equal value, and will be offered solely at our
discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working
conditions. The warranty does not cover the bundled or licensed software of
other vendors. Defects which do not significantly affect the usability of the
product will not be covered by the warranty. We reserve the right to revise the
manual and online documentation and to make changes from time to time in the
contents hereof without obligation to notify any person of such revision or

changes.
Be a Registered Web registration is preferred. You can register your Vigor router via
Owner http://www.draytek.com.
Firmware & Tools Please consult the DrayTek web site for more information on newest firmware,
Updates tools and documents. For more detailed information, please refer to

http://www.draytek.com
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European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu, Taiwan 303
Product: Vigor2910 Series Routers

DrayTek Corp. declares that Vigor2910 series of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

The Vigor2910 Series are designed for the WLAN 2.4GHz network throughput EC region, Switzerland, and the
restrictions of France.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit http://www.draytek.com/user/AboutRegulatory.php.

Z CeOFE

This product is designed for the ISDN and 2.4GHz WLAN network throughout the EC region and Switzerland
with restrictions in France. Please see the user manual for the applicable networks on your product.
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1 Preface

The Vigor2910 series router provides Dual-WAN interface (which is a configuration second
WAN) for Internet access to make the Internet connection more reliable. The wireless LAN
supports more secure features and the transmission speed is up to 108Mbps (SuperG™).
Object-oriented firewall is flexible and allows your network be safe. In addition, through
VolP function, the communication fee for you and remote people can be reduced.

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

o Save and apply current settings.

Celct! Cancel current settings and recover to the previous saved settings.

Clear Discard current settings and allow users to input settings again.

add Add new settings for specified item.

Eu Edit the settings for the selected item.

Delete Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 4 for
detailed explanation.

1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

The displays of LED indicators and connectors for the routers are different slightly. The
following sections will introduce them respectively.
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1.2.1 For Vigor2910

LED Explanation

WA n LAN

ACT DMZ QoS Attack VPN USE

W1 W2/P1 P2

F3 P4

151 5151 S5 1SS 1S5S S

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running properly.
Off The router is powered off.
DMZ On DMZ Host is specified in certain site.
QoS On The QoS function is active.
Off The QoS function is inactive.
Attack On DoS Defense function is active.
Blinking An attack is detected.
VPN On The VPN tunnel is launched.
USB * On The USB interface printer or 3G USB modem is ready.
WAN(W1-W2) Orange A normal 10Mbps WAN link is ready.
Green A normal 100Mbps WAN link is ready.
Blinking Ethernet packets are transmitting.
LAN (P1, P2, P3, Orange A normal 10Mbps connection is through its
P4) corresponding port.
Green A normal 100Mbps connection is through its
corresponding port.
Blinking Ethernet packets are transmitting.

Connector Explanation

i T e e N e e e e e e N 0 N e N e e e 1

3 & F

Wi

1

Factory
P12 Resat

T

Interface Description

USB* Connecter for a USB printer or 3G USB modem.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

LAN P4 -P1 Connecters for local networked devices.

W2/W1 Connecter for accessing Internet with the ADSL,ADSL2/2+ line

Factory Reset

Restore the default settings.

Usage: Turn on the router (ACT LED is blinking). Press the hole and keep
for more than 5 seconds. When you see the ACT LED begins to blink rapidly
than usual, release the button. Then the router will restart with the factory
default configuration.

Note: For the USB port can be used

to connect 3G USB modem or USB printer, therefore

the original name (printer) is changed into USB in the future.

DrayTek
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1.2.2 For Vigor2910G
LED Explanation

Wwan
ACT DMZ QoS Attack WLAN USE W1 W2/P1 P2 P3

ISR I T N T

LAN

LED \ Status \ Explanation
ACT (Activity) Blinking The router is powered on and running properly.
Off The router is powered off.
DMZ On DMZ Host is specified in certain site.
QoS On The QoS function is active.
Off The QoS function is inactive.
Attack On DoS Defense function is active.
Blinking An attack is detected.
WLAN On Wireless access point is ready.
Blinking Wireless traffic goes through.
Off Wireless access point is turned off.
USB * On The USB interface printer or 3G USB modem is ready.
WAN(W1-W2) Orange A normal 10Mbps WAN link is ready.
Green A normal 100Mbps WAN link is ready.
Blinking Ethernet packets are transmitting.
LAN (P1, P2, P3, Orange A normal 10Mbps connection is through its corresponding
P4) port.
Green A normal 100Mbps connection is through its
corresponding port.
Blinking Ethernet packets are transmitting.
Connector Explanation

| 0 . . A -1

—

|
|
; USE PR
T

Factory

W1 Raosat

1 1

| ] [

e ah o e s . ol
2 F3 P FiWz :

Interface Description

USB* Connecter for a USB printer or 3G USB modem.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

LAN P4 -P1 Connecters for local networked devices.

W2/W1 Connecter for accessing Internet with the ADSL,ADSL2/2+ line

Factory Reset

Restore the default settings.

Usage: Turn on the router (ACT LED is blinking). Press the hole and keep
for more than 5 seconds. When you see the ACT LED begins to blink rapidly
than usual, release the button. Then the router will restart with the factory
default configuration.

Note: For the USB port can be used to connect 3G USB modem or USB printer, therefore
the original name (printer) is changed into USB in the future.

Vigor2910 Series User's Guide
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1.2.3 For Vigor2910i

LED Explanation

Wwan LAN
ACT ISDN QoS Aftack VPN USE W1 W2/P1 P2 P3 P4

|58 159 18| 5518 S5 1S 5]

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running properly.
Off The router is powered off.
ISDN On The ISDN network is correctly setup.
Blinking A successful connection on the ISDN BRI B1/B2 channel.
QoS On The QoS function is active.
Off The QoS function is inactive.
Attack On DoS Defense function is active.
Blinking An attack is detected.
VPN On The VPN tunnel is launched.
USB * On The USB interface printer or 3G USB modem is ready.
WAN(W1-W2) Orange A normal 10Mbps WAN link is ready.
Green A normal 100Mbps WAN link is ready.
Blinking Ethernet packets are transmitting.
LAN (P1, P2, Orange A normal 10Mbps connection is through its corresponding
P3, P4) port.
Green A normal 100Mbps connection is through its corresponding
ort.
Blinking Ethernet packets are transmitting.

Connector Explanation

NT W W7 W W7 BT WT W7 W W W7 BT W 0T 0T W7 0T W7 0T W N7 -

h [gf wewwww .

! Factory
P1/W2 Wi 1SDN Resat

Interface Description

USB* Connecter for a USB printer or 3G USB modem.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

LAN P4 —P1 Connecters for local networked devices.

W2/W1 Connecter for accessing Internet with the ADSL,ADSL2/2+ line

ISDN Connecter for NT1 (or NT1+) box provided by ISDN service provider.

Factory Reset Restore the default settings.
Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
configuration.

Note: For the USB port can be used to connect 3G USB modem or USB printer, therefore
the original name (printer) is changed into USB in the future.

Drﬂy Tek 4 Vigor2910 Series User's Guide



1.2.4 For Vigor2910V

LED Explanation

FPhone wan LAN
——
ACT DMZ FxS1 FX52 VPN USB W1 Wa2/P1 P2 P3 P4

1159 |1 18| 551 | ST 5]

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running properly.
Off The router is powered off.
DMZ On DMZ Host is specified in certain site.
FXS1/FXS2 On The phone is off hook (the handset of phone is hanging).
Blinking A phone call is incoming or on-line.
VPN On The VPN tunnel is launched.
USB * On The USB interface printer or 3G USB modem is ready.
WAN(W1-W2) Orange A normal 10Mbps WAN link is ready.
Green A normal 100Mbps WAN link is ready.
Blinking Ethernet packets are transmitting.
LAN (P1, P2, Orange A normal 10Mbps connection is through its corresponding
P3, P4) port.
Green A normal 100Mbps connection is through its
corresponding port.
Blinking Ethernet packets are transmitting.

Connector Explanation

S0 B0 B0 BT NP BT BV BV BT BV BT BT OC BT N0 B0 B0 BV N7 BT NP )

[
[ ' |
=
USE PWR P4 P3 P2 W1

Factory
FX52 FXS1 P12 Resat

USB* Connecter for a USB printer or 3G USB modem.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

FXS2 & FXS1 Connecters for telephone set and analog phone with VolP communication.

LAN P4 -P1 Connecters for local networked devices.

W2/W1 Connecter for accessing Internet with the ADSL,ADSL2/2+ line

Factory Reset Restore the default settings.
Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
configuration.

Note: For the USB port can be used to connect 3G USB modem or USB printer, therefore
the original name (printer) is changed into USB in the future.
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1.2.5 For Vigor2910VG
LED Explanation

Phone Wan LAN
—
ACT DMZ FXS1 FXS2 WLAN USB | W1 W2/P1 P2 P3

1 0 R O

LED Status \ Explanation
ACT (Activity) Blinking The router is powered on and running properly.
Off The router is powered off.
DMZ On DMZ Host is specified in certain site.
FXS1/FXS2 On The phone is off hook (the handset of phone is hanging).
Blinking A phone call is incoming or on-line.
WLAN On Wireless access point is ready.
Blinking Wireless traffic goes through.
Off Wireless access point is turned off.
USB * On The USB interface printer or 3G USB modem is ready.
WAN(W1-W2) Orange A normal 10Mbps WAN link is ready.
Green A normal 100Mbps WAN link is ready.
Blinking Ethernet packets are transmitting.
LAN (P1, P2, Orange A normal 10Mbps connection is through its corresponding
P3, P4) port.
Green A normal 100Mbps connection is through its corresponding
port.
Blinking Ethernet packets are transmitting.

Connector Explanation

s B0 B0 BT BU BT BT NP N0 WU BT WP BT BV WU BT BT BT NP BT BV BJ 1

I .‘ .
o I I I I
| E Factory
5 UsB PWR P4 P3 P2
T

.
| = Il\
L
FX52 FX51 P12 W1 ) Resat
Interface Description

™~

USB* Connecter for a USB printer or 3G USB modem.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

FXS2 & FXS1 Connecters for telephone set and the analog phone with VolP communication.
LAN P4 -P1 Connecters for local networked devices.

W2/W1 Connecter for accessing Internet with the ADSL,ADSL2/2+ line

Factory Reset

Restore the default settings.

Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
configuration.

Note: For the USB port can be used to connect 3G USB modem or USB printer, therefore
the original name (printer) is changed into USB in the future.

DrayTek
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1.2.6 For Vigor2910VGi

LED Explanation

ACT

——
ISDN FxS1 FXS52 WLAN USE

Phone WAN LAN

W1 Wz2/P1 P2

P3 P4

1 | | S I S I 1

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running properly.
Off The router is powered off.
ISDN On The ISDN network is correctly setup.
Blinking A successful connection on the ISDN BRI B1/B2 channel.
FXS1/FXS2 On The phone is off hook (the handset of phone is hanging).
Blinking A phone call is incoming or on-line.
WLAN On Wireless access point is ready.
Blinking Wireless traffic goes through.
Off Wireless access point is turned off.
USB * On The USB interface printer or 3G USB modem is ready.
WAN(W1-W2) Orange A normal 10Mbps WAN link is ready.
Green A normal 100Mbps WAN link is ready.
Blinking Ethernet packets are transmitting.
LAN (P1, P2, Orange A normal 10Mbps connection is through its corresponding
P3, P4) port.
Green A normal 100Mbps connection is through its corresponding
port.
Blinking Ethernet packets are transmitting.

Connector Explanation

—

.y

-

USEB

| [ @

FWR

]

FX51

el

Fx52

P4 P3 P2 W1

P12

Interface Description

USB* Connecter for a USB printer or 3G USB modem.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

FXS2 & FXS1 Connecters for telephone set and analog phone with VVoIP communication.
LAN P4 -P1 Connecters for local networked devices.

W2/W1 Connecter for accessing Internet with the ADSL,ADSL2/2+ line

ISDN Connecter for NT1 (or NT1+) box provided by ISDN service provider.

Factory Reset

Restore the default settings.

Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
configuration.

Note: For the USB port can be used to connect 3G USB modem or USB printer, therefore
the original name (printer) is changed into USB in the future.

Vigor2910 Series User's Guide
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.

1.
2.

7.
8.

Connect this device to a router/modem with an Ethernet cable.

Connect one port of 4-port switch to your computer with a RJ-45 cable. This device
allows you to connect 4 PCs directly.

Connect one end of the power cord to the power port of this device. Connect the other
end to the wall outlet of electricity.

Connect the telephone sets with phone lines (for using VolP function). For the user of
the model without VVolP ports, skip this step.

Connect the ISDN NT1/1+ box with ISDN cable. This connection is available for
Europe only.

Connect the printer/3.5G modem (e.g., Huawei E220 HSDPA USB Modem) to the
router with the USB cable and connect the power cord if requried. If you do not have a
printer/3.5G modem for using, skip this step. For detailed configuration of printer, refer
to section 1.4; detailed configuration of 3.5G modem, please refer to section 3.1.

Power on the router.

Check the ACT LED to assure network connections.

(For the detailed information of LED status, please refer to section 1.1.)

@

Ay Analog Phone  Analog Phone

7;97; ™
$§83\ (332

‘ Phane

Ling

Cable/DSL
Maodern

router.

Caution: Each of the FXS ports can be connected to an analog phone only. Do not
connect the FXS ports to the telephone wall jack. This connection might damage your

DrayTek
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1.4 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this
router can print documents via the router. The example provided here is made based on
Windows XP/2000. For Windows 98/SE, please visit www.draytek.com.

Printer Name:192.168.1.1
Port Name: IP_192.168.1.1

Router

Internet

XX

Printer

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.
2. Open Start->Settings-> Printer and Faxes.

Docurments

[} Contral Panel

Settings

t_‘.; Mebwark Connections
" Printers and Faxes
a Taskbar and Skart Manu

Search

t‘/' Help and Suppart

=] Run..

Log OFf coco les...

P E 7 7. 4 Internet Explorer = @Ma-
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3. Open File->Add a New Computer. A welcome dialog will appear. Please click Next.

Add Printer, Wizard

Welcome to the Add Printer
@ Wizard

This wizard helps pou install a printer or make printer
connections

-, If you have a Plug and Play printer that connects

1 through a USE part [or any other hot pluggable
port, such az |[EEE 1334, infrared, and eo on), you
do not need to uge this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
inka your computer ar paint the printer toward your

'® Printers and Faxes

EEN Edit  View Favaorites  Tools

camputer's infrared port, and turn the printer on.
Server Praperties ’ 7, Seal Windows will automatically install the printer for you
Set Up Faxing

axes Ta continue, click Mext

=

Close

Cancel

4.  Click Local printer attached to this computer and click Next.

Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want ta uss:
(e

() & ngtwork, printer, o a priniter attached to anather computer

[ [ Automatically detect and install my Plug and Play printer

O To et up a netwarl: printer that is nat attached to a print server,
\y usze the "Lacal printer" option.

[ < Back ” Next » ][ Cancel ]

5. Inthis dialog, choose Create a new port Type of port and use the drop down list to
select Standard TCP/IP Port. Click Next.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers thiough ports,

Select the port you want vour printer to uze. [IF the port iz not listed. pou can create &
new pork.

() Use the following port:

(%) Create a new part
Type of port:

< Back ” Hest » ][ Cancel
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6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Printer
Name or IP Address and type IP_192.168.1.1 as the port name. Then, click Next.

Add Standard TCP/IP Printer Port Wizard

Add Port
For which device do you want to add a port?
o
Enter the Frinter Mame or IP address, and a port name for the desired device
PFrinter Mame or IP Address: 19216811
Part Name: IF'_T§2-1 881 .1"
[ < Back ” Next > ] [ Cancel ]

7.  Click Standard and choose Generic Network Card.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified. =

The detected device is of unknown type. Be sure that:
1. The device iz properly configured.
2. The address on the previous page is correct.

Either corect the address and perfarm anather gearch on the netwark by returning to the
previous wizard page or select the device type if you are sure the address iz comect,

Dievice Tupe

(@ Standard Gens

() Custom

[ < Back “ Next » ][ Cancel

8.  Then, in the following dialog, click Finish.

Add Standard TCP/IP Printer Port Wizard E]

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a port with the following charactenistics

To compleie this wizand, click Finish.

I < Back “ Finish J[ Cancel
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9.  Now, your system will ask you to choose right name of the printer that you installed
onto the router. Such step can make correct driver loaded onto your PC. When you
finish the selection, click Next.

Add Printer Wizard

Install Printer 5 oftware
The manufacturer and model determine which printer software to use.

1\ Select the manufacturer and model of wour printer. I pour printer came with an installation
[ digk, click Have Digk. |f your printer is not fisted, consult your printer documentation for
compatible printer software.

Manufacturer A

AST

BT

Cfannn o
St This driver is digitally signed [ ‘Windows Update ] [ Have Disk... ]

Tell me why driver signing iz important

[ < Back “ Next » ][ Cancel ]

10. For the final stage, you need to go back to Control Panel-> Printers and edit the
property of the new printer you have added.

& Brother HL-1070 Properties EJE]

General Sharingl Ports |Advancad Device Settings |

@
1':'"}3 Brother HL-1070

Print to the following port(s]. Documents will print to the first free

checked port.
Part Description Printer o
[ 3250 Standard TCP/P Port Epson Stylus COLOR 1160 ..
| | O IP_1... Standard TOPAP Port
O IP_1... Standard TCP/IP Port HP Laserlet 1300
O IP_1... Standard TCP/P Part
O IP_1... Standard TCP/IP Port
IP_1... Standard TCP/AP Part  Brother HL-1070
O PDF... Local Pait PDFI95 M|
o
l Add Port. l [ Delete Port ll LConfigure Port, D
S ——

[ Ok ][ Cancel ” Apply ]

11. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and UPR name.

Configure Standard TCP/IP Port Monitor @@
Port Settings |
FBort Narme: [IP_182.168.1.1 |
Printer Name or P &ddiess: |132 168.1.1 |
Frotocal

Raw Settings

LPR Settings
Bueus Mame: Ipl I |
|

[] LPR: Biyte Counting E nabled

[[] SNMP Status Enabled

The printer can be used for printing now. Most of the printers with different manufacturers
are compatible with vigor router.

Drﬂy T€k 12 Vigor2910 Series User's Guide



Note 1: Some printers with the fax/scanning or other additional functions are not supported. If you do
not know whether your printer is supported or not, please visit www.draytek.com to find out the printer
list. Open Support >FAQ; find out the link of Printer Server and click it; then click the What types
of printers are compatible with Vigor router? link.

About DrayTek Products Support Partners ContactUs

Home > Support > FAQ

FAQ - Basic FAQ

01.What are the differences among these firmware file formats 7 Basic
02. How could | get the telnet command for routers ? Advanced
03. How can | backup/restore my configuration settings ? WEN
04. How do | reset/clear the router's password ? IR
05. How to bring back my router to its default value ? plieEss
WolP
06. How do | tell the type of my Yigor Router is AnnexA or AnnexB? ( For ADSL model only )
QoS
07. Ways for firmware upgrade
ISDMN

08. Why is SMMP removed in firmware 2.3.6 and above for Vigor2200 Series routers?

09. | failed to upgrade “igor Router's firmware from my Mac machine constantly, what should )
| do? Printer Server
——————

USB [SDN TA

10, How to upgrade firmware of Vigor Router remotely ?

len

FAQ - Printer Server

01. How do | configure LPR printing on Windows2000/XP ?
02. How do | configure LPR printing on Windows98/Me ?

03. How do | configure LPR printing on Linux boxes ?

04. Why there are some strange print-out when | try to print my documents through Vigor210
4P / 2300's print seryer?

@ at types of printers are compatible with Vigor router? >

ee— e

06. What are the limitations in the USE Frinter Port of Wigor Router ?

07. What is the printing buffer size of Wigor Router ?

08. How do | configure LPR printing on Mac OSX ?

09. How do | configure LPR printing on My Windows Vista ?

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.
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2 Configuring Basic Settings

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP dynamically
¥ from the router or set up the IP address of the computer to be the same

subnet as the default IP address of Vigor router 192.168.1.1. For the

detailed information, please refer to the later section - Trouble Shooting of

this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. P Please type “admin” as the username and
leave blank for the password on the window. Next click OK for next screen.

Connect to 192.168.

Login to the Router Web Configurator

User name: ﬂ admin v
Password:

[IRemember my password

[ OK ] [ Cancel
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3. Now, the Main Screen will pop up. Notice that the main screen differs according to the
model of the router that you have. Below is an example.

DrayTek

www.draytek.com

Dual-WAN Security Router

-
System Status
Quick Start Wizard
Online Status Model Name : Vigor2910VGi
Firmware Version 1324
WAN Build Date/Time : Tue Mar 16 17:11:8.46 2010
::: System WAN 1
) CPU Usage D49 Link Status i Disconnected

Firewall Tatal Memary ; 16M MAC Address | 00-50-7F-DD-15-13
Objects Setting Memary usage B0 % Connection L=
CSM IP address e
Bandwidth Management LAN Default Gateway [
Applications MAC Address : 00-50-7F-DD-15-18 Primary DNS :
VPN and Remote Access 1st IP address ©102,168,1.1 Secondary DNS

a 1st Subnet Mask 1 255.255.255.0
Certificate Management DHCP Server as Wireless LAN
VolP Frimary DNS : MAC Address . 00-14-85-08-69-19
ISDN Secondary DNS : Frequency Domain : Europe
Wireless LAN Firmware Version ; w2.01.10.10.5.4
VLAN VolP
USB Application Port t1 2
System Maintenance SIP registrar :
Diagnostics Account 10 y change_rme

change_me
o Register H
All Rights Codes ;
In Calls | 0
Out Calls | 0 e

[

4.  Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password Setup

Administrator Password

Old Password | |

Mew Password | |

Confirm Password | |

5.  Enter the login password (the default is blank) on the field of Old Password. Type a
new one in the field of New Password and retype it on the field of Retype New
Password. Then click OK to continue.

6. Now, the password has been changed. Next time, use the new password to access the
Web Configurator for this router.

Connect to 192.168.1.1
(=

Login to the Router Web Configurator

Lser name: [ 4} v

Password: enee

[ 1remember my password

I OK l[ Cancel ]
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2.2 Quick Start Wizard

If your router can be under an environment with high speed NAT, the configuration provide
here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is entering login password. After typing the password, please click Next.

Quick Start Wizard

Enter login password
Please enter an alpha-numeric string as your Password (Max 23 characters).

Mew Password sens

Confirm Password [T1T]

On the next page as shown below, please select the WAN interface that you use. Choose
Auto negotiation as the physical type for your router. Then click Next for next step.

Quick Start Wizard

Select WAN Interface

Select WaN Interface: WYANT v
Display Mame:
Physical Mode: Ethernet

Physical Type:

1004 full duplex
1000 half duplex
100m full duplex

< Back ] [ Mext =
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On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if
the ISP provides you PPPOE interface. Then click Next for next step.

Quick Start Wizard

Connect to Internet

WAN 1

Select one of the following Internet Access types provided by your ISP,
& PPPoE
O PPTR
O Lz2TR
O static IP
O DHcp

[ < Back ] [ Mext = ]

In the Quick Start Wizard, you can configure the router to access the Internet with different
protocol/modes such as PPPoE, PPTP, L2TP, Static IP or DHCP. The router supports the
DSL WAN interface for Internet access.

2.2.1 PPPoE

PPPQE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.

If your ISP provides you the PPPoE connection, please select PPPoE for this router. The

following page will be shown:
Quick Start Wizard

PPPoE Client Mode

WAN 1

Enter the user name and password provided by your ISP,
User Mame 84005755@ hinet. net
Passwaord ssseen
Confirm Passwaord sesene

< Back ] [ Mext >
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User Name Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.
Confirm Password  Retype the password for confirmation.

Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaM Interface: WANL

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPOE

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Yigor router.

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!
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2.2.2 PPTP

Click PPTP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

PPTP Client Mode
WAN 1

Enter the user name, password, Wal IP configuration and PPTP server IP provided by
your ISP,

User Mame

Password

Confirm Password

wWaM IP Configuration
C oObtain an IP address automatically
@ Specify an IP address

IP Address 172.16.3.229
Subnet Mask 255.255.0.0
Gateway 17216.3.4
Primary DHS

Second DNS

PRTP Server

[ < Back ] [ Mext =

Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN L

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPTF

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finizh ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!
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2.2.3 Static IP

Click Static IP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

Static IP Client Mode

WAN 1

Enter the Static IP configuration probided by your ISP,

WAN TP 172.16.3.229

Subnet Mask 2052552550

Gateway 17216.3.1

Prirmary DS 165.95.1.1

Secondary DNS {optionaly

[ < Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN L

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!
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2241L2TP

Click L2TP as the protocol. Type in all the information that your ISP provides for this

protocol.
Quick Start Wizard

LZ2TP Client Mode
WAN 1

Enter the user name, password, WAN IP configuration and L2TP server IP provided by
your ISP,

User Mame

Passward

Confirm Passwoard

WaAN IP Canfiguration
O Obtain an IP address automatically
@ Specify an IP address

IP address 172.16.3.229
Subnet Mask 255255.00
Gateway 17216.3.4
Primary DNS

Second DNS

L2TP Server

[ < Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WaAN Interface: MAN T

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: L2TP

Click Back to rmodify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!
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2.2.5 DHCP

Click DHCP as the protocol. Type in all the information that your ISP provides for this

protocol.
Quick Start Wizard

DHCP Client Mode

WAN 1
If your ISP require you to enter a specific host name or specific MAC address, please
enter it in.

Host Mame {optional)

MaC 00 | -50 | -7F | -00 | -0 | -|01 |roptional)

[ < Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

W AN Interface: WAMN 1

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router.

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 1!
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2.3 Online Status

The online status shows the system status, WAN status, ADSL Information and other status
related to this router within one page. If you select PPPoE as the protocol, you will find out
a button of Dial PPPoE or Dial PPPoE in the Online Status web page.

Online status for PPPoE

Online Status

System Status System Uptime: 0:0:41
LAN Status Primary DNS: 51.31.233.1 Secondary DNS: 139.175.55.244
IP Address TX Packets RX Packets
192.168.50.111 240 210
WAHN 1 Status =» Drop PPPoE
Enable Line Name Mode Up Time
Yes Ethernet PPPOE 0:00:00
IP GW IP TX Packets TX Rate RX Packets RX Rate
219.81.160,205 211,78.218.40 & 29 5] 1z
WAN 2 Status
Enable Line Name Mode Up Time
Yes Ethernet Static IP 0:00:32
IP GW IP TX Packets TX Rate RX Packets RX Rate
192.168.4.102 192.162.4.1 1 ] 1 9

Online status for PPTP (for WAN2)

Online Status

System Status System Uptime: 0:12:8
LAN Status Primary DNS: 194.109.6.66 Secondary DNS: 194.95.0.1
IP Address TX Packets RX Packets
192.168.50,111 4910 3663
WAN 1 Status
Enahle Line Name Mode Up Time
Yes Ethernet W AN 1 Static IP 0:10:08
P GW IP TX Packets TX Rate RX Packets RX Rate
192.168.22,111 192.168.22.105 91 21 99 3
WAN 2 Status => Drop PPTP
Enable Line Name Mode Up Time
Yes Ethernet W M2 FFTP 000 1s
IP GW IP TX Packets TX Rate RX Packets RX Rate
192.168.29,202 192,168.29.1 1032 119 14 5]

Online status for Static IP(for WAN1)

Online Status

System Status System Uptime: 0:12:8
LAN Status Primary DNS: 194,109.6.66 Secondary DHNS: 194.95.0.1
IP Address TX Packets RX Packets
192.168.50.111 4910 3663
WAN 1 Status
Enable Line Hame Mode Up Time
Yes Ethernet W AN L Static IP 0:10:08
IP GW IP TX Packets TX Rate RX Packets RX Rate
192.168.22,111 192.168.22.105 591 21 99 3
WAN 2 Status => Drop PPTP
Enahle Line Name Mode Up Time
Yes Ethernet W M2 FFTP 000 1s
IP GW IP TX Packets TX Rate RX Packets RX Rate
192.168.29,202 192,168.29.1 1032 119 14 5]
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Online status for DHCP

Online Status

System Status

System Uptime: 0:1:57

LAN Status Primary DNS: 155.95.1.1 Secondary DNS: 165.95.1.1
IP Address TX Packets RX Packets
192.168.50.111 854 783

WAN 1 Status =» Release
Enahle Line Name Mode Up Time
Yes Ethernet DHCP Client 0:01:49
IP GW P TX Packets TX Rate RX Packets RX Rate
19z.168.22.10 192.168.22.105 3 3 7 9

WAN 2 Status => Drop PPPoE
Enahle Line Name Mode Up Time
¥es Ethernet PFRPOE 0:01:39
IP GW IP TX Packets TX Rate RX Packets RX Rate
202,211.100.176 202.211,100,170 35 a8 46 4

Detailed explanation is shown below:

Primary DNS
Secondary DNS
LAN Status

IP Address
TX Packets
RX Packets
WAN1/2 Status
Line

Name

Mode

Up Time

IP

GW IP

TX Packets
TX Rate

RX Packets

RX Rate

Displays the IP address of the primary DNS.
Displays the IP address of the secondary DNS.

Displays the IP address of the LAN interface.
Displays the total transmitted packets at the LAN interface.

Displays the total number of received packets at the LAN interface.

Displays the physical connection (Ethernet) of this interface.
Displays the name set in WAN1/WAN web page.

Displays the type of WAN connection (e.g., PPPoE).

Displays the total uptime of the interface.

Displays the IP address of the WAN interface.

Displays the IP address of the default gateway.

Displays the total transmitted packets at the WAN interface.
Displays the speed of transmitted octets at the WAN interface.

Displays the total number of received packets at the WAN
interface.

Displays the speed of received octets at the WAN interface.

Note: The words in green
(WAN1/WAN?2) is ready

connection of that interface (WAN1/WAN?2) is not ready for accessing Internet.

mean that the WAN connection of that interface
for accessing Internet; the words in red mean that the WAN

Vigor2910 Series User's Guide
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2.4 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find
messages showing the system interaction with you.

Status: Settings Saved

Ready indicates the system is ready for you to input settings.

Settings Saved means your settings are saved once you click Finish or OK button.
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@ Advanced Web Configuration

3.1 WAN

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 4.

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the Internet Access link.

3.1.1 Basics of Internet Protocol (IP) Network

Vigor2910 Series

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.
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3.1.2 Network Connection by 3G USB Modem

For 3G mobile communication through Access Point is popular more and more, Vigor 2910
adds the function of 3G network connection for such purpose. By connecting 3G USB
Modem to the USB port of Vigor2910, it can support HSDPA/UMTS/EDGE/GPRS/GSM
and the future 3G standard (HSUPA, etc). Vigor2910 with 3G USB Modem allows you to
receive 3G signals at any place such as your car or certain location holding outdoor activity
and share the bandwidth for using by more people. Users can use four LAN ports on the
router to access Internet. Also, they can access Internet via SuperG wireless function of
Vigor2910G, and enjoy the powerful firewall, bandwidth management, VPN, VVolP features
of Vigor2910 series.

Mobile Coffee shop

7N
/1\\113\

/l w i
= VolP
= Web surfing, E-Mail,
Instant messaging etc.
& ] < VPN

igor291 0G 3.5G H=DPA USE Modem

Internet

After connecting into the router, 3G USB Modem will be regarded as the second WAN port.
However, the original Ethernet WANL still can be used and Load-Balance can be done in the
router. Besides, 3G USB Modem in WANZ2 also can be used as backup device. Therefore,
when WANL is not available, the router will use 3.5G for supporting automatically. The
supported 3G USB Modem will be listed on Draytek web site. Please visit www.draytek.com
for more detailed information.

Below shows the menu items for Internet Access.

WAN
P General Setup

P Internet Access
* Load-Balance Policy

3.1.3 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1 and WAN?2 in details.

This router supports dual WAN function. It allows users to access Internet and combine the
bandwidth of the dual WAN to speed up the transmission through the network. Each WAN
port (WANL1- through WAN port/WAN2- through LAN1 port) can connect to different ISPs,
Even if the ISPs use different technology to provide telecommunication service (such as
DSL, Cable modem, etc.). If any connection problem occurred on one of the ISP connections,
all the traffic will be guided and switched to the normal communication port for proper
operation. Please configure WAN1 and WAN2 settings.

This webpage allows you to set general setup for WAN1 and WAN respectively.
Note: In default, WANL is enabled. WAN?2 is optional.
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WAN => General Setup

General Setup
WAN1

Enable:

Display Marne:
Physical Mode:
Physical Type:
Load Balance Mode:

Line Speedikbps):

Active Mode:
Active on demand:
W A2 Fail

WaN2 Upload speed exceed

WaANZ2 Download speed exceed

WAN2
feg ¥ Enable: Yeg ¥
Display Name:
Ethernet Physical Mode: Ethernet v
Auto negotiation Physical Type:
Auto Weight W Load Balance Mode: I v
DiowenLink Line Speed{Kbpsy:  Downlink
UpLink UpLink
Abways On N active Maode: Always On v
Active on demand:
Wakll Fail
Kbps WaN1 Upload speed exceed kbps
Kbps Wakll Download speed exceed kKbps

Note: WANZ and LAN P1 share the P1 port. When WaN2 is enabled, P1 is used as WaN2,

Enable

Display Name
Physical Mode

Physical Type

Vigor2910 Series User's Guide

Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Type the description for the WAN1/WAN2 interface.

For WANL, the physical connection is done and fixed through
Ethernet port; yet the physical connection for WAN?2 is done

through an Ethernet port (P1) or USB port. You cannot
change it.

Physical Mode:

Ethernet

To use 3G network connection through 3G USB Modem,
choose 3G USB Modem as the physical mode in WANZ2.
Next, go to WAN>> Internet Access. 3G USB Modem is
available for WANZ2. You can choose PPP as the access mode
and click Details Page for further configuration.

WAN == Internet Access
Internet Access

Index Display Name Physical Mode
W AN L

Access Mode
Static or Dynamic P v || Details Page

Ethernet

W A2 3G USE Modem

You can change the physical type for WAN2 or choose Auto
negotiation for determined by the system.

Physical Type: Auto negotiation ,V-

Auto negotiation
100 half duplex
100 full duplex

100M half duplex
1000 full duplex
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Load Balance Mode

Line Speed

Active Mode

DrayTek

If you know the practical bandwidth for your WAN interface,
please choose the setting of According to Line Speed.
Otherwise, please choose Auto Weigh to let the router reach
the best load balance.

Load Balance Mode: Auto Wieigh hd

Auto Weigh

According to Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading through WAN1/WANZ2. The unit is kbps.

Choose Always On to make the WAN connection
(WAN1/WAN2) being activated always; or choose Active on
demand to make the WAN connection (WAN1/WANZ2)
activated if it is necessary.

Active Mode: Active on demand |+
Always Cn
Active on dermand

If you choose Active on demand, the Idle Timeout will be
available for you to set for PPPoE and PPTP access modes in
the Details Page of WAN>>Internet Access. In addition, there
are three selections for you to choose for different purposes.
WANZ2 Fail — It means the connection for WAN1 will be
activated when WANZ2 is failed.

WAN2 Upload speed exceed XX Kbps — It means the
connection for WAN1 will be activated when WAN2 Upload
speed exceed certain value that you set in this box for 15
seconds.

WAN2 Download speed exceed XX kbps- It means the
connection for WAN1 will be activated when WAN2
Download speed exceed certain value that you set in this box
for 15 seconds.

WANL1 Fail — It means the connection for WAN2 will be
activated when WANL1 is failed.

WAN1 Upload speed exceed XX Kkbps — It means the
connection for WAN2 will be activated when WAN1 Upload
speed exceed certain value that you set in this box for 15
seconds.

WANL1 Download speed exceed XX kbps- It means the
connection for WAN2 will be activated when WAN1
Download speed exceed certain value that you set in this box
for 15 seconds.
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3.1.4 Internet Access

For the router supports dual WAN function, the users can set different WAN settings (for
WAN1/WAN2) for Internet Access. Due to different Physical Mode for WAN1 and WAN2,
the Access Mode for these two connections also varies slightly.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
W AN Ethernet Static or Dynamic [P v || Details Page

W ANZ 3G LUSE Modem Mane b

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
W AN Ethernet Static or Dynamic [P+ Details Page

W AM2 Ethernet Mane R

PPPoE
Static or Dynamic IP
PPTR/LETR

Index It shows the WAN modes that this router supports. WANL1 is the
default WAN interface for accessing into the Internet. WAN2 is
the optional WAN interface for accessing into the Internet when
WAN 1 is inactive for some reason.

Display Name It shows the name of the WAN1/WAN2 that entered in general
setup.

Physical Mode It shows the physical connection for WAN1 (Ethernet) /WAN2
(Ethernet or 3G USB Modem) according to the real network
connection.

Physical Mode Physical Mode

Ethernet Ethernet
3G USE Madem Ethernet
Access Mode Use the drop down list to choose a proper access mode. The details

page of that mode will be popped up. If not, click Details Page for
accessing the page to configure the settings.

otatic or Dynamic 1P #

Maone

PPPoE

Static or Dynamic IP
PPTR/LZTP

There are three access modes provided for PPPoE, Static or
Dynamic IP and PPTP/L2TP.

Details Page This button will open different web page according to the access
mode that you choose in WAN1 or WAN2.
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Details Page for PPPoE

To use PPPOE as the accessing protocol of the internet, please choose Internet Access from
WAN menu. Then, select PPPoE mode for WANZ2. The following web page will be shown.

WAN == Internet Access

WAN 1
PPPoE Client Mode
(CEnable @ Disahle

ISP Access Setup

Username

Passward

Index{1-158% in Schedule Setup:

== ' '
ISDN Dial Backup Setup
Dial Backup Mode

WAN Connection Detection

Mode
Ping IP
TTL:

MTU

PPPoE Client Mode

ISP Access Setup

ISDN Dial Backup
Setup

DrayTek

PPP/MP Setup
PPF authentication PAP ar CHAR
Idle Timeout secgnd(s)

IP Address Assignment Method {IPCP)

WAN P Alias

Fixed IP: O ves & Mo (Dynamic IP)
Fixed IP Address

& Default MAC Address

Mone v O Specify a MaC address
MAC Address:
oo |50 | 7F DD 15 |19
ARF Detect »

(Maw: 14927

[ Ok ] [ Cancel ]

Click Enable for activating this function. If you click Disable, this
function will be closed and all the settings that you adjusted in this
page will be invalid.

Enter your allocated username, password and authentication
parameters according to the information provided by your ISP. If
you want to connect to Internet all the time, you can check Always
On.

Username — Type in the username provided by ISP in this field.
Password — Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously
in Application — Schedule web page and you can use the number
that you have set in that web page.

This setting is available for the routers supporting ISDN
function only. Before utilizing the ISDN dial backup feature,
you must create a dial backup profile first. Please click Internet
Access Setup > Dialing to a Single ISP to enter the backup
profile.

Dial Backup Mode

Mone »

Packet Trigger

This setting is available for i model only.

Due to the absence of the ISDN interface in some models, the
ISDN dial backup feature and its associated setup options are not
available to them. Please refer to the previous part for further
information.

32 Vigor2910 Series User's Guide



WAN Connection
Detection

MTU

PPP/MP Setup

IP Address
Assignment Method
(IPCP)

Vigor2910 Series User's Guide

None - Disable the backup function.
Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

Such function allows you to verify whether network connection
is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

It means Max Transmit Unit for packet. The default setting is
1442.

PPP Authentication — Select PAP only or PAP or CHAP for
PPP.

Idle Timeout — Set the timeout for breaking down the Internet
after passing through the time without any action. This setting is
active only when the Active on demand option for Active Mode is
selected in WAN>> General Setup page.

Usually ISP dynamically assigns IP address to you each time you
connect to it and request. In some case, your ISP provides service
to always assign you the same IP address whenever you request.
In this case, you can fill in this IP address in the Fixed IP field.
Please contact your ISP before you want to use this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using. Notice that this setting is available for
WANTL1 only.

3 WAN TP Alias - Microsoft Internet Explorer Al=].3]
WAN IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
L W 172,16.3.229 "
2. O
E O
4. O
5 O
6. O
7 O
B, O
[ ok | [ cClearAl | [ Close

Fixed IP — Click Yes to use this function and type in a fixed IP
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address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address — Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.

Details Page for Static or Dynamic IP

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP
address to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please choose
Internet Access from WAN menu. Then, select Static or Dynamic IP mode for WAN2.
The following web page will be shown.

WAN == Internet Access

WAN 1

Static or Dynamic IP {DHCP Client)

®Enable O Disable

ISDN Dial Backup Setup
Dial Backup Mode

Keep WAN Connection

[ Enable PING to keep alive

PING to the IP

PING Interval

WAN Connection Detection
Mode

Ping 1P
TTL:

MTU

RIP Protocol
[CEnahkle RIP

Static or Dynamic IP
(DHCP Client)

ISDN Dial Backup
Setup

DrayTek

MNone

AP Detect (v

1442

WAN IP Network Settings | VWAN IP Alias

() Obtain an IP address automatically
Router Name *

- Domain MName *
* 1 Required for some ISPs

® Specify an IP address

IP address 172.16.3.229
Subnet Mask 25525500
minute(s) Gateway IP Address 172.16.3.4

DNS Server IP Address
Primary IP Address

Secondary IP Address

@ Default MAC address
O Specify a MAC Address
MAC Address:

{Max: 15007

I [0]24 ] [ Cancel ]

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you adjusted
in this page will be invalid.

This setting is available for the routers supporting ISDN function
only. Before utilizing the ISDN dial backup feature, you must
create a dial backup profile first. Please click Internet Access
Setup > Dialing to a Single ISP to enter the backup profile.
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Keep WAN
Connection

WAN Connection
Detection

MTU

RIP Protocol

WAN IP Network
Settings

Vigor2910 Series User's Guide

Dial Backup Mode Mone b

Packet Trigger
Always On

Due to the absence of the ISDN interface in some models, the
ISDN dial backup feature and its associated setup options are not
available to them. Please refer to the previous part for further
information.

None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

Always On - If the broadband connection is no longer available,
the backup line will be activated automatically and always on until
the broadband connection is restored. We recommend you to
enable this feature if you host a web server for your customers’
access.

Normally, this function is designed for Dynamic IP environments
because some ISPs will drop connections if there is no traffic
within certain periods of time. Check Enable PING to keep alive
box to activate this function.

PING to the IP - If you enable the PING function, please specify
the IP address for the system to PING it for keeping alive.

PING Interval - Enter the interval for the system to execute the
PING operation.

Such function allows you to verify whether network connection is
alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

It means Max Transmit Unit for packet. The default setting is
1442,

Routing Information Protocol is abbreviated as RIP ( RFC1058 )
specifying how routers exchange routing tables information. Click
Enable RIP for activating this function.

This group allows you to obtain an IP address automatically and
allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using. Notice that this setting is available for
WANL1 only.
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DNS Server IP
Address

DrayTek

a WAN IF Alias - Microsoft Internet Explorer E”§|E|

WAN IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
172.16.3.229 W

[ ok | [ cCleardl | [ Close

OO0O0OO0O0Oao0oaQaQ-s

Obtain an IP address automatically — Click this button to obtain
the IP address automatically if you want to use Dynamic IP mode.
Router Name: Type in the router name provided by ISP.

Domain Name: Type in the domain name that you have assigned.
Specify an IP address — Click this radio button to specify some
data if you want to use Static IP mode.

IP Address: Type the IP address.

Subnet Mask: Type the subnet mask.

Gateway IP Address: Type the gateway IP address.

Default MAC Address : Click this radio button to use default MAC
address for the router.

Specify a MAC Address: Some Cable service providers specify a
specific MAC address for access authentication. In such cases you
need to click the Specify a MAC Address and enter the MAC
address in the MAC Address field.

Type in the primary IP address for the router if you want to use
Static IP mode. If necessary, type in secondary IP address for
necessity in the future.
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Details Page for PPTP/L2TP

To use PPTP as the accessing protocol of the internet, please choose Internet Access from
WAN menu. Then, select PPTP mode for WAN2. The following web page will be shown.

WAN == Internet Access

WARN 1
PPTP/LZTP Client Mode PPP Setup

O Enable PPTP OEnable L2TP (& Disabla PPR Authentication PAP or CHAP +
Server Address Idle Timeout secand(s)
Specify Gateway IP Address IP Address Assignment Method

172.16.3.4 {IPCP) WAN IP Alias
Fixed IP: O ves & Mo (Dynamic IP)

ISP Access Setup Fivad 1P Addrass

Usarname WAN IP Network Settings
Paszsword O obtain an IP address automatically
Index(1-15) in Schedule Setup: ® Specify an IP address

= s I \ IP Address 17216.3.229
ISDN Dial Backup Setup Subnet Mask J5E 755 0.0
Dial Backup Mode Mone hd
MTU 1442 {Max: 14600

[ Ok ] [ Cancel ]

PPTP/L2TP Client Enable PPTP- Click this radio button to enable a PPTP client to
Mode establish a tunnel to a DSL modem on the WAN interface.
Enable L2TP - Click this radio button to enable a L2TP client to
establish a tunnel to a DSL modem on the WAN interface.
Disable — Click this radio button to close the connection through
PPTP or L2TP.
Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.
Specify Gateway IP Address — Specify the gateway IP address
for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this field.
Password -Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously
in Application — Schedule web page and you can use the number
that you have set in that web page.

ISDN Dial Backup This setting is available for the routers supporting ISDN function

Setup only. Before utilizing the ISDN dial backup feature, you must
create a dial backup profile first. Please click Internet Access
Setup > Dialing to a Single ISP to enter the backup profile.

Dial Backup Mode Mone e

Mone

Packet Trigger

Due to the absence of the ISDN interface in some models, the
ISDN dial backup feature and its associated setup options are not
available to them. Please refer to the previous part for further
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MTU

PPP Setup

IP Address
Assignment
Method(IPCP)

DrayTek

information.

None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

It means Max Transmit Unit for packet. The default setting is
1442.

PPP Authentication - Select PAP only or PAP or CHAP for PPP.
Idle Timeout - Set the timeout for breaking down the Internet after
passing through the time without any action. This setting is active
only when the Active on demand option for Active Mode is
selected in WAN>> General Setup page.

Fixed IP - Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever you
request. In this case, you can fill in this IP address in the Fixed IP
field. Please contact your ISP before you want to use this function.
Click Yes to use this function and type in a fixed IP address in the
box.

Fixed IP Address -Type a fixed IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using. Notice that this setting is available for
WANT1 only.

3 WAN IP Alias - Microsoft Internet Explozer E”§|E|
WAN IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1 W 172.16.3,229 W
2. O
3. O
4. O
5 O
B. O
7. O
8. O
[ ok | [ ClearAl | [ Close

Default MAC Address — Click this radio button to use default
MAC address for the router.

Specify a MAC Address - Some Cable service providers specify a
specific MAC address for access authentication. In such cases you
need to click the Specify a MAC Address and enter the MAC
address in the MAC Address field.
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WAN IP Network
Settings

Obtain an IP address automatically — Click this button to obtain
the IP address automatically.

Specify an IP address — Click this radio button to specify some
data.

IP Address — Type the IP address.

Subnet Mask — Type the subnet mask.

Details Page for PPP

To use PPP (for 3G USB Modem) as the accessing protocol of the internet, please choose
Internet Access from WAN menu. Then, select PPP mode for WAN2. The following web

page will be shown.

WAN == Internet Access

WAN 2
PPP Client Mode
SIM PIM code
Modem Initial String
AP Mame
Modem Dial String
PPFP Username

PPP Password

(O Enable @ Disahle

ATEFEONVTR 802801 30=0 {Default: ATEFEOV1%18D28:C150=0)

ATDTDO# {Default: ATDT *99#)

{Optional)
{Optional)

Index{1-15) in Schedule Setup:

=>

PPP Client Mode
SIM PIN code

Modem Initial String

APN Name

Modem Dial String

PPP Username
PPP Password

Index (1-15)

Vigor2910 Series User's Guide

[ Ok ] [ Cancel ] [ Default l

Click Enable to activate this mode for WAN2.
Type PIN code of the SIM card that will be used to access Internet.

Such value is used to initialize USB modem. Please use the default
value. If you have any question, please contact to your ISP.

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to your ISP.

Type the PPP username (optional).

Type the PPP password (optional).

Set the PCs on LAN to work at certain time interval only. You may
choose up to 4 schedules out of the 15 schedules pre-defined in

Applications >> Schedule setup. The default setting of this filed is
blank and the function will always work.
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3.1.5 Load-Balance Policy

This router supports the function of load balancing. It can assign traffic with protocol type,
IP address for specific host, a subnet of hosts, and port range to be allocated in WAN1 or
WANZ interface. The user can assign traffic category and force it to go to dedicate network
interface based on the following web page setup. Twenty policies of load-balance are

supported by this router.

Note: Load-Balance Policy is running only when both WAN1 and WAN?2 are activated.

WAN >> Load-Balance Policy

Load-Balance Policy

Index Enable Protocol

O

any
any
any
any
any
any
any

any

(=T == R I~ R T e CC R R <4

any

=

any

opoooooooao

4

'l'\ N
= |
=

i

=

W

L

Index

Enable

Protocol

WAN

Src IP Start

Src IP End

Dest IP Start

Dest IP End

Dest Port Start

Dest Port End

<

Src IP SrcIP DestIP Destip  DBSt  Dest
WAN start End Start End Port — Port
Start End

WANT v
WANT v
WANT v
WANT v
WANT v
WANT v
WANT v
WEANT v
WEANT v
WANT w

Click the number of index to access into the load-balance policy
configuration web page.

Check this box to enable this policy.

Use the drop-down menu to change the protocol for the WAN
interface.

Use the drop-down menu to change the WAN interface.
Displays the IP address for the start of the source IP.
Displays the IP address for the end of the source IP.
Displays the IP address for the start of the destination IP.
Displays the IP address for the end of the destination IP.
Displays the IP address for the start of the destination port.

Displays the IP address for the end of the destination port.

Click Index 1 to access into the following page for configuring load-balance policy.

DrayTek
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WAN == Load-Balance Policy

Index: 1
Enable
Protocal TCP hd
Binding Wakh interafce WYART v
Src IP Start 192.168.1.3
Src IP End 192168148
Dest IP Start 168.95.0.0
Dest IP End 168.95.0.100
Dest Port Start a0
Dest Part End 100
[ 0K ] [ Cancel ]
Enable Check this box to enable this policy.
Protocol Use the drop-down menu to choose a proper protocol for the WAN
interface.
Protocol
Binding WAN Choose the WAN interface (WAN1 or WANZ2) for binding.
interface

Src IP Start

Src IP End

Dest IP Start

Dest IP End

Dest Port Start

Dest Port End

Vigor2910 Series User's Guide

Type the source IP start for the specified WAN interface.

Type the source IP end for the specified WAN interface. If this
field is blank, it means that all the source IPs inside the LAN will
be passed through the WAN interface.

Type the destination IP start for the specified WAN interface.

Type the destination IP end for the specified WAN interface. If this
field is blank, it means that all the destination IPs will be passed
through the WAN interface.

Type the destination port start for the destination IP.

Type the destination port end for the destination IP. If this field is

blank, it means that all the destination ports will be passed through
the WAN interface.
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3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

LAN
P General Setup

b Static Route
* Bind IP to MAC
F Web Authentication

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does is
to translate the packets from public IP address to private IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that
assigns private IP address to each local host. See the following diagram for a briefly
understanding.

Public IP Address

Private Subnet
Router IP Address: 192.168.1.1

|
L

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor
router will serve for IP routing to help hosts in the public subnet to communicate with other
public hosts or servers outside. Therefore, the router should be set as the gateway for public
hosts.
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Public IP Address:
220,135.240.207

Private Subnet
Router IP Address: 192.,168.1.1

I i [ |.
192.168.1.:22 | | I
192.168.1.11

Public Subnet

220.135.240,210
220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way
for connection is the Static routes function rather than other method. You may simply set
rules to forward data from one specified subnet to another specified subnet without the
presence of RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 4 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN)
function and the rate of each.

P4 P3 P2 P1

192.168.1.13 192.168.1.12 192.168.1.11 192,168.1.10
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3.2.2 General Setup
This page provides you the general settings for LAN.
Click LAN to open the LAN settings page and choose General Setup.

LAN == General Setup

Ethernet TCP / IP and DHCP Setup

LAN IP Network Configuration DHCP Server Configuration

For NaT Usage @ Enable Server O Disable Server
1st IP Address 192.168.1.1 Relay agent: O 1st Subnet = 2nd Subnet
1st Subnet Mask 2552852550 Start IP Address 192.1658.1.10

For IP Routing Usage O Enable & Disable IP Pool Counts 50
Znd IP Address 192.168.2.1

Gateway [P Address 192165811

2nd Subnet Mask 2662552550 DHCP Server IP Address
for Relay Agent

DNS Server IP Address
[ Force DNS manual setting

| 2nd Subnet DHCF Server |

RIP Protocol Control Dizable v Primary IP Address
Secondary IP Address
1st IP Address Type in private IP address for connecting to a local private network
(Default: 192.168.1.1).
1st Subnet Mask Type in an address code that determines the size of the network.

(Default: 255.255.255.0/ 24)

For IP Routing Usage Click Enable to invoke this function. The default setting is
Disable.

2" IP Address Type in secondary IP address for connecting to a subnet.
(Default: 192.168.2.1/ 24)

2" Subnet Mask An address code that determines the size of the network.
(Default: 255.255.255.0/ 24)

2" DHCP Server You can configure the router to serve as a DHCP server for the 2nd
subnet.

3 hiitp:/f192_168.1_1 - Router Web Configurator - Microsoft Internet Explorer E”E|E|

2nd DHCP Server
Start IP Address

IP Pool Counts 0 {max. 10}

Index Matched MAC Address given IP Address

MAC Address : .
[ Add ] [ Delete | [ Edit | [ Cancel |

[ ok ] [clearan | [ Close |
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RIP Protocol Control

DHCP Server
Configuration

Vigor2910 Series User's Guide

Start IP Address: Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 2nd IP
address of your router is 220.135.240.1, the starting IP address
must be 220.135.240.2 or greater, but smaller than
220.135.240.254.

IP Pool Counts: Enter the number of IP addresses in the pool. The
maximum is 10. For example, if you type 3 and the 2nd IP address
of your router is 220.135.240.1, the range of IP address by the
DHCP server will be from 220.135.240.2 to 220.135.240.11.

MAC Address: Enter the MAC Address of the host one by one
and click Add to create a list of hosts to be assigned, deleted or
edited IP address from above pool. Set a list of MAC Address for
2" DHCP server will help router to assign the correct IP address of
the correct subnet to the correct host. So those hosts in 2™ subnet
won’t get an IP address belonging to 1% subnet.

Disable deactivates the RIP protocol. It will lead to a stoppage of
the exchange of routing information between routers. (Default)
RIP Protocol Control Disable b

Disable

1=t Subnet .

2nd Subnet

1st Subnet - Select the router to change the RIP information of the
1st subnet with neighboring routers.

2nd Subnet - Select the router to change the RIP information of
the 2nd subnet with neighboring routers.

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network so it
automatically dispatch related IP settings to any local user
configured as a DHCP client. It is highly recommended that you
leave the router enabled as a DHCP server if you do not have a
DHCP server for your network.

If you want to use another DHCP server in the network other than
the Vigor Router’s, you can let Relay Agent help you to redirect the
DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host in
the LAN.

Disable Server — Let you manually assign IP address to every host
in the LAN.

Relay Agent — (1% subnet/2" subnet) Specify which subnet that
DHCP server is located the relay agent should redirect the DHCP
request to.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 1st IP
address of your router is 192.168.1.1, the starting IP address must
be 192.168.1.2 or greater, but smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is 50
and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP address for
the DHCP server. The value is usually as same as the 1st IP address
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DNS Server

Configuration

of the router, which means the router is the default gateway.
DHCP Server IP Address for Relay Agent - Set the IP address of
the DHCP server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS stands for Domain Name System. Every Internet host must
have a unique IP address, also they may have a human-friendly,
easy to remember name such as www.yahoo.com. The DNS server
converts the user-friendly name into its equivalent IP address.

Force DNS manual setting - Force Vigor2910 to use DNS servers
in this page instead of DNS servers given by the Internet Access
server (PPPoE, PPTP, L2TP or DHCP server).

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more than
one DNS Server. If your ISP does not provide it, the router will
automatically apply default DNS Server IP address: 194.109.6.66
to this field.

Secondary IP Address - You can specify secondary DNS server IP
address here because your ISP often provides you more than one
DNS Server. If your ISP does not provide it, the router will
automatically apply default secondary DNS Server IP address:
194.98.0.1 to this field.

The default DNS Server IP address can be found via Online Status:

System Status System Uptime: 0:7:39
LAN Status I Primary DNS: 194.109.6.66 Secondary DNS: 168.95.1.1 I
IP Address TX Packe X Packets
192.168.1.1 490 408

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users as a
DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS cache, the
router will resolve the domain name immediately. Otherwise, the
router forwards the DNS query packet to the external DNS server
by establishing a WAN (e.g. DSL/Cable) connection.

There are two common scenarios of LAN settings that stated in Chapter 4. For the
configuration examples, please refer to that chapter to get more information for your

necessity.

3.2.3 Static Route
Go to LAN to open setting page and choose Static Route.

DrayTek

LAN == Static Route Setup

Static Route Configuration

| Setto Factory Default | View Routing Table |

Index Destination Address Status Index Destination Address Status
1. 777 7 6. 777 7
2. 777 7 7. 777 7
3. Y 7 8. Y 7
1. 777 7 9. 777 7
5. T 7 10. T 7
Status: v ——- Active, ® --- Inactive, ¥ -—- Empty
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Index The number (1 to 10) under Index allows you to open next page to

set up static route.

Destination Address  Displays the destination address of the static route.

Status Displays the status of the static route.

Viewing Routing Table Displays the routing table for your reference.

Diagnostics => View Routing Table

Current Running Routing Table | Refresh |
Key: C - connected, 3 - static, R - RIP, * - defsult, ~ - private ~
0.0.0.0/ 0.0.0.0 wia 172.16.53.1, WAN1
[t 19z.168.1.0/ 255.255.255.0 iz directly conhected, LAN
C 172.16.3.0/ 255.255.255.0 is directly connected, WAN1

Add Static Routes to Private and Public Networks

Here is an example of setting Static Route in Main Router so that user A and B locating in
different subnet can talk to each other via the router. Assuming the Internet access has been
configured and the router works properly:

use the Main Router to surf the Internet.

create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Router C Set Static
192.168.1.1 Route

Router A

192.168.1.2
{Gateway: 192.168.1.1)

Router B
192,168.1.3

private subnet

public subnet
192.168.10.0 /24

211.10.88.0/24

. |

User A User B

Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol
Control. Then click the OK button.
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4.

DrayTek

Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring routers via the 1st subnet (192.168.1.0/24). The second is that those
hosts on the internal private subnets (ex. 192.168.10.0/24) can access the Internet
via the router, and continuously exchange of IP routing information with different
subnets.

Click the LAN - Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN == Static Route Setup

Index No. 1
Enahble
Destination IP Address 1592.168.10.0
Subnet Mask 265.255.255.0
Gateway IP Address 192.168.1.2
Netwark Interface LAN |
[ Ok ] [ Cancel ]

Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3.

LAN == Static Route Setup

Index No. 2
Enable
Destination IP Address 211.100.88.0
Subnet Mask 255255 2550
Gateway IP address 192.168.1.3
Netwark Interface LAN (»
[ Ol ] [ Cancel ]

Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics == iew Routing Table

Current Running Routing Table | Refresh |
Key: C - connected, 3 - static, R - RIF, * - default, ~ - private ~
S 192.165.10.0/ 255.255.255.0 via 192.1658.1.2, IFO
C 192.1658.1.0/ 255.255.255.0 is directly connected, IFO
S 211.100.85.0/ 255.255.255.0 via 192.1658.1.3, IFO
W
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3.2.4 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause

you not access into the Internet.
Click LAN and click Bind IP to MAC to open the setup page.
LAN >> Bind IP to MAC

Bind IP to MAC

Note:  IP-MaAC binding presets DHCP allocations,
If you select Strict Bind, unspecified LAN clients cannot access the Internet,
® Enable O Disable O Strict Bind

ARP Table | Select All | Sort | Refresh | IP Bind List | Select All | Sort |
IF Address Mac Address Index IF Address Hac Address

192 1e8.1.13 00-0E-AB—2A-DE-A1

192 188.1.10 00-0D-0B-A7-86-F3

192 .168.1.100 00-08-41-36-97-5D

Add and Edit
IP Address

Mac Address

Enable Click this radio button to invoke this function. However, IP/MAC
which is not listed in IP Bind List also can connect to Internet.

Disable Click this radio button to disable this function. All the settings on
this page will be invalid.

Strict Bind Click this radio button to block the connection of the IPMAC
which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The information

for IP and MAC will be displayed in this field. Each pair of IP
and MAC address listed in ARP table can be selected and added
to IP Bind List by clicking Add below.

Add and Edit IP Address - Type the IP address that will be used for the
specified MAC address.
Mac Address - Type the MAC address that is used to bind with
the assigned IP address.

Refresh It is used to refresh the ARP table. When there is one new PC
added to the LAN, you can click this link to obtain the newly
ARP table information.

IP Bind List It displays a list for the IP bind to MAC information.
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Add It allows you to add the one you choose from the ARP table or the

IP/MAC address typed in Add and Edit to the table of IP Bind
List.

Edit It allows you to edit and modify the selected IP address and MAC

address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click and

select the one, and click Delete. The selected item will be
removed from the IP Bind List.

Note: Before you select Strict Bind, you have to bind one set of IPMAC address for one
PC. If not, no one of the PCs can access into Internet. And the web configurator of the
router might not be accessed.

3.2.5 Web Authentication

The purpose of web authentication is to offer a convenient accessing management. When
such function is enabled, all the users in LAN side without passing the web authentication
cannot access into network through the router.

DrayTek

LAN => Web Authentication

Web Authentication
Web Authentication (O Enable @ Disahle
O Bypass 1P in IP-MAC binding list

Account Setting: allow user login with the same account
& Common account 1D |draytek P/
O share vpn remote dial in profile Account Setting
Timeout Setting: O Enable @ Disable
Logout at : everyday
Logout every minutes {1~65535)
Logout when idle time out minutes {1~ 1440}

Welcome Message:

Welcomwe to Vigor V2910 Web Authentication

Go to check the Connection Status

[ Ok ] [ Cancel ]

Web Authentication  Click Enable to activate such feature. The default setting is
Disable.

Bypass IP in IP-MAC binding list — All the clients with the
IP listed in Bind IP to MAC can access into Internet without
passing the web authentication. If you check this box, the
function of web authentication will be disabled.

Account Setting Allow user login with the same account — check this box to
let the user(s) login router’s web page with the same account.

Common account — please specify a name with a password as
the identification for accessing into router’s web page for the
users in LAN side. The default settings for ID/password are
“draytek/draytek”. All the users should use such account to pass
the web authentication.
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Share vpn remote dial in profile — you can share the account
set in remote VPN dial-in profiles. Click this button and press
Account Setting link to choose one of the accounts (total 32
profiles) for applying to the web authentication.

Timeout Setting Users might have to re-login after passing the timeout setting
specified here. When you enable the timeout setting, please
specify the conditions for logout.

Click Disable to disable the timeout feature.

Welcome Message Such message will be displayed on the redirect page when you
access into the URL that you want.

Connection Status Display IP, username, login time, etc., of the users logging
currently.

How to use Web Authentication

Before passing the web authentication from the router, any user will be directed into the
following screen whenever he tries to access into Internet via http or https.

Welcome to Vigor V2910 Web Authentication
Log in WEB HERE

If your browser does not support S50, elick here

Click the HERE link to access into the authentication page.

DrayTek WEB Authentication

Login ID

Passward

T

Type the ID and password configured in Common Account. The default setting is “draytek”
for both ID and password. After entering the ID and Password, click OK. If you pass the
authentication, you will see the following page.

DrayTek WEB Authentication

User login succeeds !

Now, please surf the Internet.
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3.3 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry
in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

On NAT page, you will see the private IP address defined in RFC-1918. Usually
we use the 192.168.1.0/24 subnet for the router. As stated before, the NAT facility
can map one or more IP addresses and/or service ports into different specified
services. In other words, the NAT function can be achieved by using port mapping
methods.

Below shows the menu items for NAT.

NAT
P Port Redirection

* DMZ Host
* Open Ports
* Address Mapping

3.3.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of
the router, and identified by its private IP address/port, the goal of Port Redirection function
is to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.
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Destined to

220.135.240.207
Port 213

ol
a W

192.168.1.22 PMZ FTP server  Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 20 port-mapping entries for the internal hosts.

NAT =>> Port Redirection

Port Redirection | Setto Factory Default |
Index Service Name Public Port Private IP Status
1. ®
2. "

3. "

1. b
5. "

6. ®
7. "

8. "

9. ®
10. "
<< 110 | 1120 == Next ==

Press any number under Index to access into next page for configuring port redirection.
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NAT == Port Redirection

Index No. 1

Enable
Mode

Service Mame

Protocal

WA IP 1.4l e
Public Port 0 -

Private IP -

Private Port 0

Note: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have
been entered.

[oc ] [cer ) [Canesl

Mode Two options are provided here for you to choose. To set a range for
the specific service, select Range.

Service Name Enter the description of the specific network service.

Protocol Select the transport layer protocol (TCP or UDP).

Public Port Specify which port can be redirected to the specified Private IP

and Port of the internal host. If you choose Range as the port
redirection mode, you will see two boxes on this field. Simply type
the required number on the first box. The second one will be
assigned automatically later.

Private IP Specify the private IP address of the internal host providing the
service. If you choose Range as the port redirection mode, you will
see two boxes on this field. Type a complete IP address in the first
box (as the starting point) and the fourth digits in the second box
(as the end point).

Private Port Specify the private port number of the service offered by the
internal host.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web configurator in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup.
You then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.
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System Maintenance >> Management

Management Setup
Management Access Control Management Port Setup
__________ ® User Define Parts O Default Paorts

.......... : Telnet Port 23 {Default: 23)
[ FTP Server
HTTP Port 80 {Default: a0y
HTTP Server
HTTPS Server HTTRS Port 443 (Default: 443)
Telnet Server FTP Port 21 {Default: 21)
[J 55H Server SSH Port 2 (Default: 22)

Disahle PING frarm the Internet
SNMP Setup

Access List [ Enable SHMP agent
List IP Subnet Mask Get Community public
1 5 . -
Set Community private
2 v
IManager Host IP
3 v
Trap Comrmunity public
Notification Host IP
Trap Timeout 10 seconds

3.3.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.

Destined to
220.135.240.207
Protocol: ANY

Port: ANY

& 0§08

192.168.1.22 DMZ FTPserver  Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

Vigor2910 Series User’s Guide 55 Dray TCk



The inherent security properties of NAT are somewhat bypassed if you set up DMZ host. We
suggest you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page:

NAT == DMZ Host Setup

DMZ Host Setup
WAN 1
Active True [P |+

Private IP
MAC Address of the True IP DMZ Host ooofooo oo oo | oo | o0
Note: When a True-IP DMZ host is turned on, it will force the router's WAMN connection to be
always on.
WAN 2
Enable Private IP
WANL1 This page allows you to set Private IP or Active True IP as the
DMZ host.
WAN 1
Active True [P+
Mone
Private [P
Active True [P
Private IP If you choose Private IP as the selection for DMZ host, please
type in private IP or select any one by clicking the Choose PC
button.
MAC Address of the True If you choose Active True IP as the selection for DMZ host,
IP DMZ Host please type in MAC address in these fields.

If you previously have set up WAN IP Alias on WANL1 interface while configuring PPPOE,
Static or Dynamic IP or PPTP (by accessing into WAN>>Internet Access), you will find
them in Aux. WAN IP list for your selection.

NAT == DMZ Host Setup

DMZ Host Setup

WAN 1
Index Enable Aux. WAN IP Private IP
1. | 172.16.3.229
2. | 172.16.2.89
WAN 2
Enable Private IP
O
[ Ok | [ Clear |
Enable Check to enable the DMZ Host function.

DrayTek
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Private IP Enter the private IP address of the DMZ host, or click Choose PC
to select one.

Choose PC Click this button and then a window will automatically pop up, as
depicted below. The window consists of a list of private IP
addresses of all hosts in your LAN network. Select one private IP
address in the list to be the DMZ host.

A npno...[2)[0)[X)

19t1es.1.10
192.168.1.18

When you have selected one private IP from the above dialog, the
IP address will be shown on the following screen. Click OK to

save the setting.
NAT >> DMZ Host Setup

DMZ Host Setup

WAN 1
Index Enable Aux. WAN IP Private IP
1. 172.16.3.229 192.1685.1.10 Choose PC
2. O 172.16.3.89
WAN 2
Enable Private IP
O
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3.3.3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.
Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT >> Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface Local IP Address Status
1 %
2. ]
3. ]
4. %
5. M
6. %
i %
8. %
9. %
10. H
<= 110 | 1120 == Next ==
Index Indicate the relative number for the particular entry that you want to

offer service in a local host. You should click the appropriate index
number to edit or clear the corresponding entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface for the entry.

Local IP Address Display the private IP address of the local host offering the service.
Status Display the state for the corresponding entry. X or V is to represent

the Inactive or Active state.
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To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.

NAT == Open Ports == Edit Open Ports

Index No. 1

Enable Open Ports

Comment P2P

Wal Interface WWANT

WAl TP 172.16.3.220 «

Local Computer 192.168.1.10

Protocal Start Port End Part Protocal Start Port End Part
1. TCP 4500 4700 6. |- v 0 0
2, UDP 4500 4700 R “ 0 0
R b 0 0 R “ 0 0
4, |- b 0 0 9, |- “ 0 0
5 |- b 0 0 3 P “ 0 0
[ Ok ] [ Clear ] [ Cancel

Enable Open Ports Check to enable this entry.

Comment Make a name for the defined network application/service.
WAN Interface Specify the WAN interface that will be used for this entry.
WAN IP Choose one of the WAN IPs from this drop-down list. This

selection is available and can be seen only if you have set WAN IP
Alias previously.

Local Computer Enter the private IP address of the local host or click Choose PC to
select one.
Choose PC Click this button and, subsequently, a window having a list of

private IP addresses of local hosts will automatically pop up. Select
the appropriate IP address of the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP, or -----
(none) for selection.

Start Port Specify the starting port number of the service offered by the local
host.

End Port Specify the ending port number of the service offered by the local
host.

3.3.4 Address Mapping
This page is used to map specific private IP to specific WAN IP alias.

If you have "a group of IP Addresses™ and want to apply to the router, please use WAN IP
alias function to record these IPs first. Then, use address mapping function to map specific
private IP to specific WAN IP alias.

For example, you have IP addresses ranging from 86.123.123.1 ~ 86.123.123.8. However,
your router uses 86.123.123.1, and the rest of the IPs are recorded in WAN IP alias. You
want that private IP 192.168.1.10 can use 86.123.123.2 as source IP when it sends packet out
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to Internet. You can use address mapping function to achieve this demand. Simply type
192.168.1.10 as the Private IP; and type 86.123.123.2 as the WAN IP.

NAT == Address Mapping

Address Mapping Setup

Index Protocol

1. ALL
2. ALl
3. aLL
4, aLL
5. ALl
6. ALl
7. aLL
8. ALL
9. ALl
10. aLL

Protocol

Public IP

Private IP

Mask

Status

| Setto Factory Default |

Public IP Private IP Mask Status
172.16.3.102 f3z ]
172.16.3.102 f3z H
172.16.3.102 /32 ®
172.16.3.102 /32 ®
172.16.3.102 f3z ]
172.16.3.102 f3z H
172.16.3.102 /32 ®
172.16.3.102 f3z ]
172.16.3.102 f3z ]
172.16.3.102 f3z ®

Display the protocol used for this address mapping.

Display the public IP address selected for this entry, e.g.,
172.16.3.102.

Display the private IP set for this address mapping, e.g.,
192.168.1.10

Display the subnet mask selected for this address mapping.

Display the status for the entry, enable or disable.

Click the index number link to open the configuration page.

NAT == Address Mapping

Index No. 1

[ Enable

Protocol:

Wieah Interface

WaAN TP

Private IP:

Subnet Mask:

Enable

Protocol

WAN Interface
WAN IP

DrayTek

ALL
WWANT v
1-172.16.3.102

f32

[ Ok ] [ Clear ] [ Cancel

Check to enable this entry.

Specify the transport layer protocol. It could be TCP, UDP, or
ALL for selection.
ALL |»

TCP
LUDP

Select WAN interface for such profile.

Select an IP address (the selections provided here are set in IP
Alias List of Network >>WAN interface). Local host can use this
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IP to connect to Internet.

If you want to choose any one of the Public IP settings, you must
specify some IP addresses in the IP Alias List of the Static/DHCP
Configuration page first. If you did not type in any IP address in
the IP Alias List, the Public IP setting will be empty in this field.
When you click Apply, a message will appear to inform you.

Private IP Assign an IP address (e.g., 192.168.1.10) or a subnet to be
compared with the Public IP address for incoming packets.

Subnet Mask Select a value of subnet mask for private IP address.

3.4 Objects and Groups

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group that can apply it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address).

Objects Setting
F IP Object

* IP Group
P Service Type Object

P Service Type Group
* IM Object

P P2P Object

P Misc Object

Besides, you can define object profiles for different policy of IM (Instant Messenger)/P2P
(Peer to Peer)/Misc application.

3.4.1 IP Object
You can set up to 192 sets of IP Objects with different conditions.

Objects Setting == IP Object

IP Object Profiles: | Setto Factory Default |
Index Name Index Name
17.

ERBEBEBRREL

|a |G |,,—_ |: |§ |: |3 [ I I e
REERBRBEBREREEEE

<< ] | 3364 | 6596 | 97-128 | 129-160 | 161-192 == Next =z

Set to Factory Default Clear all profiles.
Click the number under Index column for settings in detail.
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Objects Setting >> IP Object

Profile Index : 1
Name:
Interface:

Address Type:

Start IP Address:

End IP Address:

Subnet Mask:

Invert Selection:

Name

Interface

Address Type

Start IP Address
End IP Address
Subnet Mask
Invert Select

RD Department
Any ¥

Range Address
192.1658.1.64
192.168.1.75

|

[ Ok ] [ Cancel ]

Type a name for this profile. Maximum 15 characters are
allowed.

Choose a proper interface (WAN, LAN or Any).

Interface: Any ,V'

For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or LAN or any IP
address. If you choose LAN as the Interface here, and choose
LAN as the direction setting in Edit Filter Rule, then all the
IP addresses specified with LAN interface will be opened for
you to choose in Edit Filter Rule page.

Determine the address type for the IP address.

Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet for
IP address.

Select Any Address if this object contains any IP address.

Type the start IP address for Single Address type.
Type the end IP address if the Range Address type is selected.
Type the subnet mask if the Subnet Address type is selected.

If it is checked, all the 1P addresses except the ones listed
above will be applied later while it is chosen.

Below is an example of IP objects settings.

Objects Setting == IP Object

IP Object Profiles:

Index

[ )= =

DrayTek

RO Department
Financial Dept.
HE. Department

Name Index

(| T e e Y
FRERER R
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3.4.2 IP Group
This page allows you to bind several IP objects into one IP group.

Objects Setting == IP Group
IP Group Table: | Setto Factory Default |

Index Name Index Name
17.

EREFERRE

FREREEBERERBE = NP B ===
(I Ly L I ] [ A PN
REERRREBRRERREEER

Set to Factory Default Clear all profiles.
Click the number under Index column for settings in detail.

Objects Setting == IP Group

Profile Index : 1

MName: Administration
Interface: Any ¥
Available IP Objects Selected IP Objects

1-RD Departrment
2-Financial Dept.

3-HR Department

[ Ok ] [ Cancel ]

Name Type a name for this profile. Maximum 15 characters are
allowed.

Interface Choose WAN, LAN or Any to display all the available IP
objects with the specified interface.

Available IP Objects All the available IP objects with the specified interface chosen
above will be shown in this box.

Selected IP Objects Click >> button to add the selected IP objects in this box.

Vigor2910 Series User’s Guide 63 Dra’y Tek



3.4.3 Service Type Object
You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting >> Service Type Object

Service Type Object Profiles: | Setto Factory Default |
Index Name Index Name

FEREREREBEE NP @@= =M=
L L [ | [ | T [ B | | B [ [ | I | B N e N Y
KREEREERERERRERRER

M
s
-
[
[x]

| 3364 | 6596 == Next =

Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.

Objects Setting >> Service Type Object Setup

Profile Index : 1

Name WY
Protocol TCF v
Source Port = # 1 -~ |B5535
Destination Port = | (B0 ~ (B0
[ 0K ] [ Cancel ]
Name Type a name for this profile.
Protocol Specify the protocol(s) which this profile will apply to.
TGP b
Any
[ChP
IGMP
UDP
TCRAIDR
Other

Source/Destination Port Source Port and the Destination Port column are available
for TCP/UDP protocol. It can be ignored for other protocols.
The filter rule will filter out any port number.
(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.
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(1=) — when the first and last value are the same, it indicates
all the ports except the port defined here; when the first
and last values are different, it indicates that all the ports
except the range defined here are available for this service
type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

Below is an example of service type objects settings.

Service Type Object Profiles:

Index Name
1. SIp
2. RTP
3.

3.4.4 Service Type Group
This page allows you to bind several service types into one group.

Objects Setting >> Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Name Group Name

e L L [ | [ [ | o T | I | O I
(I N (— N 7 =T = IO (=T L N C o SR | O i [T (= (= e |

FPRERERREBE NP &= N2

Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.
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Objects Setting >> Service Type Group Setup

Profile Index : 1

Narme: WaolP
Available Service Type Objects Selected Service Type Objects
1-5IP
2-RTP
[ Ok ] [ Cancel ]
Name Type a name for this profile.

Available Service Type
Objects

Selected Service Type

Objects

345IM

Object

You can add IP objects from IP Objects page. All the
available IP objects will be shown in this box.

Click >> button to add the selected IP objects in this box.

You can define policy profiles for IM (Instant Messenger) application. The object profile(s)
configured here will be seen and adopted in CSM>>IM/P2P Filter Profile page.

Ohbjects Setting == IM Ohject Profile

IM Profile Table:
Profile Name Profile
17.

FEEEREEBEE NP P = M2
(T Sy P [ T [ T [ B T | T | T | T | T | T | T o P
BREEREREREEERERERREB

Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.
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COhjects Setting == IM Chject Profile

Profile Index: 1

Profile Mame:
Check for Disallow:

It Application

[Jvahoalm
Oichat

[msH
oo

O aIm dico
[lJabber/GoogleTalk [JGoogleChat

* 1 Does MOT support Skype autologin blocking.

Web IM { * = more than one address)

elessenger WebMSN meebo” eBuddy

ICO Java* 1CQ Flash® goowy” IMhaha*
[Owehim UrLs . , . -

IMUnitive Wablet mabber MSN2GO

MessengerFX*

MessengerAdictos WebYahoolM

Ok

| |

Clear ] [ Cancel l

Profile Name

Check for Disallow

Type a name for the CSM profile.

YoIP

O skype*
Osip

ILovelM*

gethessenger
KoollM

Check the items that disallow to use. Any device that uses

such profile might not be allowed to access into the forbidden
items.

3.4.6 P2P Object

You can define policy profiles for P2P (Point-to-Point) application. The object profile(s)
configured here will be seen and adopted in CSM>>IM/P2P Filter Profile page.

Objects Setting == P2P Object Profile

P2P Profile Table:

Profile Name

FREEREREERE P EFME

Set to Factory Default

Profile
17.

L R [ [P R R (R [P [ R [ = =
el S e S i ol bl (Nl ol ol ol

0 [0
P [

Clear all profiles.

Click the number under Index column for settings in detail.

Vigor2910 Series User's Guide

67

Setto Factory Default |

Name

DrayTek



Objects Setting == P2P Object Profile

Profile Index: 1

Profile Name:
Check for Disallow:
Protocol

Clsoulseek
ebankey™
[IFastTrack
ClopenFT
COanutella
Copentap
CleitTorrent
I winny

Profile Name

Check for Disallow

Applications
SoulSeek
ebDonkey, eMule, Shareaza
Kazaa, BearShare, iMash
KiCeasy, FilePipe
BearShare, Limewire, Shareaza, Foxy
Lopster, ®Map, \WinLaop
BitTaorrent, BitSpirt, BitComet
Winmy, Winhx, Share
* 1 Does MOT support eMule Obfuscation protocaol blocking.

[ Ok l [ Clear ] [ Cancel ]

Type a name for the CSM profile.

Check the items that disallow to use. Any device that uses
such profile might not be allowed to access into the forbidden
items.

In the above figure, BitTorrent protocol is disallowed if you apply such object profile as
filtering rule (setting in Firewall).

3.4.7 Mi

sc Object

You can define policy profiles for Misc application. The object profile(s) configured here
will be seen and adopted in CSM>>IM/P2P Filter Profile page.

Objects Setting == Misc Object Profile

Misc Profile Table:
Profile

FPEFEFRREBE NP = @™

| Setto Factory Default |

Name Profile Name

= [ (0 [~

(=]

(S T (R S [ T [ T (S T [ T [ T T [ S R [ 5]

Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.
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Objects Setting == Misc Object Profile

Profile Index: 1

Profile Mame; |Misc-Forbid-1
Check for Disallow:

Streaming

Ml mms OrTse Otvants ClpPStream

[ PRlive [JFeibian Juuses CIHsPlayer

MpcasT [Otvkoo [Osopcast CupLivex

O Tvuplayer [Oryses [Jinast OFlashviden

[ QK ] [ Clear l [ Cancel l
Profile Name Type a name for the CSM profile.
Check for Disallow Check the items that disallow to use. Any device that uses
such profile might not be allowed to access into the forbidden

items.

3.5 CSM

Content Security Management (CSM)

CSM is an abbreviation of Content Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

IM/P2P Filter

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserve attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar
situation for corporation towards peer-to-peer applications since file-sharing can be
convenient but insecure at the same time. To address these needs, we provide CSM
functionality.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk
who won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide
a job-related only environment hence to increase the employee work efficiency. How can
URL Content Filter work better than traditional firewall in the field of filtering? Because it
checks the URL strings or some of HTTP data hiding in the payload of TCP packets while
legacy firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
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For example, an ActiveX control object is usually used for providing interactive web feature.
If malicious code hides inside, it may occupy user’s system.

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With Web filtering service of the Vigor router, you can protect
your business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or
chat rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories
of website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be
checked against our server database. This database is updated as frequent as daily by a global
team of Internet researchers. The server will look up the URL and return a category to your
router. Your Vigor router will then decide whether to allow access to this site according to the
categories you have selected. Please note that this action will not introduce any delay in your
Web surfing because each of multiple load balanced database servers can handle millions of
requests for categorization.

\ Note: The priority of URL Content Filter is higher than Web Content Filter.

CSM
P IMP2P Filter Profile

* URL Content Filter Profile
F Web Content Filter Profile

3.5.1 IM/P2P Filter Profile

You can define policy profiles for different policy of IM (Instant Messenger)/P2P (Peer to
Peer) application. CSM profile can be used in Filter Setup page.

CSM >> IM/P2P Filter Profile

IM/P2P Filter Profile Table: | Setto Factory Default |

Profile Name Profile Name

(=T = (== T ¥

=y

FarErRRERBE = NP P ==
(T L [ T [ T o T | T [ R | T | R [ ]
REREREREBEEEDSRE

Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.
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CSW == IM/P2P Filter Profile

Profile Index: 1

Profile Name:

IM Object Mone |+
P2P Object Mone |+
Misc Object Mone |+
[ Q< ] [ Cancel ]
Profile Name Type a name for the CSM profile.

Each profile can contain three objects settings, IM Object, P2P Object and Misc Object.
Such profile can be applied in the Firewall>>General Setup and Firewall>>Filter Setup
pages as the standard for the host(s) to follow.

3.5.2 URL Content Filter Profile

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk
who won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide
a job-related only environment hence to increase the employee work efficiency. How can
URL Content Filter work better than traditional firewall in the field of filtering? Because it
checks the URL strings or some of HTTP data hiding in the payload of TCP packets while
legacy firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature.
If malicious code hides inside, it may occupy user’s system.

Based on the list of user defined keywords, the URL Content Filter facility in Vigor router
inspects the URL string in every outgoing HTTP request. No matter the URL string is found
full or partial matched with a keyword, the Vigor router will block the associated HTTP
connection.

For example, if you add key words such as “sex”, Vigor router will limit web access to web
sites or web pages such as “www.sex.com”, “www.backdoor.net/images/sex/p_386.html”.
Or you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.
Click CSM and click URL Content Filter Profile to open the setup page.
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CSM == URL Content Filter Profile

Content Filter Setup
Enable URL Access Control

[J Enable URL Access Lag
® Black List {black those matching keyword)
O White List (pass those matching keyword)

Mo ACT Keyword Mo ACT Keywoard
1 O 5 [Jd
2 O 5 O
3 O 7 0O
+ 0O 8 O

Note that multiple keywords are allowed to specify in the blank, For example: hotmail yahoo msn

[COPrevent web access from IP address

[JEnable Restrict Web Feature
Java Activex Compressed files Executable files Multimedia files

Cookie Prouy

[JEnable Excepting Subnets
Mo Act IP Address Subnet Mask

1 -
2 o~
3 o~

4 o~

Time Schedule

Index(1-15) in Schedule Setup:
Mote: Action and Idle Timeout settings will be ignored.

[ ok | [ clearal | [ cancel |

Enable URL Access Check the box to activate URL Access Control.
Control

Black List (block those Click this button to restrict accessing into the corresponding
matching keyword) webpage with the keywords listed on the box below.

White List (pass those Click this button to allow accessing into the corresponding
matching keyword) webpage with the keywords listed on the box below.

Keyword The Vigor router provides 8 frames for users to define keywords

and each frame supports multiple keywords. The keyword could be
a noun, a partial noun, or a complete URL string. Multiple
keywords within a frame are separated by space, comma, or
semicolon. In addition, the maximal length of each frame is
32-character long. After specifying keywords, the Vigor router will
decline the connection request to the website whose URL string
matched to any user-defined keyword. It should be noticed that the
more simplified the blocking keyword list, the more efficiently the
Vigor router perform.

Prevent web access Check the box to deny any web surfing activity using IP address,
from IP address such as http://202.6.3.2. The reason for this is to prevent someone
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Enable Restrict Web
Feature

Enable Excepting
Subnets

You must clear your browser cache first so that the URL content
filtering facility operates properly on a web page that you visited
before.

Check the box to activate the function.

Java - Check the checkbox to activate the Block Java object
function. The Vigor router will discard the Java objects from the
Internet.

ActiveX - Check the box to activate the Block ActiveX object
function. Any ActiveX object from the Internet will be refused.
Compressed file - Check the box to activate the Block Compressed
file function to prevent someone from downloading any
compressed file. The following list shows the types of compressed
files that can be blocked by the Vigor router. .

zip, rar, .arj, .ace, .cab, .sit

Executable file - Check the box to reject any downloading
behavior of the executable file from the Internet.

.exe, .com, .scr, .pif, .bas, .bat, .inf, .reg

Cookie - Check the box to filter out the cookie transmission from
inside to outside world to protect the local user's privacy.

Proxy - Check the box to reject any proxy transmission. To control
efficiently the limited-bandwidth usage, it will be of great value to
provide the blocking mechanism that filters out the multimedia
files downloading from web pages. Accordingly, files with the
following extensions will be blocked by the Vigor router.

mov.  .mp3 .rm .ra au - .wmv

wav  .asf .mpg .mpeg .avi .ram

Four entries are available for users to specify some specific IP
addresses or subnets so that they can be free from the URL Access
Control. To enable an entry, click on the empty checkbox, named
as ACT, in front of the appropriate entry.

Time Schedule Specify what time should perform the URL content filtering facility.
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3.5.3 Web Content Filter Profile

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With Web filtering service of the Vigor router, you can protect
your business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or
chat rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories
of website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be
checked against our server database, powered by SurfControl. The database covering over 70
languages and 200 countries, over 1 billion Web pages divided into 40 easy-to-understand
categories. This database is updated as frequent as daily by a global team of Internet
researchers. The server will look up the URL and return a category to your router. Your Vigor
router will then decide whether to allow access to this site according to the categories you have
selected. Please note that this action will not introduce any delay in your Web surfing because
each of multiple load balanced database servers can handle millions of requests for
categorization.

Click CSM and click Web Content Filter to open the setup page.

For this section, please refer to Web Content Filter user’s guide.

CSM == Web Content Filter Setup

Web Content Filter Profile

Select a server: | global shortest site v
Test a site to verify whether it is cateqgorized

CJEnable Web Content Filter

Groups Categories {Tick categories to block. Untick to unblock)

Child Protection [Jchat [ criminal [ orugs/aleohal
S [JGambling [Hacking [JHate speech
Clear All [Osex Cwiclence [ weapons

Leisure [ advertisements ClEntertainment [JFoad
Select Al COGames O Glamour OHealth
Clear All [JHobhies Lifestyle [Ototor Yehicles

[Irersanals Clprhoto Searches [Jshapping
[Jsparts [Jstreaming Media O Travel

Business [Jcomputing/internet  [JFinance [JJob Search/Career
Select Al Opaolitics CJreal Estate O reference
Clear Al [Oremote proxies [search Engine [Iweb mail

Others [JEducation [DHosting sites Okid sites
Select Al [OHews [ religion [ sex Education

Clear All

o
5
3
®
[%e]
[x]
=
T
=
= =
)

[Jusenet news

Oelock all uncategorised sites
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Index(1-15% in Schedule Setup: | | |
Note: Action and Idle Timeout settings will be ignored.

Q. ] [ Cancel
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3.6 Firewall

3.6.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

The most basic security concept is to set user name and password while you install your
router. The administrator login will prevent unauthorized access to the router configuration
from your router.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password {Max 23 characters),

Mew Password [TTT]

Confirm Password [TTT]

If you did not set password during installation; you can go to System Maintenance to set up
your password.

System Maintenance >> Administrator Password Setup
Administrator Password
Old Password

New Password

Confirm Password

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall
facilities:

®  User-configurable IP filter (Call Filter/ Data Filter).
®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection
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IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.

® Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter
rules. If legal, the packet will pass. Then the router shall “initiate a call” to build the
Internet connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.

Call Filter —— Initiate a call
| down pass

l block

"WAN link oo

Outgoing
Traffic status : packet
| up pass
Data Filter —— Sepod\zi?“ket
l block
Drop
packet

pass

send packet | "7 pio Fifter «— < LAN Lin

to LAN

1 block

Drop
packet

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all interfaces
of the firewall and makes sure they are valid. The stateful firewall of Vigor router not just
examine the header information also monitor the state of the connection.
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Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system'’s resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based
on the attack signature database. Any malicious packet that might duplicate itself to paralyze
the host in the secure LAN will be strictly blocked and a Syslog message will be sent as
warning, if you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router
will activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. Smurf attack

2. UDP flood attack 10. SYN fragment

3. ICMP flood attack 11. ICMP fragment

4. TCP Flag scan 12. Tear drop attack

5. Trace route 13. Fraggle attack

6. IP options 14. Ping of Death attack
7. Unknown protocol 15. TCP/UDP port scan
8. Land attack

Below shows the menu items for Firewall.

Firewall
P General Setup

P Filter Setup
F DoS Defense

3.6.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you
can configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.
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Firewall == General Setup

General Setup

Call Filter ® Enable Start Filter Set |Set#l v
) Disahle

Data Filter & Enable Start Filter Set | Setf2 v
O Disable

Actions for default rule:

Application Action/Profile Syslog
Filter Pass O
IM/P2P Filter MNane |

O apply IP filter ta ¥PN incoming packets
Accept large incoming fragmented UDP or ICMP packets { for some games, ex. CS )

[ Ok l [ Cancel ]

Call Filter Check Enable to activate the Call Filter function. Assign a start
filter set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a start
filter set for the Data Filter.

Filter Default rule is applied in this page.
Pass — All the packets are allowed to pass through the router
without considering settings configured in Firewall>>Filter Setup.
Block - All the packets are not allowed to pass through the router
without considering settings configured in Firewall>>Filter Setup.

Filter Pazs »

For troubleshooting needs, you can specify to record Filter
information by checking the Log box. It will be sent to Syslog
server. Please refer to section 3.14.4 Syslog/Mail Alert for more
detailed information.

IM/P2P Filter Select an IM/P2P profile for global IM/P2P application blocking.
All the hosts in LAN must follow the standard configured in the
selected profile selected here. For detailed information, refer to
the section of CSM profile setup.

Some on-line games (for example: Half Life) will use lots of fragmented UDP packets to
transfer game data. Instinctively as a secure firewall, Vigor router will reject these
fragmented packets to prevent attack unless you enable “Accept large incoming
fragmented UDP or ICMP Packets”. By checking this box, you can play these kinds of
on-line games. If security concern is in higher priority, you cannot enable “Accept large
incoming fragmented UDP or ICMP Packets”.

Drﬂy Tek 78 Vigor2910 Series User's Guide



3.6.3 Filter Setup
Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments

Default Call Filter
Default Data Filter

[ = = ==
=N

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall => Filter Setup >> Edit Filter Set

Filter Set 1

Comments : |Default Call Filter

Filter Rule Active Comments Mowve Up Move Down
Block NetBios Down
O up Down
O up Down
O up Down
O up Down
(5] O up Down
O up
Next Filter Set |Mone '+
[ Ok ] [ Clear ] [ Cancel ]
Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click the

button will open Edit Filter Rule web page. For the detailed
information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the current

filter run. Do not make a loop with many filter sets.

To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.
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Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 1

Check to enable the Filter Rule

Comments:

Index{1-15) in Schedule Setup:

Direction:
Source [P:
Destination IP:
Service Type:

Fragments:

Application
Filter:

Block MetBios

i 1] 1]

LAN - WAN &

Any
Any
TCPAJDP, Fort: fram 137~139 to undefined

Don't Care hd

Branch to Other Filter Set:

IM/P2P Filter:

Check to enable the
Filter Rule

Comments

Index (1-15)

Direction

Source/Destination IP

DrayTek

Action/Profile Syslog
Block Immediately w |
[ Ok l [ Clear ] [ Cancel ]

Check this box to enable the filter rule.

Enter filter set comments/description. Maximum length is 14-
character long.

Set the PCs on LAN to work at certain time interval only. You may
choose up to 4 schedules out of the 15 schedules pre-defined in
Applications >> Schedule setup. The default setting of this filed is
blank and the function will always work.

Set the direction of packet flow (LAN->WAN/WAN->LAN). It is
for Data Filter only. For the Call Filter, this setting is not
available since Call Filter is only applied to outgoing traffic.

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.

<} IP Address Edit - Microsoft Internet Explorer [Z”E|g‘

IP Address Edit
Address Type Group and Objects «

Start IP Address

End IP Address

Subnet Mask

Invert Selection

IP Group Mane

or IP Object
or IP Ohject

] 11-RD Department .
or IP Object 2-Financial Dept
3-HR Department

ok | [ clese |

To set the IP address manually, please choose Any Address/Single
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Service Type

Vigor2910 Series User's Guide

Address/Range Address/Subnet Address as the Address Type
and type them in this dialog. In addition, if you want to use the IP
range from defined groups or objects, please choose Group and
Objects as the Address Type.

Group and Objects +

Any Address

Single Address
Fange Address
=ubnet Address

From the IP Group drop down list, choose the one that you want
to apply. Or use the IP Object drop down list to choose the object
that you want.

Click Edit to access into the following dialog to choose a suitable
service type.

2} Service Type Edit - Microsoft Internet Explorer [Z”E|g|

Service Type Edit
Service Type Group and Objects

Pratocal
Source Port ~
Destination Port -
Service Group

or Service Object
or Service Object

or Service Object

To set the service type manually, please choose User defined as
the Service Type and type them in this dialog. In addition, if you
want to use the service type from defined groups or objects, please
choose Group and Objects as the Service Type.

User defined A

defined

Grnup and Ohjects

Protocol - Specify the protocol(s) which this filter rule will apply to.
Source/Destination Port -

(=) — when the first and last value are the same, it indicates one
port; when the first and last values are different, it indicates a range
for the port and available for this service type.

(1=) — when the first and last value are the same, it indicates all
the ports except the port defined here; when the first and last
values are different, it indicates that all the ports except the range
defined here are available for this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.
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Service Group/Object - Use the drop down list to choose the one
that you want.

Fragments Specify the action for fragmented packets. And it is used for Data
Filter only.
Don’t care -No action will be taken towards fragmented packets.
Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.
Too Short - Apply the rule only to packets that are too short to
contain a complete header.

Filter Specifies the action to be taken when packets match the rule.
Block Immediately - Packets matching the rule will be dropped
immediately.

Pass Immediately - Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule, and that
does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and that
does not match further rules, will be passed through.

For troubleshooting needs, you can specify to record Filter
information by checking the Syslog box. It will be sent to Syslog
server. Please refer to section 3.14.4 Syslog/Mail Alert for more
detailed information.

Branch to other Filter If the packet matches the filter rule, the next filter rule will branch

Set to the specified filter set. Select next filter rule to branch from the
drop-down menu. Be aware that the router will apply the
specified filter rule for ever and will not return to previous filter
rule any more.

IP Address Specify a source and destination IP address for this filter rule to
apply to. Place the symbol “!”” before a specific IP Address will
prevent this rule from being applied to that IP address. To apply the
rule to all IP address, enter any or leave the field blank.

Content Management All the hosts within the range configured with above conditions
must follow the standard configured in the CSM profile
(configured in Objects and Groups>>CSM Profiles) selected
here. Please choose one of the CSM profiles applied by this filter
rule.

For troubleshooting needs, you can specify to record CSM
information by checking the Syslog box. It will be sent to Syslog
server. Please refer to section 3.14.4 Syslog/Mail Alert for more
detailed information.
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Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even
link them in a serial manner. Each filter set is composed by 7 filter rules, which can be
further defined. After that, in General Setup you may specify one set for call filter and one
set for data filter to execute first.

Firewall > General Setup

General Setup

Call Fitter @ Enable Start Filter Set
O npisable

Data Filter © Enable Start Filter Set
O Disable

Actions for default rule:
Application Action/Profile Log

Filter O
IN/PZP Filter o

[ apply IP filter to ¥PN incoming packets Firdwall >> Filter Setup
Accept large incoming fragmented UDP ar ICMP packe

Fil 'I'Selllp | Setto Factory Default |
Comments Set Comments

Default call Filter I.
Default Data Filter 8.

B

10.

1.

12.

Firewall == Filter Setup => Edit Filter Set

Filter Set 1

Comments :
Fi Active Comments Move Up Move Down
Block MetBios Down
up Down

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Check to enahle the Filter Rule

Comments: Block MetBins
Index(1-15) in Schedule Setup: l:l, l:l, l:l/ l:l

Direction:

|
Destination IP: ‘Any ‘
|

Oo0oooQg

Service Type: ‘TCF’!UDF’, Port: frarm 137~138 to any Edit
Fragments: Don't Care v
Application Action/Profile Syslog

Filter: Block Immediately v O

Branch to Other Filter Set:
Content Security Management:

0K | [ Clear | [ Cancel
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3.6.4 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall => DoS defense Setup

DoS defense Setup

nable DoS Defense

[ Enakle s¥M flood defense

[ Enable UDP flood defense

[ Enable ICMP flood defense

[ Enable Part Scan detection

[ Block IP options

[ elock Land

[ elock Smurf

[ Block trace route

[ Block 5¥M fragment
[ Block Fraggle attack

Enable Dos Defense

Enable SYN flood
defense

Enable UDP flood
defense

Enable ICMP flood
defense

Enable PortScan
detection

DrayTek

Threshold packets / sec

Timeout sec

Threshold packets / sec

Timeout sec

Threshold packets / sec

Timeout sec

Threshold packets / sec

[ elock TCP flag scan

[ elock Tear Drop

[0 elock Ping of Death

[ elock ICMP fragment

[ elack UnknownPratocol

[ ok ] [clearaAl | [ Cancel |

Check the box to activate the DoS Defense Functionality.

Check the box to activate the SYN flood defense function. Once
detecting the Threshold of the TCP SYN packets from the
Internet has exceeded the defined value, the Vigor router will start
to randomly discard the subsequent TCP SYN packets for a
period defined in Timeout. The goal for this is prevent the TCP
SYN packets’ attempt to exhaust the limited-resource of Vigor
router. By default, the threshold and timeout values are set to 50
packets per second and 10 seconds, respectively.

Check the box to activate the UDP flood defense function. Once
detecting the Threshold of the UDP packets from the Internet has
exceeded the defined value, the Vigor router will start to
randomly discard the subsequent UDP packets for a period
defined in Timeout. The default setting for threshold and timeout
are 150 packets per second and 10 seconds, respectively.

Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the Threshold
of ICMP packets from Internet has exceeded the defined value, the
router will discard the ICMP echo requests coming from the
Internet. The default setting for threshold and timeout are 50
packets per second and 10 seconds, respectively.

Port Scan attacks the Vigor router by sending lots of packets to
many ports in an attempt to find ignorant services would respond.
Check the box to activate the Port Scan detection. Whenever
detecting this malicious exploration behavior by monitoring the
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Block IP options

Block Land

Block Smurf

Block trace router

Block SYN fragment

Block Fraggle Attack

Block TCP flag scan

Block Tear Drop

Block Ping of Death

Block ICMP Fragment

Block Land

Vigor2910 Series User's Guide

port-scanning Threshold rate, the Vigor router will send out a
warning. By default, the Vigor router sets the threshold as 150
packets per second.

Check the box to activate the Block IP options function. The Vigor
router will ignore any IP packets with IP option field in the
datagram header. The reason for limitation is IP option appears to
be a vulnerability of the security for the LAN because it will carry
significant information, such as security, TCC (closed user group)
parameters, a series of Internet addresses, routing messages...etc.
An eavesdropper outside might learn the details of your private
networks.

Check the box to enforce the Vigor router to defense the Land
attacks. The Land attack combines the SYN attack technology with
IP spoofing. A Land attack occurs when an attacker sends spoofed
SYN packets with the identical source and destination addresses,
as well as the port number to victims.

Check the box to activate the Block Smurf function. The Vigor
router will ignore any broadcasting ICMP echo request.

Check the box to enforce the Vigor router not to forward any trace
route packets.

Check the box to activate the Block SYN fragment function. The
Vigor router will drop any packets having SYN flag and more
fragment bit set.

Check the box to activate the Block fraggle Attack function. Any
broadcast UDP packets received from the Internet is blocked.
Activating the DoS/DDoS defense functionality might block some
legal packets. For example, when you activate the fraggle attack
defense, all broadcast UDP packets coming from the Internet are
blocked. Therefore, the RIP packets from the Internet might be
dropped.

Check the box to activate the Block TCP flag scan function. Any
TCP packet with anomaly flag setting is dropped. Those scanning
activities include no flag scan, FIN without ACK scan, SYN FINscan,
Xmas scan and full Xmas scan.

Check the box to activate the Block Tear Drop function. Many
machines may crash when receiving ICMP datagrams (packets) that
exceed the maximum length. To avoid this type of attack, the Vigor
router is designed to be capable of discarding any fragmented ICMP
packets with a length greater than 1024 octets.

Check the box to activate the Block Ping of Death function. This
attack involves the perpetrator sending overlapping packets to the
target hosts so that those target hosts will hang once they
re-construct the packets. The Vigor routers will block any packets
realizing this attacking activity.

Check the box to activate the Block ICMP fragment function. Any
ICMP packets with more fragment bit set are dropped.

Check the box to enforce the Vigor router to defense the Land
attacks. The Land attack combines the SYN attack technology with
IP spoofing. A Land attack occurs when an attacker sends spoofed
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Block Unknown
Protocol

Warning Messages

SYN packets with the identical source and destination addresses,
as well as the port number to victims.

Check the box to activate the Block Unknown Protocol function.
Individual IP packet has a protocol field in the datagram header to
indicate the protocol type running over the upper layer. However,
the protocol types greater than 100 are reserved and undefined at
this time. Therefore, the router should have ability to detect and
reject this kind of packets.

We provide Syslog function for user to retrieve message from Vigor
router. The user, as a Syslog Server, shall receive the report sending
from Vigor router which is a Syslog Client.

All the warning messages related to DoS defense will be sent to user
and user can review it through Syslog daemon. Look for the
keyword DoS in the message, followed by a name to indicate what
kind of attacks is detected.

SysLog / Mail Alert Setup

SysLog Access Setup Mail Alert Setup
[“IEnable [J Enable
Server 1P addrass 192.168.1.115 SMTP Server
Destination Port 514 Mail Ta
Enable syslog message: Return-Path
O Firewall Log authentication
[ PN Log User Name
[J User Access Log
[ call Log Password
[J waN Log
[ Router/DSL infarmation
l oK ] [ Clear I l Cancel ]
I DrayTek Syslog @la‘@
J J |> J ,{9 Getway IP (Fixed) T¥ Packets R Rate
Vigor router series Dk, Bis | | 5 | 3
LAN Status
T¥ Packets R Packets AN TP (Fixed) R Packets Tx Rate
| 931 [ 1182 | | [ | [

FirewallLog | VPN Log | User Access Loz | Call Log | WAN Log | Budzet Log | Network Infomation | Net State

Time Host  Mewmage

Jn 1000042 Vigor Dof sm_flood Block(10s) 192 169 1.115,10605 -» 192.169.1.1,23 PR 6(icp) len 20 40 -§ 3043751
%n 100:00:34 Vigor Dof icmp_flood Elock(10s) 192 168.1.115 -» 192,168 1.1 PR 1 emp) len 20 60 icmp 048

% 2
ADSL Skakus
Mode Stake Up Speed Down Speed SMR. Margin Loop Atk
[ Ti413 HANDSHAKE [ | 0 | oo 0.0
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3.7 Bandwidth Management
Below shows the menu items for Bandwidth Management.

Bandwidth Management
P Sessions Limit

P Bandwidth Limit
P Quality of Service

3.7.1 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer)
applications (e.g., BitTorrent) always need many sessions for procession and also they will
occupy over resources which might result in important accesses impacted. To solve the
problem, you can use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Bandwidth Management >> Sessions Limit

Sessions Limit
O Enable @ Disable

Default Max Sessions: (100
Limitation List
Index Start IP End IP Hax Sessions

Specific Limitation
Start IP: End IP:

Maximum Sessions:

Time Schedule

Index(1-15) in Schedule Setup:

i 1l 1l

Note: action and Idle Timeout settings will be ignored.

To activate the function of limit session, simply click Enable and set the default session

limit.

Enable Click this button to activate the function of limit session.

Disable Click this button to close the function of limit session.

Default session limit Defines the default session number used for each computer in
LAN.

Limitation List Displays a list of specific limitations that you set on this web
page.

Start IP Defines the start IP address for limit session.

End IP Defines the end IP address for limit session.
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Maximum Sessions Defines the available session number for specific range of IP
addresses. If you do not set the session number in this field,
the system will use the default session limit for the specific
limitation you set for each index.

Add Adds the specific session limitation onto the list above.
Edit Allows you to edit the settings for the selected limitation.
Delete Remove the selected settings existing on the limitation list.

Index (1-15) in Schedule You can type in four sets of time schedule for your request.

Setup All the schedules can be set previously in Application —
Schedule web page and you can use the number that you
have set in that web page.

3.7.2 Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large
of bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwidth Management >> Bandwidth Limit

Bandwidth Limit
O Enable Apply to 2nd Subnet & Disable

Default T# Limit; |200 Kbps  Default Ry Limit; 800 Kbps
Limitation List

Index Start IP End IP TZ limit RX limit Shared

Specific Limitation
Start IP: End IP:

® Each O Shared T Limit: Kbps R Limit: Kbps

Time Schedule

Index(1-15) in Schedule Setup:
Note: Action and Idle Timeout settings will be ignored.

) 1 1]

To activate the function of limit bandwidth, simply click Enable and set the default upstream
and downstream limit.

Enable Click this button to activate the function of limit bandwidth.

Apply to 2™ Subnet - if bandwidth limit function is enabled,
please check this box to apply to second subnet.

Disable Click this button to close the function of limit bandwidth.
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Default TX limit

Default RX limit

Limitation List

Define the default speed of the upstream for each computer in
LAN.

Define the default speed of the downstream for each computer
in LAN.

Display a list of specific limitations that you set on this web
page.

Start IP Define the start IP address for limit bandwidth.

End IP Define the end IP address for limit bandwidth.

Each/Shared Select Each to make each IP within the range of Start IP and
End IP having the same speed defined in TX limit and RX
limit fields; select Shared to make all the IPs within the range
of Start IP and End IP share the total bandwidth of TX limit
and RX limit.

TX limit Define the limitation for the speed of the upstream. If you do
not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index.

RX limit Define the limitation for the speed of the downstream. If you
do not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index.

Add Add the specific speed limitation onto the list above.

Edit Allows you to edit the settings for the selected limitation.

Delete Remove the selected settings existing on the limitation list.

Index (1-15) in Schedule You can type in four sets of time schedule for your request.

Setup All the schedules can be set previously in Application —
Schedule web page and you can use the number that you
have set in that web page.

3.7.3 Quality of Service

Deploying QoS (Quality of Service) management to guarantee that all applications receive
the service levels required and sufficient bandwidth to meet performance expectations is
indeed one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-based applications tend to continually increase
their transmission rate and consume all available bandwidth, which is called TCP slow start.
If other applications are not protected by QoS, it will detract much from their performance in
the overcrowded network. This is especially essential to those are low tolerant of loss, delay
or jitter (delay variation).

Another reason is due to congestions at network intersections where speeds of
interconnected circuits mismatch or traffic aggregates, packets will queue up and traffic can
be throttled back to a lower speed. If there’s no defined priority to specify which packets
should be discarded (or in another term “dropped”) from an overflowing queue, packets of
sensitive applications mentioned above might be the ones to drop off. How this will affect
application performance?

There are two components within Primary configuration of QoS deployment:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.
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® Scheduling: Based on classification of service level to assign packets to queues and
associated service types

The basic QoS implementation in Vigor routers is to classify and schedule packets based on
the service type information in the IP header. For instance, to ensure the connection with the
headquarter, a teleworker may enforce an index of QoS Control to reserve bandwidth for
HTTPS connection while using lots of application at the same time.

One more larger-scale implementation of QoS network is to apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplines at Layer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) field in the IP header to define 8 service classes,
DSCP is a successor creating 64 classes possible with backward IP Precedence compatibility.
In a QoS-enabled network, or Differentiated Service (DiffServ or DS) framework, a DS
domain owner should sign a Service License Agreement (SLA) with other DS domain
owners to define the service level provided toward traffic from different domains. Then each
DS node in these domains will perform the priority treatment. This is called
per-hop-behavior (PHB). The definition of PHB includes Expedited Forwarding (EF),
Assured Forwarding (AF), and Best Effort (BE). AF defines the four classes of delivery (or
forwarding) classes and three levels of drop precedence in each class.

Vigor routers as edge routers of DS domain shall check the marked DSCP value in the IP
header of bypassing traffic, thus to allocate certain amount of resource execute appropriate
policing, classification or scheduling. The core routers in the backbone will do the same
checking before executing treatments in order to ensure service-level consistency throughout
the whole QoS-enabled network.

AF calss 1
(low drop)

. Core Router
gL A T
i

AF calss 2
{medium drop)

DS domain 1 DS domain 2
Private network

However, each node may take different attitude toward packets with high priority marking
since it may bind with the business deal of SLA among different DS domain owners. It’s not
easy to achieve deterministic and consistent high-priority QoS traffic throughout the whole
network with merely Vigor router’s effort.

In the Bandwidth Management menu, click Quality of Service to open the web page.

Bandwidth Management >= Guality of Service

General Setup

. . Class Class Glass UDF:
Index Status Bandwidth Directon 1 2 a Others Bandwidth
Control

WaN1 Enable 10000Kbps/10000Kbps Outbound 25%  25%  25%  25% Inactive Setup
WaN2 Enable 10000Kbps/10000Kbps Outbound 25%  25%  25%  25% Inactive Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 dit
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This page displays the QoS settings result of the WAN interface. Click the Setup link to
access into next page for the general setup of WAN (1/2) interface. As to class rule, simply
click the Edit link to access into next for configuration.

You can configure general setup for the WAN interface, edit the Class Rule, and edit the
Service Type for the Class Rule for your request.

General Setup for WAN Interface

When you click Setup, you can configure the bandwidth ratio for QoS of the WAN interface.
There are four queues allowed for QoS control. The first three (Class 1 to Class 3) class rules
can be adjusted for your necessity. Yet, the last one is reserved for the packets which are not
suitable for the user-defined class rules.

Bandwidth Management == Quality of Service

WAN1T General Setup

Enable the QoS Control [DUT v
WAN Inbound Bandwidth 10000 Kbps
WAN Outbound Bandwidth 10000 Kbps

Note: Before enable QoS, vou should test the real bandwidth first,
QoS may not work properly if the bandwidth is not accurate,

Index Class Name Reserved_bandwidth Ratio
Class 1 28 ag
Class 2 25 ag
Class 3 25 =
Others ag
[ Enable UDP Bandwidth Contral Limited_handwidth Ratio )
[0 outbaund TCP ACK Prioritize Online Statistics
[ 8124 l [ Clear ] [ Cancel ]

Enable the QoS Control The factory default for this setting is checked.
Please also define which traffic the QoS Control settings will
apply to.
IN- apply to incoming traffic only.
OUT-apply to outgoing traffic only.
BOTH- apply to both incoming and outgoing traffic.
Check this box and click OK, then click Setup link again.
You will see the Online Statistics link appearing on this page.

WAN Inbound Bandwidth It allows you to set the connecting rate of data input for WAN.
For example, if your ADSL supports 1M of downstream and
256K upstream, please set 1000kbps for this box. The default
value is 10000kbps.

WAN Outbound Bandwidth It allows you to set the connecting rate of data output for
WAN. For example, if your ADSL supports 1M of
downstream and 256K upstream, please set 256kbps for this
box. The default value is 10000kbps.

Note: The rate of outbound/inbound must be smaller than the real bandwidth to ensure correct
calculation of QoS. It is suggested to set the real bandwidth value for inbound/outbound as 80% -
85% of physical network speed provided by ISP to maximize the QoS performance.
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Reserved Bandwidth Ratio It is reserved for the group index in the form of ratio of
reserved bandwidth to upstream speed and reserved
bandwidth to downstream speed.

Enable UDP Bandwidth Check this and set the limited bandwidth ratio on the right

Control field. This is a protection of TCP application traffic since
UDP application traffic such as streaming video will exhaust
lots of bandwidth.

Outbound TCP ACK The difference in bandwidth between download and upload

Prioritize are great in ADSL2+ environment. For the download speed

might be impacted by the uploading TCP ACK, you can
check this box to push ACK of upload more faster to speed
the network traffic.

Limited_bandwidth Ratio  The ratio typed here is reserved for limited bandwidth of UDP
application.

On Line Statistics Display an online statistics for quality of service for your
reference.

Bandwidth Management > Quality of Service
Wan2 Online Statistics Refresh Interval: |9 % seconds | Refresh |

Index Direction Class Name Reserved-bandwidth Ratio Outbound Throughput {(Bytes/sec)
1 ouT 17 25% 591038

2 ouT 9 25% 365023
3 ouT 25% u]
4 ouT Others 25% a

Outbound Status

17
9

Others

[ 147760 295520 443280 581040 (Bps)

Edit the Class Rule for QoS

The first three (Class 1 to Class 3) class rules can be adjusted for your necessity. To add, edit
or delete the class rule, please click the Edit link of that one.

Bandwidth Management == Quality of Service

General Setup

. . Class Class Class UDF!
Index Status Bandwidth Directon 1 2 2 Others Bandwidth
Control

WaANL Enable 10000Kbps/10000Kbps Ouwtbound 25%  25% 25%  25% Inactive Setup
WaN2 Enable 10000Kbps/10000Kbps Owutbound 25% 259 25%  25% Inactive Setup
Class Rule

Index MName Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

After you click the Edit link, you will see the following page. Now you can define the name
for that Class. In this case, “Test” is used as the name of Class Index #1.
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Bandwiidth

Management == Quality of Service

Class Index 21

Mame |test

NO

10

Status Local Address Remote Address lefSer_v Service Type
CodePoint
Active Any Ay AMNY ANY

[ Add | [ Edit | [Delste |

[ Ok ] [ Cancel ]

For adding a new rule, click Add to open the following page.

Bandwidth Management >> Quality of Service

Rule Edit

ACT

Local address
Femote Address
DiffServ CodePaint ANY w

Service Type ANY i

Note: Please choose/setup the Service Type first,

[ Ok ] [ Cancel ]
ACT Check this box to invoke these settings.
Source Address Click the SrcEdit button to set the source address for the rule.
Destination Address Click the DestEdit button to set the destination address for the
rule.
SrcEdit/DestEdit It allows you to edit source address information.
Z} hitp 11921681 14 0c/QosIpEdt him - Microsoft Internet Explorex
Address Type Subnet Address v
Start IP address nooo
End IP Address
Subnet Mask 0.0.00
[ ok | [ clse |
Address Type — Determine the address type for the source
address.
For Single Address, you have to fill in Start IP address.
For Range Address, you have to fill in Start IP address and
End IP address.
For Subnet Address, you have to fill in Start IP address and
Subnet Mask.
DiffServ CodePoint All the packets of data will be divided with different levels
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Service Type It determines the service type of the data for processing with
QoS control. It can also be edited. You can choose the
predefined service type from the Service Type drop down list.
Those types are predefined in factory. Simply choose the one
that you want for using by current QoS.

By the way, you can set up to 20 rules for one Class. If you want to edit an existed rule,
please select the radio button of that one and click Edit to open the rule edit page for
modification.

Bandwidth Management >> Quality of Service

Class Index #1

Mame Game

NO Status Local Address Remote Address lefSer_u Service Type
CodePoint

10 Active Ay Ay IP precedence 2 SYSLOG(UDP:514)

20 Active 192.168.1.15 192,168,165 AF C'S'f;pl) (Low FTR(TCP; 20)

[ Add | [ Edit | | Delete |

[ Ok ] [ Cancel ]

Edit the Service Type for Class Rule

To add a new service type, edit or delete an existed service type, please click the Edit link
under Service Type field.

Bandwidth Management => Quality of Service

General Setup

. . Class Class Class UDP.
Index Status Bandwidth Directon 1 2 3 Others Bandwidth
Control

WAN1 Enable 10000Kbps/10000Kbps Outbound 25% 259  25%  25% Inactive Setup
WANZ Enable 10000Kbps/10000kbps Outbound 25%  25%  25%  25% Inactive Setup
Class Rule

Index MName Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

After you click the Edit link, you will see the following page.
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Bandwidth Management == Quality of Service

User Defined Service Type

MO Mame Protocol Port
1 Empty - -

| Add | [ Edit | [ Delete |

Cancel

For adding a new rule, click Add to open the following page. If you want to edit an existed
service type, please select the radio button of that one and click Edit to open the following
page for modification.

Bandwidth Management >> Quality of Service

Service Type Edit

Service Mame

Serwvice Type TCP v
Part Configuration
Type ® Single O Range
Part Number 0 -
[ Ok ] [ Cancel ]
Service Name Type in a new service for your request.
Service Type Choose the type (TCP, UDP or TCP/UDP) for the new
service.
Port Configuration Click Single or Range. If you select Range, you have to type
in the starting port number and the end porting number on the
boxes below.

Port Number — Type in the starting port number and the end
porting number here if you choose Range as the type.

By the way, you can set up to 40 service types. If you want to edit/delete an existed service
type, please select the radio button of that one and click Edit/Edit for modification.
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3.8 Applications

Below shows the menu items for Applications.

Applications
F Dynamic DNS
F Schedule
P RADIUS

* UPnP
k IGMP
P Wake on LAN

3.8.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to three accounts from three different
DDNS service providers. Basically, Vigor routers are compatible with the DDNS services
supplied by most popular DDNS service providers such as www.dyndns.org,
www.no-ip.com, www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com.
You should visit their websites to register your own domain name for the router.

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Inthe DDNS setup menu, check Enable Dynamic DNS Setup.

Applications => Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |
[ Enable Dynamic DNS Setup

Auto-Update interval 14400 Mingsy

Accounts :
Index WAN Interface Domain Name Active

1. WANL First . “

2. WANL First . 3

3. WAML First . b

[ ok | [ ClearAl ]
Set to Factory Default Clear all profiles and recover to factory settings.
Enable Dynamic DNS Setup Check this box to enable DDNS function.
Auto-Update interval Set the time for the router to perform auto update for
DDNS service.
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Index Click the number below Index to access into the setting

page of DDNS setup to set account(s).

WAN Interface

Display current WAN interface used for accessing

Internet.

Domain Name Display the domain name that you set on the setting page
of DDNS setup.

Active Display if this account is active or inactive.

View Log Display DDNS log status.

Force Update

Force the router updates its information to DDNS server.

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and

Password: test.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1
Enable Dynamic DNS Account

WanN Interface WANT First
Service Provider | dyndns.org (www. dyndns.org) v
Service Type Dynamic v
Domain Mame chronicB353 | dyndns.info dyndns.info
Login Mame chronicB@a3 {max. 23 characters)
Password LITTTTYTITT] {max. 23 characters)
[ wildcards
[ Backup M=
Mail Extender
[ Ok ] [ Clear ] [ Cancel ]

Enable Dynamic
DNS Account

WAN Interface
Service Provider

Service Type

Domain Name

Login Name

Password

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

Select the WAN interface order to apply settings here.
Select the service provider for the DDNS account.

Select a service type (Dynamic, Custom, Static). If you choose
Custom, you can modify the domain that is choosen in the
Domain Name field.

Type in a domain name that you applied previously. Use the
drop down list to choose the desired domain.

Type in the login name that you set for applying domain.

Type in the password that you set for applying domain.

4.  Click OK button to activate the settings. You will see your setting has been saved.

The Wildcard and Backup MX features are not supported for all Dynamic DNS providers.
You could get more detailed information from their websites.
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Disable the Function and Clear all Dynamic DNS Accounts

In the DDNS setup menu, uncheck Enable Dynamic DNS Setup, and push Clear All button
to disable the function and clear all accounts from the router.

Delete a Dynamic DNS Account

In the DDNS setup menu, click the Index number you want to delete and then push Clear
All button to delete the account.

3.8.2 Schedule

The Vigor router has a built-in real time clock which can update itself manually or
automatically by means of Network Time Protocols (NTP). As a result, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet
access to certain hours so that users can connect to the Internet only during certain hours, say,
business hours. The schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built

up.

Applications >> Schedule

Schedule: | Setto Factory Default |
Index Status Index Status
1. ® 9. ®
2. b 10. b
3. b 11. b
4. ] 12, W
5. ® 13. ®
6. ® 14. ®
i. ® 15. ®
8. b
Status: v --- Active, ® -—- Inactive
Set to Factory Default Clear all profiles and recover to factory settings.
Index Click the number below Index to access into the setting page
of schedule.
Status Display if this schedule setting is active or inactive.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN
and Remote Access >> LAN to LAN settings.

To add a schedule, please click any index, say Index No. 1. The detailed settings of the call
schedule with index 1 are shown below.
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Applications >> Schedule

Index No. 1

Start Date Cyyyy-mm-dd) 2000 |01 w1 w

Start Time (hh:mm) 0 %0 =
Duration Time (hkmm) 0 =0 =
Action Farce On v

Idle Timeout

How Often
O Once
@ weekdays

O sun

flan

minute(s).(max, 255, 0 for default)

Tue wed Thu Fri [ sat

[

[0]4 ] [ Clear ] [ Cancel ]

Enable Schedule Setup

Start Date (yyyy-mm-dd)
Start Time (hh:mm)
Duration Time (hh:mm)

Action

Idle Timeout

Example

Check to enable the schedule.

Specify the starting date of the schedule.
Specify the starting time of the schedule.
Specify the duration (or period) for the schedule.

Specify which action Call Schedule should apply during the
period of the schedule.

Force On -Force the connection to be always on.

Force Down -Force the connection to be always down.
Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.

Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over
idle timeout, the connection will be down and never up again
during the schedule.

Specify the duration (or period) for the schedule.

How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once

Weekdays -Specify which days in one week should perform
the schedule.

Suppose you want to control the PPPOE Internet access connection to be always on (Force
On) from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office
Hour:

(Force On)

Mon - Sun

9:00 am

to 6:00 pm

1.  Make sure the PPPoE connection and Time Setup is working properly.

2.  Configure the PPPoE always on from 9:00 to 18:00 for whole week.
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Configure the Force Down from 18:00 to next day 9:00 for whole week.

4.  Assign these two profiles to the PPPoE Internet access profile. Now, the PPPoE
Internet connection will follow the schedule order to perform Force On or Force
Down action according to the time plan that has been pre-defined in the schedule

profiles.

3.8.3 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Applications => RADIUS

RADIUS Setup
Enable
Server [P Address

Destination Port 1812

Shared Secret

Confirm Shared Secret

(oK ) [ Clear ] [ Cancel ]
Enable Check to enable RADIUS client feature
Server IP Address Enter the IP address of RADIUS server
Destination Port The UDP port number that the RADIUS server is using. The
default value is 1812 , based on RFC 2138.
Shared Secret The RADIUS server and client share a secret that is used to

authenticate the messages sent between them. Both sides must
be configured to use the same shared secret.

Confirm Shared Secret Re-type the Shared Secret for confirmation.
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3.8.4 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT
routers, the major feature of UPnP on the router is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a router. It is more reliable than requiring a router to work out by itself which ports need to
be opened. Further, the user does not have to manually set up port mappings or a DMZ.
UPnP is available on Windows XP and the router provides the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.

Applications >> UPnP

UPnP

Enahle UPnP Service

[ Enahle Connection contral Service

[J Enahle Connection Status Service

Note: If you intend running UPnP service inside your LAN, you should check the appropriate service
abowve to allow control, as well as the appropriate UPAP settings.

Ok ] ’ Clear ] ’ Cancel

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

After setting Enable UPNP Service setting, an icon of IP Broadband Connection on
Router on Windows XP/Network Connections will appear. The connection status and
control status will be able to be activated. The NAT Traversal of UPnP enables the
multimedia features of your applications to operate. This has to manually set up port

mappings or use other similar methods. The screenshots below show examples of this
facility.

Address 1‘:; Metwork Connections

— "B IP Broadband Connection on Router Status EJE|

gy Breadband
| Network Tasks r?-‘ | N | Eenerd |
| = ) hinet ;
';1| Create a new connection 1 vl Disconnected
B % Setupahome or smal g AN Miniport (PPROE) Internet Gateway
JJ office network Statuz: Connected
| Dizkyg Ciuration: 00:19:06
See Also - i Speed: 100.0 Mbps
i) Network Troubleshonter '_‘;"r‘ Disconnected
o DrayTek ISON PRP i
B J ‘—L i Achivity
n e Internet Internet Gateway My Computer
Other Places i Internet Gateway 3 } = -II g
o ) -'.' e . -
[} Contral Pane! i 1P Broadband Connection an = "‘-!J.
Wty Metwork Places . Router :
J} (W, Enablzd Packets:
L) My Documents | — Senk 404 734
J My Computer ; Received: 1.115 BRA
| LAN or High-Speed Internet
= [ Propeties | [ Disable
, - Local Area Connection
Detail 1. .
il \'S/ Enabled
Nebil Earaarycy T, Realsk RTLA139(810x Famly ..
System Folder —

The UPnP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP
address and configure port mappings on the router. Subsequently, such a facility forwards
packets from the external ports of the router to the internal ports used by the application.
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% x|

-Genera.l. Services |
Cannect ta the Intemet using: Select the services running on your network that Intemet users can
o access.
\j IP Broadband Connection on Bouter i wl

[ Ftp Example
mehmsgr (192.168.29.11:13125) EOEE4 LIDP
mehmegr [192.168.29.11:7824] 13267 UDP

This connection allows you to connect to the Intemet through a msnmear [192.168.29.11:8783) 63231 TCP

zhared connection on another computer.

o : . e

Shaow ican in notification area when connected Add. Edit . | i J

ok | [ caneel | [ ok [ cance |

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not
working properly. This is because these applications will block the accessing
ability of some network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats.

You should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and
hence you need to ensure that you have applied the latest service packs and
patches.

>  Non-privileged users can control some router functions, including removing
and adding port mappings.

The UPnP function dynamically adds port mappings on behalf of some

UPnP-aware applications. When the applications terminate abnormally, these

mappings may not be removed.
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3.8.5 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication

protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

Applications >> IGMP

IGMP

[JEnable IGMP Proxy

IGMP Proxy is to act as a multicast proxy for hosts on the LAN side. Enable IGMP Proxy, if you
will access any multicast group. But this function take no affect when Bridge Mode is enabled.

[ Ok l [ Cancel l

Enable IGMP Proxy Check this box to enable this function. The application of
multicast will be executed through WANZ1/2 port or PVC. Use
the drop down list to choose the interface.

3.8.6 Wake On LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake
up a specified PC through the router, he/she must type correct MAC address of the specified
PC on this web page of Wake On LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.

Application >> Wake on LAN

Wake on LAN

Note: ‘Wake on LAM cooperate with Bind IP to MAC function, only binded PCs
can wake up through IP.

Wake by MAC Address v
IP Address:
MaC Address: . . . . .
Result
Wake by Two types provide for you to wake up the binded IP. If you

choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you
choose Wake by IP Address, you have to choose the correct IP

address.
Wake by: MALC Address +
T T
IP Address
IP Address The IP addresses that have been configured in LAN>>Bind

IP to MAC will be shown in this drop down list. Choose the
IP address from the drop down list that you want to wake up.

MAC Address Type any one of the MAC address of the binded PCs.

Vigor2910 Series User’s Guide 103 Dray Tek



Wake Up Click this button to wake up the selected IP. See the following
figure. The result will be shown on the box.

Application >> Wake on LAN

Wake on LAN

Note: Wake on L4M cooperate with Bind IP to MAC function, only binded PCs
can wake up through 1P,

Wake by MAC Address v

IP Address:

MAC address: . . . : .
Result

Send command to client done.
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3.9 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses

links across shared or public networks like the Internet. In short, by VPN technology, you
can send data between two computers across a shared or public network in a manner that

emulates the properties of a point-to-point private link.

Besides, here provides ISDN LAN to LAN and remote dial-in functions (for i model only).
Below shows the menu items for VPN and Remote Access.
VPN and Remote Access
P VPN Client Wizard
Pk VPN Server Wizard

P Remote Access Control
F PPP General Setup

P IPSec General Setup

F IPSec Peer Identity

P Remote Dial-in User

P LANto LAN

P VPN Backup Management
P Connection Management

3.9.1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

VPN and Remote Access >> VPN Client Wizard
Choose VPN Establishment Environment

Lal-to-LaN WPH Client Mode Selection: Route Mode

Please choose a Lam-to-LAN Profile: [Index] [Status] [Hame] »

Note:If the remote network only allows you to dial in with single IP, please choose NAT
mode,otherwise choose Poute Mode.

LAN-to-LAN Client Mode Choose the client mode.

Selection Route Mode/NAT Mode - If the remote network only allows
you to dial in with single IP, please choose this mode,
otherwise please choose Route Mode.
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Foute fode »

T I:IE

Please choose a There are 32 VPN tunnels for users to set.
LAN-to-LAN Profile
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When you finish the mode and profile selection, please click Next to open the following
page.

VPN and Remote Access == VPN Client Wizard

VPN Connection Setting

Security ranking (1 is the highest; 5 is the lowest) Throughput ranking (1 is the highest; 5 is the lowest)

1. L2TP over IPSec 1. PPTP {Mone Encryption)
2. IPSec 2, L2TP

3. PPTP {Encryption) 3. IPSec

4, L2TP 4, L2TP over [PSec

g, g,

PPTP (Mone Encryption) PPTP (Encryption)

PPTF (Mone Encryption)
PETP (Mone Er

PFTF (Encryption)
IPSec

L2TP

L2TP over IPSec (Nice to Have)
LZTP over IPSec (Must)

Select WPMN Type: [+

[ = Back ] [ Mext = ]

In this page, you have to select suitable VPN type for the VPN client profile. There are six
types provided here. Different type will lead to different configuration page. After making

Drﬂy Tek 106 Vigor2910 Series User's Guide



the choices for the client profile, please click Next. You will see different configurations
based on the selection(s) you made.

® When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the
following graphic:

VPN and Remote Access >> VPN Client Wizard

VPN Client PPTP None Encryption Settings

Profile Mame WEN-1
WPN Connection Through WWANT First A
O always on

Server IP/Host Name for YPR

{(e.g. 5551234, draytek.com or 123.45.67.89) draytek. com

Username marketing
Password ssssssesse
Remote Metwork IP 192.168.1.6

Remote MNetwork Mask 2662552650

[ < Back ] [ Mext = ]

® When you choose IPSec, you will see the following graphic:

VPN and Remote Access == WPN Client Wizard

VPN Client IPSec Settings

Profile Mame WEMN-1
YPN Connection Through WYANT First v
O always on

Server IP/Host Name for YPH
{e.g. 5551234, draytek.com or 123.45.67.89)

IKE Authentication Method
O Pre-Shared Key

draytek.com

Confirm Pre-Shared Key

@ Digital Signature {x.509) Mone v
IPSec Security Method

@ Medium (AH)

O High (ESP)
Remote Metwark IP 192.168.1.6

Remote Metwork Mask 265.2505.255.0

(<Ee ) (o]

® When you choose L2TP, you will see the following graphic:
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VPN and Remote Access == WPN Client Wizard

WPN Client L2TP Settings

Profile Mame W1
YPN Connection Through WANT First v
O always an

Server [P/Host Mame for YPH

(e.g. 5551234, draytek.com or 123.45.67.89) draytek.com

Username marketing
Passwaord sssssssss
Remaote Metwark IP 192.1658.1.6
Remote Network Mask 2552652550

[ < Back ] [ Mext » ]

® When you choose L2TP over IPSec (Nice to Have), you will see the following
graphic:

VPN and Remote Access >> VPN Client Wizard

VPN Client L2TP over IPSec (Nice to Have) Settings

Profile Mame WP
WPN Connection Through WYANT First v
[ always on

Server IP/Host Name for YPN
{e.Q. 5551234, draytek.com or 123,45.67.89)

IKE Authentication Method
(O Pre-Shared Key

draytek.com

Confirm Pre-Shared Key
@ Digital Signature {%.509) MNone v

IPSec Security Method
® Medium (&H)

O High (ESF)
Username marketing
Passwoard [TITITITT]
Remote Netwark IP 192.168.1.6
Remote Metwark Mask 255.255.285.0

[ < Back ] [ Mext = ]
®  When you choose L2TP over IPSec (Must), you will see the following graphic:
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VPN and Remote Access == VPN Client Wizard

VPN Client L2TP over IPSec {(Must) Settings

Profile Marne M-
YPM Connection Through WANT First hd
O always an
Server IP/Host Mame for WPH draytek.com
{e.g. 5551234, draytek.com or 123,45.67.89)
IKE &uthentication Method

O Pre-Shared Key

Confirm Pre-Shared Key

@ Digital Signature (.509) MNone v
IPSec Security Method

® Medium (&H)

O High (ESP)
Username rmarketing
Password ssssssses
Remote Netwark IP 192.168.1.6
Remote Network Mask 265.265.255.0

[ < Back ] [ Mext = ]
Profile Name Type a name for such profile. The length of the file is

limited to 10 characters.

VPN Connection Through Use the drop down menu to choose a proper WAN
interface for this profile. This setting is useful for dial-out
only.

WANT First »

AWANT First
WEART Oinly
WYARZ First
WEARZ Oinly

WANL1 First - While connecting, the router will use
WANL1 as the first channel for VPN connection. If
WANL1 fails, the router will use another WAN interface
instead.

WANL1 Only - While connecting, the router will use
WANL as the only channel for VPN connection.
WANZ2 First - While connecting, the router will use
WANZ as the first channel for VPN connection. If
WANZ2 fails, the router will use another WAN interface
instead.

WAN2 Only - While connecting, the router will use
WANZ2 as the only channel for VPN connection.

Always On Check to enable router always keep VPN connection.

Pre-Shared Key IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses
dynamic IP address and IPSec-related VPN connections
such as L2TP over IPSec and IPSec tunnel.

Pre-Shared Key- Specify a key for IKE authentication
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature (X.509) Check the box of Digital Signature to invoke this
function and select one predefined in the X.509 Peer ID
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IPSec Security Method

User Name

Password

Remote Network IP

Remote Network Mask

Profiles (set from VPN and Remote Access>>IPSec
Peer Identity).

Medium - Authentication Header (AH) means data will
be authenticated, but not be encrypted. By default, this
option is active.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPSec policy above.

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPSec policy above.

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Please type the network mask (according to the real
location of the remote host) for building VPN connection.

After finishing the configuration, please click Next. The confirmation page will be shown as
follows. If there is no problem, you can click one of the radio buttons listed on the page and
click Finish to execute the next action.

WPN and Remote Access >> VPN Client Wizard

Please confirm your settings

LaN-to-LAMN Index:

Profile Marne:

YPM Connection Type:

WPMN Connection Through:
Always on:

Server IP/Host Mame:

IKE Authentication Method:
IPSec Security Method:
Fermote Metwork IP:
Remaote Metwork Mask:

3

WHRN-1

L2TP over IPSec (Must)
WANL First

Mo

draytek. com

Digital Signature (x.509)
AH-SHAL

192,168.1.6
255.255.255.0

Click Back to modify changes if necessary, Otherwise, click Finish to save the current settings

and proceed to the following action:

® Go to the ¥PM Connection Management,
O Da another ¥PN Client wizard setup.
O view more detailed configurations.

[ Finish ] [ Cancel ]

Go to the VPN Connection Click this radio button to access VPN and Remote

Management

Do another VPN Server
Wizard Setup

View more detailed
configuration

DrayTek

Access>>Connection Management for viewing VPN

Connection status.

Click this radio button to set another profile of VPN Server
through VPN Server Wizard.

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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3.9.2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

VPN and Remote Access == VPN Server Wizard

Choose VPN Establishment Environment

YPM Server Mode Selection: Site to Site PN (LAN-to-LAN) hd
Please choose a LAN-to-LAN Profile: [Index] [Status] [Hame] v
Please choose a Dial-in User accounts:

Allowed Dial-in Type:
PRTP
IPSec

L2TP with IPSec Paolicy

VPN Server Mode Choose the direction for the VPN server.
Selection Site to Site VPN/Remote Dial-in User — To set a
LAN-to-LAN profile automatically, please choose Site to

Site VPN.

Remote Dial-in User —You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

=i Site WPM (LAN-to-LAN

Remate Dial-in User (Teewurker]l

Please choose a This item is available when you choose Site to Site VPN
LAN-to-LAN Profile (LAN-to-LAN) as VPN server mode. There are 32 VPN
tunnels for users to set.
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Please choose a Dial-in This item is available when you choose Remote Dial-in User
User Accounts (Teleworker) as VPN server mode. There are 32 VPN
tunnels for users to set.

Allowed Dial-in Type This item is available after you choose any one of dial-in
user account profiles. Next, you have to select suitable
dial-in type for the VPN server profile. There are six types
provided here (similar to VPN Client Wizard).

PPTP
IPSec
L2TP with IPSec Paolicy |Mone | .4

Mlone
Mice to Have
hust

Different Dial-in Type will lead to different configuration
page.

After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made.

®  When you check PPTP/IPSec/L2TP (three types) or PPTP/IPSec (two types) or
L2TP with Policy (Nice to Have/Must), you will see the following graphic:
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VPN and Remote Access == VPN Server Wizard

VPN Authentication Setting

Profile Mame

WPN-Serl

PPTP / L2TP / L2TP over IPSec Authentication

Username

Passwaord

sener]

IPSec / L2TP over IPSec Authentication

Pre-Shared Key
Confirm Pre-Shared Key
Digital Signature (%.509)
Pear IP/PM Client IP
Peer ID

Site to Site Information

Remote Metwark IP

Remote Netwark Mask

Profile Name

User Name

Password

Pre-Shared Key

Confirm Pre-Shared Key
Digital Signature (X.509)

Peer IP/VPN Client IP

Peer ID
Remote Network IP

Remote Network Mask

MNone hd

192.168.1.99

0.0.0.0
2552652860

[ < Back ] [ Mext = ]

Cancel

Type a name for such profile. The length of the file is
limited to 10 characters.

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPSec policy above.

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPSec policy above.

For IPSec/L2TP IPSec authentication, you have to type a
pre-shared key.

Type the pre-shared key again for confirmation.

In addition to pre-shared key, you can select one
predefined setting in the X.509 Peer ID Profiles (set from
VPN and Remote Access>>1PSec Peer Identity) for
IPSec/L2TP over IPSec authentication.

Type the WAN IP address or VPN client IP address for
the remote client.

Type the ID name for the remote client.

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Please type the network mask (according to the real
location of the remote host) for building VPN connection.

® \When you check PPTP/L2TP (two types) or PPTP or L2TP with Policy (None), you

will see the following graphic:
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VPN and Remote Access >> VPN Server Wizard

VPN Authentication Setting

Profile Mame WPM-Ser
PPTP / L2TP / L2TP over IPSec Authentication

Usernarne server]
Password sssssse

Peer IP/YPMN Client IP
Site to Site Information

Remote Metwork IP 0000
Remote Metwork Mask IER2ER 250

[ < Back ] [ Mext = ]

® When you check IPSec, you will see the following graphic:

VPN and Remote Access >> VPN Server Wizard

VPN Authentication Setting
Profile Mame WPN-Serl
IPSec / L2TP owver IPSec Authentication
[ pre-Shared key
Confirm Pre-Shared Key
Digital Signature (X.509) Mone v
Peer IP/YPH Client IP

Peer ID

Site to Site Information

Remote Metwark IP 0000
Remote Metwork Mask 255.255.255.0

[ < Back ] [ Mesxt = ]

After finishing the configuration, please click Next. The confirmation page will be shown as
follows. If there is no problem, you can click one of the radio buttons listed on the page and
click Finish to execute the next action.
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VPN and Remote Access == WPN Server Wizard

Please Confirm Your Settings

YPM Enwironment: Site to Site VPN (LAN-to-LAN)
Index: 3

Profile Marme: YPMN-Serl

Username: serverl

Allowed Service: PRTRP+IPSeEC

Peer IP/PH Clignt 1P:

Feer I

Remote Network IP: 0.0.0.0

Remote Network Mask: 255, 255,255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

@ Go to the ¥PN Connection Management,
O Do another VPN Server Wizard setup,
O view more detailed configurations.

[ Finish l [ Cancel ]
Go to the VPN Connection Click this radio button to access VPN and Remote
Management Access>>Connection Management for viewing VPN

Connection status.
Do another VPN Server Click this radio button to set another profile of VPN Server

Wizard Setup through VPN Server Wizard.
View more detailed Click this radio button to access VPN and Remote
configuration Access>>LAN to LAN for viewing detailed configuration.

3.9.3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through,
as well as the appropriate NAT settings, such as DMZ or open port. And, if you want to
enable ISDN dial-in function, please check “Enable ISDN Dial-In” in this page.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
Enable PPTP YPN Service
Enable IPSec YPM Service
Enable L2TP YPN Service
Enable ISDN Dial-In

Note: If you intend running a ¥PN server inside your LAMN, you should uncheck the appropriate protocol
above to allow pass-through, as well as the appropriate NAT settings.

[ Ok ] [ Clear ] [ Cancel ]

Enable PPTP VPN Service Check this box to activate the VPN service through PPTP
protocol.

Enable IPSec VPN Service Check this box to activate the VPN service through IPSec
protocol.
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Enable L2TP VPN Service

Enable ISDN Dial-IN

3.9.4 PPP General Setup

Check this box to activate the VPN service through L2TP
protocol.

This feature is available for i model. Check this box to
activate the ISDN dial-in.

This submenu only applies to PPP-related connections, such as PPTP, L2TP, L2TP over

IPSec of VPN or ISDN.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol

Dial-In PPP
authentication

PAP ar CHAP

Dial-In PPP Encryption
{MPPE)

Optional MPPE

IP Address Assignment for Dial-In Users
Start IP Address 192.168.1.200

Mutual suthentication (PaPY O ves ® Mo

Username

Password
Dial-In PPP Select this option to force the router to authenticate dial-in
Authentication PAP Only users with the PAP protocol.
PAP or CHAP Selecting this option means the router will attempt to

Dial-In PPP Encryption
(MPPE Optional MPPE

Mutual Authentication
(PAP)

DrayTek

authenticate dial-in users with the CHAP protocol first. If the
dial-in user does not support this protocol, it will fall back to
use the PAP protocol for authentication.

This option represents that the MPPE encryption method will
be optionally employed in the router for the remote dial-in
user. If the remote dial-in user does not support the MPPE
encryption algorithm, the router will transmit “no MPPE
encrypted packets”. Otherwise, the MPPE encryption scheme
will be used to encrypt the data.

Optional MPPE A

Feguire MPPE{40/128 bit)
tlaximum MPPE[128 bit)
Require MPPE (40/128bits) - Selecting this option will force
the router to encrypt packets by using the MPPE encryption
algorithm. In addition, the remote dial-in user will use 40-bit
to perform encryption prior to using 128-bit for encryption.

In other words, if 128-bit MPPE encryption method is not
available, then 40-bit encryption scheme will be applied to
encrypt the data.

Maximum MPPE - This option indicates that the router will
use the MPPE encryption scheme with maximum bits
(128-hit) to encrypt the data.

The Mutual Authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
this function when your peer router requires mutual
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authentication. You should further specify the User Name
and Password of the mutual authentication peer.

Start IP Address Enter a start IP address for the dial-in PPP connection. You
should choose an IP address from the local private network.
For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose 192.168.1.200
as the Start IP Address. But, you have to notice that the first
two IP addresses of 192.168.1.200 and 192.168.1.201 are
reserved for ISDN remote dial-in user.

3.9.5 IPSec General Setup
In IPSec General Setup, there are two major parts of configuration.
There are two phases of IPSec.

»  Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

»  Phase 2: negotiation IPSec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPSec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data
payload only. It can just apply to local packet, e.g., L2TP over IPSec. The Tunnel mode will
not only add the AH/ESP payload but also use a new IP header (Tunneled IP header) to
encapsulate the whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data
confidentiality and protection with optional authentication and replay detection service.

VPN and Remote Access >> IPSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAM to LAN),

IKE Authentication Method

Pre-Shared Key sssss

Confirm Pre-Shared Key [TTT T
IPSec Security Method
Medium ¢ AH)
Data will be authentic, but will not be encrypted.

High (ESF) oes [#aoes [MaEs
Data will be encrypted and authentic,

[ Ok ] [ Cancel
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IKE Authentication Method This usually applies to those are remote dial-in user or node
(LAN to LAN) which uses dynamic IP address and
IPSec-related VPN connections such as L2TP over IPSec
and IPSec tunnel.
Pre-Shared Key -Currently only support Pre-Shared Key
authentication.
Pre-Shared Key- Specify a key for IKE authentication
Confirm Pre-Shared Key-Confirm the pre-shared key.

IPSec Security Method Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You may
select encryption algorithm from Data Encryption Standard
(DES), Triple DES (3DES), and AES.

3.9.6 IPSec Peer Identity

To use digital certificate for peer authentication in either LAN to LAN connection or Remote
User Dial-In connection, here you may edit a table of peer certificate for selection. As shown
below, the router provides 32 entries of digital certificates for peer users.

VPN and Remote Access >> IPSec Peer ldentity

X509 Peer ID Accounts: | Setto Factory Default |
Index Name Status Index Name Status
1. 777 s 17. 777 b
2. Y H 18. Y *®
3. 777 s 19. 777 ®
4, 7Y b8 20. 7Y s
5. Y H 21, Y ®
6. 777 s 22. 777 b
i. 7Y b8 23. 7Y s
8. 797 Y 24. 797 b
9. 777 s 25. 777 b
10. Y H 26. Y *®
11. 797 Y 27. 797 b
12. 777 ® 28. 777 ®
13. Y H 29. Y ®
14, 797 Y 30. 797 b
15. 7Y b8 31. 7Y s
16. Y H 32. Y *®
Set to Factory Default Click it to clear all indexes.
Index Click the number below Index to access into the setting page

of IPSec Peer Identity.
Name Display the profile name of that index.

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access >> IPSec Peer ldentity

Profile Index : 1
Profile Name one

Enable this account

(O Accept Any Peer ID

(® Accept Subject Alternative Name

Type
P

(O Accept Subject Name
Country {C)

State (ST)

Location (L)
Orginization (0}
Orginization Unit {OU)
Common Mame (CH)

Email (E)

Profile Name

Accept Any Peer ID

Accept Subject Alternative

Name

Accept Subject Name

Vigor2910 Series User's Guide

IP Address v

[

Ok ] [ Clear ] [ Cancel ]

Type in a name in this file.
Enable this account-Check this box to enable such profile.

Click to accept any peer regardless of its identity.

Click to check one specific field of digital signature to accept
the peer with matching value. The field can be IP Address,
Domain, or E-mail Address. The box under the Type will
appear according to the type you select and ask you to fill in
corresponding setting.

Click to check the specific fields of digital signature to accept
the peer with matching value. The field includes Country (C),
State (ST), Location (L), Organization (O), Organization
Unit (OU), Common Name (CN), and Email (E).
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3.9.7 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users
can be authenticated to dial-in via ISDN or build the VPN connection. You may set
parameters including specified connection peer ID, connection type (ISDN Dial-In
connection, VPN connection - including PPTP, IPSec Tunnel, and L2TP by itself or over
IPSec) and corresponding security methods, etc.

The router provides 32 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

VPN and Remote Access >> Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
Index user Status Index User Status
1. i = 1. Y s
2. T ks 18. Y ks
3 777 % 19. 777 ®
4. i = 20. Y s
5. T ® 21. T X
6. T ks 22. Y ks
7. 277 3 23. 777 %
8. T = 24. Y s
9. T ks 25. Y ks
10. 777 % 26. 777 ®
1. i = 27. Y s
12. Y ® 28. Y k4
13. 777 % 29. 7T ®
14. i = 30. Y 4
15. T = 31. Y s
16. T ks 32. Y ks

Set to Factory Default Click to clear all indexes.

Index Click the number below Index to access into the setting page
of Remote Dial-in User.

User Display the username for the specific dial-in user of the LAN
to LAN profile. The symbol ??? represents that the profile is
empty.

Status Display the access state of the specific dial-in user. The

symbol V and X represent the specific dial-in user to be active
and inactive, respectively.

Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access => Remote Dial-in User

Index No. 1

User account and Authentication

[ Enahle this account

Idle Timeout 300

Allowed Dial-In Type
ISDN

PPTP

IPSec Tunnel

L2TP with IPSec Palicy | None

[0 specify Remate Node

Remote Client IP or Peer ISDN Number

or Peer ID

Metbios Maming Packet ®pass O Block

O pPass @Block
{for some IGMP,IP-Camera,DHCP Relay..etc.)

Multicast via VPN

Enable this account

ISDN

PPTP

IPSec Tunnel

L2TP

Specify Remote Node

Vigor2910 Series User's Guide

second(s)

Username 29?

Password

IKE Authentication Method
Pre-Shared Key

[ Dpigital signature (x.509)

IPSec Security Method

Medium (aH)
High (ESP)
DES 3DES AES
Local 1D {optional)

Callback Function
[ check ta enable Callback function
[0 sSpecify the callback number
Callback Number
Check to enable Callback Budget Contraol

Callback Budget 30 minute(s)

Ok ] [ Clear ] [ Cancel ]

Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

Allow the remote ISDN dial-in connection. You can further
set up Callback function below. You should set the User
Name and Password of remote dial-in user below. This feature
is for i model only.

Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below

Allow the remote dial-in user to make an IPSec VPN
connection through Internet.

Allow the remote dial-in user to make a L2TP VPN
connection through the Internet. You can select to use L2TP
alone or with IPSec. Select from below:

None - Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have - Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
becomes one pure L2TP connection.

Must -Specify the IPSec policy to be definitely applied on the
L2TP connection.

Check the checkbox-You can specify the IP address of the
remote dial-in user, ISDN number or peer ID (used in IKE
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Netbios Naming Packet

Multicast via VPN

User Name

Password

aggressive mode).

Uncheck the checkbox-This means the connection type you
select above will apply the authentication methods and
security methods in the general settings.

Pass — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel while
connecting.

Block — When there is conflict occurred between the hosts on
both sides of VPN Tunnel in connecting, such function can
block data transmission of Netbios Naming Packet inside the
tunnel.

Some programs might send multicast packets via VPN
connection.

Pass — Click this button to let multicast packets pass through
the router.

Block — This is default setting. Click this button to let
multicast packets be blocked by the router.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

IKE Authentication Method This group of fields is applicable for IPSec Tunnels and L2TP

IPSec Security Method

Callback Function

DrayTek

with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters (1-63)
as the pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and select one predefined in
the X.509 Peer ID Profiles (set from VPN and Remote
Access>>1PSec Peer Identity).

This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node. Check
the Medium, DES, 3DES or AES box as the security method.
Medium -Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
invoked. You can uncheck it to disable it.
High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in
the LAN to LAN Profile setup. This item is optional and can
be used only in IKE aggressive mode.

The callback function provides a callback service only for the
ISDN dial-in user (for i model only). The remote user will be
charged the connection fee by the telecom.

Check to enable Callback function-Enables the callback
function.
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Specify the callback number-The option is for extra security.
Once enabled, the router will ONLY call back to the specified
Callback Number.

Check to enable callback budget control-By default, the
callback function has a time restriction. Once the callback
budget has been exhausted, the callback mechanism will be
disabled automatically.

Callback Budget (Unit: minutes)- Specify the time budget
for the dial-in user. The budget will be decreased
automatically per callback connection.

3.9.8 LAN to LAN

Here you can manage LAN to LAN connections by maintaining a table of connection
profiles. You may set parameters including specified connection direction (dial-in or
dial-out), connection peer ID, connection type (ISDN connection, VPN connection -
including PPTP, IPSec Tunnel, and L2TP by itself or over IPSec) and corresponding security
methods, etc.

The router provides up to 32 profiles, which also means supporting 32 VPN tunnels
simultaneously. The following figure shows the summary table.

VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profiles: | Setto Factory Default |
Index Name Status Index Name Status

1. 2.29 5 17. 777

2. 2.220 Py 18. 777 Py
3. 24 5 19. 777 5
4. og % 20. T %
5. 26 5 21. 77 5
6. 27 5 22. 7 5
i. 25 5 23. 77 5
8. 20 5 24. 7 5
9. 30 5 25. 77 5
10. T 5 26. 7 5
11. 7 W 271. 777 W
12. T W 28. 777 W
13. 7 W 29. 777 W
14. T W 30. 777 W
15. 7 W 31. 777 W
16. T W 32. 777 W

[¥x¥x®=: This Dial-0ut Profile has already joined for ¥PH BACKUP Mechanism]
[Ri =3 This Dial-Out Profile does not join for VPN TRUNK]

Set to Factory Default Click to clear all indexes.

Name Indicate the name of the LAN to LAN profile. The
symbol ??? represents that the profile is empty.

Status Indicate the status of individual profiles. The symbol
V and X represent the profile to be active and
inactive, respectively.

LAN to LAN profiles are suitable for dial-out usage. If the profile name displayed in red, it
means that the profile has been grouped into VPN TRUNK. If the profile name displayed in
black, it means that profile is not grouped into VPN TRUNK and can be invoked
individually.
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Index Name Status

1. 2.5 W
. 2,5-1 W
3. 2.29 Y
4. 2,229 W
T 26 W
6. 27 W
L 28

8. 29 W
9. 30 W

Click each index to edit each profile and you will get the following page. Each LAN to LAN
profile includes 4 subgroups. If the fields gray out, it means you may leave it untouched. The
following explanations will guide you to fill all the necessary fields.

When VPN TRUNK is activated, several fields (e.g., Dial-in Settings, Dial-in selection in
Call Direction and others) might be locked and dimmed. Please refer to VPN and Remote
Access>>VPN Backup Management for more details.

For the web page is too long, we divide the page into several sections for explanation.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mame first Call Direction  ® poth O Dial-Cut O Dial-In
[ Enable this profile O always an
Idle Timeout 300 secand(s)
WPN Connection Through: | YWANT First |~ [ Enable PING to keep alive
Metbios Maming Packet ®Pass OBlock PING to the IP
Multicast via VPN Oprass @elock

(for some IGMP,IP-Camera,DHCP Relay..etc.)
2. Dial-Out Settings

Type of Server | am calling Link Type G4k bps v
@ 150N Username 777

O prTP Passward

O rpSec Tunnel PPP Authentication PAP/CHAP
O L2TP with IPSec Palicy v Compression @ on O off

Dial Mumber for ISON or
Server IP/Host Name for VPN,
{such as 5551234, draytek.com or 123.45.67.80) Pre-Shared Key

IKE Authentication Method

Digital Signature(x,509)

IPSec Security Method
Medium{aH)
High{ESF)

Index(1-15% in Schedule Setup:

1] 1l 1l

Callback Function (CBCP)
[0 require Remote to Callback
[0 Provide 1SON Mumber to Remote
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Profile Name
Enable this profile
VPN Connection Through

Netbios Naming Packet

Multicast via VPN

Call Direction

Always On or Idle Timeout

Enable PING to keep alive

PING to the IP

Vigor2910 Series User's Guide

Specify a name for the profile of the LAN to LAN connection.
Check here to activate this profile.

Use the drop down menu to choose a proper WAN interface
for this profile. This setting is useful for dial-out only.

WPMN Connection Through: | WWANT First

WANT Only
WWANZ First
WWANZ Only

WANL1 First - While connecting, the router will use WAN1
as the first channel for VPN connection. If WANL1 fails, the
router will use another WAN interface instead.

WANL1 Only - While connecting, the router will use WAN1
as the only channel for VPN connection.

WANZ2 First - While connecting, the router will use WAN2
as the first channel for VPN connection. If WAN2 fails, the
router will use another WAN interface instead.

WANZ2 Only - While connecting, the router will use WAN2
as the only channel for VPN connection.

Pass — click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel while
connecting.

Block — When there is conflict occurred between the hosts on
both sides of VPN Tunnel in connecting, such function can
block data transmission of Netbios Naming Packet inside the
tunnel.

Some programs might send multicast packets via VPN
connection.

Pass — Click this button to let multicast packets pass through
the router.

Block — This is default setting. Click this button to let
multicast packets be blocked by the router.4

Specify the allowed call direction of this LAN to LAN profile.
Both:-initiator/responder

Dial-Out- initiator only

Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will drop
the connection.

This function is to help the router to determine the status of
IPSec VPN connection, especially useful in the case of
abnormal VPN IPSec tunnel disruption. For details, please
refer to the note below. Check to enable the transmission of
PING packets to a specified IP address.

Enter the IP address of the remote host that located at the
other-end of the VPN tunnel.

Enable PING to Keep Alive is used to handle abnormal
IPSec VPN connection disruption. It will help to provide
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ISDN

PPTP

IPSec Tunnel
L2TP with ...

User Name
Password

PPP Authentication

VJ compression

IKE Authentication
Method

DrayTek

the state of a VPN connection for router’s judgment of
redial.

Normally, if any one of VPN peers wants to disconnect
the connection, it should follow a serial of packet
exchange procedure to inform each other. However, if the
remote peer disconnect without notice, Vigor router will
by no where to know this situation. To resolve this
dilemma, by continuously sending PING packets to the
remote host, the Vigor router can know the true existence
of this VPN connection and react accordingly. This is
independent of DPD (dead peer detection).

If you want to connect two networks with ISDN connection,
please select ISDN radio button to build ISDN dial-out
connection to the server. You should set up Link Type and
identity like User Name and Password for the authentication
of remote server. You can further set up Callback (CBCP)
function below. This feature is useful for i model only.

Build a PPTP VPN connection to the server through the
Internet. You should set the identity like User Name and
Password below for the authentication of remote server.

Build an IPSec VPN connection to the server through Internet.

Build a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:
None: Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have: Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-out VPN connection
becomes one pure L2TP connection.

Must: Specify the IPSec policy to be definitely applied on the
L2TP connection.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above. PAP/CHAP is the most
common selection due to wild compatibility.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above. VJ Compression is used
for TCP/IP protocol header compression. Normally set to Yes
to improve bandwidth utilization.

This group of fields is applicable for IPSec Tunnels and L2TP
with IPSec Policy.

Pre-Shared Key-Input 1-63 characters as pre-shared key.
Digital Signature (X.509) — Click this radio button to invoke
this function and select one predefined in the X.509 Peer ID
Profiles (set from VPN and Remote Access>>IPSec Peer
Identity).
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IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy.

Medium Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated. Select
from below:

DES without Authentication -Use DES encryption algorithm
and not apply any authentication scheme.

DES with Authentication-Use DES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

3DES without Authentication-Use triple DES encryption
algorithm and not apply any authentication scheme.

3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication algorithm.
AES without Authentication-Use AES encryption algorithm
and not apply any authentication scheme.

AES with Authentication-Use AES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

Advanced Specify mode, proposal and key life of each IKE phase,
Gateway etc.
The window of advance setup is shown as below:

; htip:/192 16811 - IKE advanced settings - Microsoft Internet Explorexr

IKE advanced settings

IKE phase 1 mode ® Main mode O aggressive mode
IKE phase 1 proposal | DES_MDS_G1/DES_SHA1_G1/3DES_MDS_G1/3DES_MDS_G2/AES128_MDS_GAES2EE_SHA GAESISE SHA! Gi4 v
IKE phase 2 proposal HMAC_SHATHMAC_MDS

IKE phase 1 key lifetime |28800 {900 ~ 56400)
IKE phase 2 key lifetime |3500 (600 ~ 56400)
Perfect Forward Secret & Disable Q Enable

Local ID

[ ok ] [ clse |

IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security proposals
to create a protected secure channel. Main mode is more
secure than Aggressive mode since more exchanges are done
in a secure channel to set up the IPSec session. However, the
Aggressive mode is faster. The default value in Vigor router is
Main mode.

IKE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to the VPN
peers, and get its feedback to find a match. Two combinations
are available for Aggressive mode and thirty for Main mode.
We suggest you select the combination that covers the most
schemes. Below shows the available proposals:

Vigor2910 Series User’s Guide 127 Dray Tck



Callback Function
(for i models only)
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3DES_MD5_G1
3DES_SHAT G
AES128_MD5_G1
AES128_SHAT G1
AES192_MD5_G1
AES192_SHAT G1
AES256_MD5 G
AES256_SHAT G1
DES_MD5_G2
DES_SHAT G2
3DES_MD5_G2
3DES_SHAT G2
AES128_MD5_G2
AES128_SHAT G2
AES192_MD5 G2
AES192_SHAT G2
AES256_MD5_G2
AES256_SHAT G2
DES_MD5_G14
DES_SHAT Gl4
3DES_MD5_G14
3DES_SHAT G14
AES128_MD5_G14
AES128_SHAT G4
AES192_MD5_G14
AES192_SHAT G14
AES256_MD5_G14

IKE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to find a
match. Three combinations are available for both modes. We
suggest you select the combination that covers the most
algorithms.

IKE phase 1 key lifetime-For security reason, the lifetime of
key should be defined. The default value is 28800 seconds.
You may specify a value in between 900 and 86400 seconds.
IKE phase 2 key lifetime-For security reason, the lifetime of
key should be defined. The default value is 3600 seconds.
You may specify a value in between 600 and 86400 seconds.
Perfect Forward Secret (PFS)-The IKE Phase 1 key will be
reused to avoid the computation complexity in phase 2. The
default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf of the IP
address while identity authenticating with remote VPN server.
The length of the ID is limited to 47 characters.

The callback function provides a callback service as a part of
PPP suite only for the ISDN dial-in user. The router owner
will be charged the connection fee by the telecom.

Require Remote to Callback-Enable this to let the router to
require the remote peer to callback for the connection
afterwards.

Provide ISDN Number to Remote-In the case that the
remote peer requires the Vigor router to callback, the local
ISDN number will be provided to the remote peer. Check
here to allow the Vigor router to send the ISDN number to
the remote router. This feature is useful for i model only.
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3. Dial-In Settings
Allowed Dial-In Type

ISON Username 97

PPTP Password

IPSec Tunnel Y1 Compression ® on O off
L2TP with IPSec Policy | Mone v

IKE Authentication Method

. Pre-Shared K
[ sSpecify 1SDM CLID or Remate YPN Gateway e Sred Rey

Peer ISDN Mumber or Peer WPN Server IP
[l bigital Signature(. 509}

ar Peer ID

IPSec Security Method
Medium {AH)
High (ESP}
DES 3DES HES

Callback Function (CBCP)

O Enable Callback Function

[ use the Fallowing Mumber ta Callback
Callback Number

Callback Budget 0 minutels)
4. GRE over IPSec Settings
[ Enable 1PSec Dial-Out function GRE over IPSec
[ Logical Traffic My GRE IP Peer GRE IR
5. TCP/IP Network Settings
My AN IP 0000 RIP Direction Digable v
Remote Gateway IP 0000 ljgrum first subnet to remote network, you have to
Remote Network IP 0.0.0ao Route +

Remote Network Mask |255.255.255.0

Laocal Metwork [P 192 168.1 1 [ change default route to this YPN tunnel ¢ Only
single WAN supports this )
Local Netwaork Mask 2552585.255.0

[ 0K ] [ Clear ] I Cancel I
Allowed Dial-In Type Determine the dial-in connection with different types.
ISDN Allow the remote ISDN LAN to LAN connection. You should

set the User Name and Password of remote dial-in user below.
This feature is useful for i model only. In addition, you can
further set up Callback function below.

PPTP Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPSec Tunnel Allow the remote dial-in user to trigger an IPSec VPN
connection through Internet.
L2TP Allow the remote dial-in user to make a L2TP VPN

connection through the Internet. You can select to use L2TP
alone or with IPSec. Select from below:
None- Do not apply the IPSec policy. Accordingly, the VPN
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Specify CLID or Remote
VPN Gateway....

User Name
Password

VJ Compression

IKE Authentication
Method

IPSec Security Method

Callback Function
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connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have- Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
becomes one pure L2TP connection.

Must- Specify the IPSec policy to be definitely applied on the
L2TP connection.

You can specify the IP address of the remote dial-in user or
peer ID (should be the same with the ID setting in dial-in
type) by checking the box. Enter Peer ISDN number if you
select ISDN above (This feature is useful for i model only.).
Also, you should further specify the corresponding security
methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

VJ Compression is used for TCP/IP protocol header
compression. This field is applicable when you select ISDN,
PPTP or L2TP with or without IPSec policy above.

This group of fields is applicable for IPSec Tunnels and L2TP
with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters (1-63)
as the pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and select one predefined in
the X.509 Peer ID Profiles (set from VPN and Remote
Access>>I1PSec Peer Identity).

This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node.
Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High- Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

The callback function provides a callback service only for the
ISDN LAN to LAN connection (this feature is useful for i
model only). The remote user will be charged the connection
fee by the telecom.

Enable Callback function-Enables the callback function.
Use the Following Number to Callback —Check this box to
use the number typed below for callback.
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GRE over IPSec Settings

My WAN IP

Remote Gateway IP

Remote Network IP/
Remote Network Mask

Local Network IP/
Local Network Mask

Vigor2910 Series User's Guide

Callback number-The option is for extra security. Once
enabled, the router will ONLY call back to the specified
Callback Number.

Callback Budget (Unit: minutes) - By default, the callback
function has limitation of callback period. Once the callback
budget is exhausted, the function will be disabled
automatically. Specify the time budget for the dial-in user.
The budget will be decreased automatically per callback
connection. The default value 0 means no limitation of
callback period.

Enable IPSec Dial-Out function GRE over IPSec: Check
this box to verify data and transmit data in encryption with
GRE over IPSec packet after configuring IPSec Dial-Out
setting. Both ends must match for each other by setting same
virtual IP address for communication.

Logical Traffic: Such technique comes from RFC2890.
Define logical traffic for data transmission between both sides
of VPN tunnel by using the characteristic of GRE. Even
hacker can decipher IPSec encryption, he/she still cannot ask
LAN site to do data transmission with any information. Such
function can ensure the data transmitted on VPN tunnel is
really sent out from both sides. This is an optional function.
However, if one side wants to use it, the peer must enable it,
too.

My GRE IP: Type the virtual IP for router itself for verified
by peer.

Peer GRE IP: Type the virtual IP of peer host for verified by
router.

This field is only applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. The default value is
0.0.0.0, which means the Vigor router will get a PPP IP
address from the remote router during the IPCP negotiation
phase. If the PPP IP address is fixed by remote side, specify
the fixed IP address here. Do not change the default value if
you do not select ISDN, PPTP or L2TP.

This field is only applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. The default value is
0.0.0.0, which means the Vigor router will get a remote
Gateway PPP IP address from the remote router during the
IPCP negotiation phase. If the PPP IP address is fixed by
remote side, specify the fixed IP address here. Do not change
the default value if you do not select ISDN, PPTP or L2TP.

Add a static route to direct all traffic destined to this Remote
Network IP Address/Remote Network Mask through the VPN
connection. For IPSec, this is the destination clients IDs of
phase 2 quick mode.

Add a static route to direct all traffic destined to Local
Network IP Address/Local Network Mask through the VPN
connection.
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More

RIP Direction

RIP Version

From first subnet to
remote network, you have
to do

Change default route to
this VPN tunnel (Only
single WAN supports this )
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Add a static route to direct all traffic destined to more Remote
Network IP Addresses/ Remote Network Mask through the
VPN connection. This is usually used when you find there are
several subnets behind the remote VPN router.

The option specifies the direction of RIP (Routing Information
Protocol) packets. You can enable/disable one of direction
here. Herein, we provide four options: TX/RX Both, TX Only,
RX Only, and Disable.

Select the RIP protocol version. Specify Ver. 2 for greatest
compatibility.

If the remote network only allows you to dial in with single
IP, please choose NAT, otherwise choose Route.

Check this box to change the default route with this VPN
tunnel. Be aware that this setting is available only for one
WAN interface is enabled. It is not available when both
WAN interfaces are enabled.
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3.9.9 VPN Backup Management

VPN Backup Management is a backup mechanism to set multiple VPN tunnels for using as
backup tunnel. It can assure the network connection would not be cut off due to network
environment blocked by any reason.

Features of VPN Backup

» VPN Backup can judge abnormal situation for the environment of VPN server and
correct it to complete the backup of VPN Tunnel in real-time.

» VPN Backup is complaint with all WAN modes (single/multi)

»  Dial-out connection types contain IPSec, PPTP, L2TP, L2TP over IPSec and ISDN
(depends on hardware specification)

»  The web page is simple to understand and easy to configure
»  Filly compliant with VPN Server LAN Sit Single/Multi Network

»  Mail Alert support, please refer to System Maintenance >> SysLog / Mail Alert for
detailed configuration

»  Syslog support, please refer to System Maintenance >> SysL.og / Mail Alert for
detailed configuration

»  Specific ERD (Environment Recovery Detection) mechanism which can be operated by
using Telnet command

VPN Backup profile will be activated when initial connection of single VPN tunnel is
off-line. Before setting VPN TRUNK backup profile, please configure at least two sets of
LAN to LAN profiles (with fully configured dial-out settings) first, otherwise you will not
have selections for grouping Memberl and Member2.

VPN and Remote Access == VPN Backup Management

Backup Profile List | Setto Factory Default |
Note: [Active:MO]The LaAM-to-LAM Profile is disable or under Dial-In{Call Direction} at present.
Ho. Statu= Hame Hemberl (Active) Type Hemnber2 (Active)Type
Status @ Enable O Disable

Profile Mame

Memberl Flease chooze the combination that wou want. w
Member? Flea=ze choo=e the combination that you want. w
[ Add | [ Edit | [ Delste ]
Set to Factory Default Click to clear all VPN Backup profile.
No The order of VPN Backup profile.
Status “v” means such profile is enabled.

”x” means such profile is disabled.
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Name (on Backup Profile  Display the name of VPN TRUNK profile.

field)

Memberl (on Backup Display the dial-out profile selected from the Memberl drop

Profile field) down list below.

Active (on Backup Profile  “Yes” means normal condition.

field) ”No” means the state might be disabled or that profile
currently is set with Dial-in mode (for call direction) in LAN
to LAN.

Type (on Backup Profile  Display the connection type for that profile, such as IPSec,

field) PPTP, L2TP, L2TP over IPSec (NICE), L2TP over
IPSec(MUST) and so on.

Member2 (on Backup Display the dial-out profile selected from the Member2 drop

Profile field) down list below.

Status After choosing one of the profile listed above, please click

Enable to activate this profile. If you click Disable, the
selected VPN Backup profile will not have any effect for VPN
tunnel.

Profile Name Type a name for VPN Backup profile. Each profile can group
two VPN connections set in LAN to LAN. The saved VPN
profiles in LAN to LAN will be shown on Memberl and
Member2 fields.

Member 1/Member2 Display the selection for LAN to LAN dial-out profiles
(configured in VPN and Remote Access >> LAN to LAN)
for you to choose for grouping under certain VPN backup
profile.

No - Index number of LAN to LAN dial-out profile.

Name - Profile name of AN-to-LAN dial-out profile.
Connection Type - Connection type of AN-to-LAN dial-out
profile.

VPN ServerlP (Private Network) - VPN Server IP of LAN to
LAN dial-out profiles.

Add Add and save new profile to the backup profile list. The
corresponding members (LAN to LAN profiles) grouped in
such new VPN TRUNK profile will be locked. The profiles in
LAN to LAN will be displayed in red.

Edit Click this button to save the changes to the Status (Enable or
Disable), profile name, memberl or member2.
Delete Click this button to delete the selected VPN TRUNK profile.

The corresponding members (LAN to LAN profiles) grouped
in the deleted VPN TRUNK profile will be released and that
profiles in LAN to LAN will be displayed in black.
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Time for activating VPN Backup profile

VPN TRUNK backup will be activated automatically after the initial connection of single
VPN Tunnel off-line. The content in Member1/2 within VPN TRUNK backup profile is
similar to dial-out profile configured in LAN to LAN web page. VPN TRUNK backup
profile will process and handle everything unless it is off-line once it is activated.

How can you set a VPN Backup profile?
1. Goto VPN and Remote Access>>LAN to LAN. Set two or more LAN to LAN

profiles first.

2. Access into VPN and Remote Access>>VPN Backup Management.

3. Set one group of VPN backup profile by choosing Enable radio button, type a name for
such profile, choose one of the LAN to LAN profiles from Memberl drop down list,
choose one of the LAN to LAN profiles from Member2 drop down list, last click Add.

WPN and Remote Access >> VPN Backup Management

Backup Profile List

| Setto Factory Default |

Note:

[Active:MO]The LAN-to-LAN Profile is disable or under Dial-In{Call Direction) at present.

1
2

Ho.

Status NHame Hemberl{ictive)Type

w
w

Status
Profile Marme

Mermberl
Memberz

VpnBackup J(YES)IPSec
PptpBackup 1({YES)PPTP

& Enable O Disable

Hemberz {Active)Type
1{YESILZTP owver IPSec{MUST)
2{YESIFFTP

on t
{Connection—-Type:

5 . L2TF 192,
£ 27 IPSec 192,
7 28 PFTF 192,
g 29 L2TP ower IPSec(NICE)192.
9 30 L2TP ower IPSec(NICE)192.
10 31 LZTP over IPSec(NICE)19:.

i

<{¥PH ServerIP(Priwvate Hetworlk):
168.
168,
168.
168.
168.
168,

2.
0.27(192.168.27.
0.28(192.168.28.
0. .
0.30(192.168.30.
0.31¢192.168.31.

2(192.168.26.0)

a)
03
29(192.168.29.0)
iy
oy

4. Index No.l is the first VPN backup profile. LAN to LAN profile of Index 3 is chosen as
Memberl; LAN to LAN profile of index 4 is chosen as Member2. At the same time,
LAN to LAN profiles of 3 and 4 will be expressed in red to indicate that they are fixed.

Index
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Name Status
2.5 W
2,5-1 W
2.29 W
2,229 W
26 YW
27 W
28 i
29 W
30 1Y
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3.9.10 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out

Tool and clicking Dial button.

VPN and Remote Access == Connection Management

Dial-out Tool

VPN Connection Status

Current Page: 1

VPN Type

General Mode

Backup Mode

Dial

DrayTek

Refresh Seconds :

General Mode:| v” Dial ]

Backup Mude:| V|[ Dial ]

page o [Cd

Tx Tx Rx Rx

Remote IP Virtual Network UpTime

Pkts Rate Pkts Rate

wumnHnny ¢ Data is encrypted.
warssnny 0 Data isn't encrypted.

This filed displays the profile configured in LAN to LAN
(with Index number and VPN Server IP address). The VPN
connection built by General Mode does not support VPN
backup function.

Hetres

General Mod (28 ) 192.168.0.28 j_
[ General Modg} DT

29 ){192.168.0.29
30 )|192.168.0.30
31)/192.168.0.31
32 )/192.168.0.32 _
33 )|192.168.0.33
34 )|192.168.0.34
|1 35)/192.168.0.35
1 auth 921550 35 )1192.168.0.36
37 )|192.168.0.37
1 auth  192-168 38 1/192.168.0.38 -

Backup Mode:

s

This filed displays the profile name saved in VPN TRUNK
Management (with Index number and VPN Server IP address).
The VPN connection built by Backup Mode supports VPN
backup function.

=

s

(VpnLB ) 192.168.2.103
VpnLB ) 192.168.2.103
(VpnLB) 192.168.2.203
(PptpLB )|192.168.2.5
( PptpLB ){192.168.2.5
e Remd|{( test) 192.168.0.26

- (test) 194.168.0.27

1 aoen 1921602103 _19p 168.1.0/24 51 3

Click this button to execute dial out function.
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Refresh Seconds Choose the time for refresh the dial information among 5, 10,
and 30.

Refresh Click this button to refresh the whole connection status.

Note: The status of LAN to LAN for ISDN is shown on the page of Online Status.

COnline Status

System Status System Uptime: 1:19:30
LAN Status Primary DNS: 194.109.6.66 Secondary DNS: 1658.95.1.1
IP Address TX Packets RX Packets
192.168.1.1 2945 2547
WAN 1 Status
Enable Line Name Mode Up Time
Yes Ethernet Static IP 1:19:23
IP GW IP TX Packets TX Rate RX Packets RX Rate
172.16,3.229 172.16.3.1 388 3 701 5]
WAN 2 Status
Enable Line Name Mode Up Time
Mo Ethernet --- 00:00:00
IP GW IP TX Packets TX Rate RX Packets RX Rate
- --= a u] ] ]
ISDN Status == Dial ISDN => Drop B1 == Drop B2
Channel Active Connection TX Pkts TX Rate  RX Pkis RX Rate  Up Time AOC
B1 Idle [---] n n 0 0 0:0:0 0
B2 Idle [---] n n 0 0 0:0:0 0
] Doy
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3.10 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority
(CA). It contains information such as your name, a serial number, expiration dates etc., and
the digital signature of the certificate-issuing authority so that a recipient can verify that the

certificate is real. Here Vigor router support digital certificates conforming to standard
X.509.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate
the peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.

Certificate Management
¥ Local Certificate

P Trusted CA Certificate
P Certificate Backup

3.10.1 Local Certificate

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
GENERATE | [ IMPORT | [ REFRESH

X509 Local Certificate

Generate Click this button to open Generate Certificate Request
window.
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Certificate Management >> Local Certificate

Generate Certificate Request
Subject Alternative Name
Type
1P

Subject Name
Country (C)
State (ST)
Location (L)
Orginization (0}
Qrginization Unit (O}
Cormrmon Name (CN)

Email (E)

Key Type
Key Size

Generate

Type in all the information that the window request. Then
click Generate again.

Import Click this button to import a saved file as the certification
information.

Refresh Click this button to refresh the information listed below.

View Click this button to view the detailed settings for certificate
request.

After clicking Generate, the generated information will be displayed on the window below:

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
Local fC=TW/0=Draytek/OU=RD/emaila. .. Reguesting
GEMERATE | [ MPORT | [ REFRESH |

X509 Local Certificate Request

MIIEsjCCARSCAQAWUDELMAKGAIUEEhMCVF e EDAOEGNVELO TEORYYX10ZWsxCzAd
BoMWEASTALJENS IwIAYIJEOZ IhvoNAQKEFhIN e EXJ2 N LQGRYy YX10ZWsuYE St MIGT
MADGCESgGS IhIDOEBAQUALYGNADCEiQKEODF ioahu/ gFQa¥Elee SOCERSDEVKRIAH
hlolktScTdLUDaFk6stdiwleQvLoVILEJz2 IDFOxJE6ipTevis?tuwTsgd lgZ 60k
SEGhuVTEAS ] 6P lernkP7duS4t2 3t WEAMD 4TS c8Vm3 D S hLh jdxWYPUpNEY Ir OT2
RZIJKRMaHEWpVpwIDAQABOCIwIAYIKOZ IhveNAQKONEMyE TAPEGNVHREECDAGhTA
gAEQMADGCS G I3 DOEBEQUALYGEAES3 04l 9nod8r TudBAL T Lt/ tYNhEKEEZ
ikisNdIToUEnKeejeOndoe+HS3VDAZ I ACETJpeTPFgklbeZoTa+wEST/ +0VhNagEa
GoeJotrvigeZybCr3jRULPH1Hecfo7ANI / N/ D1EPgER+PUCho 6 LgVsJHEVRCZ HAV
JS8kJEim0
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3.10.2 Trusted CA Certificate
Trusted CA certificate lists three sets of trusted CA certificate.

Certificate Management => Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify

Trusted CA-1 -—- -—- e Delete

Trusted Ca-2 - -—- e Delete

Trusted CA-3 o= -—- Wi Delete

[ MPORT | [ REFRESH |

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse... to find out the saved text file. Then click Import. The one you
imported will be listed on the Trusted CA Certificate window. Then click Import to use the
pre-saved file.

Certificate Management >> Trusted CA Certificate

Impeort X509 Trusted CA Certificate
Select a trusted Ca4 certificate file.
| |[Brawse]

Click Import to upload the certification.
l Import ] [ Cancel ]

For viewing each trusted CA certificate, click View to open the certificate detail information
window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.

a hitp:/192 1681 1 - Cerificate Information - Microsoft Intermet Explorer

Certificate Detail Information

Cartificate Name: Trusted CA-1

Issuer:

Subject:

Subject Alternative Mame:

valid From:
Yalid To:

Close

Drﬂy T€k 140 Vigor2910 Series User's Guide



3.10.3 Certificate Backup

Local certificate and Trusted CA certificate for this router can be saved within one file.
Please click Backup on the following screen to save them. If you want to set encryption

password for these certificates, please type characters in both fields of Encrypt password
and Retype password.

Certificate Management >> Certificate Backup

Certificate Backup / Restoration

Backup
Encrypt passwoard:
Retype password:
Click to download certificates to your local PC as a file.
Restoration
Select a backup file to restore.
Decrypt password:
Click to upload the file,
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3.11 VolP

Voice over IP network (VolP) enables you to use your broadband Internet connection to
make toll quality voice calls over the Internet.

There are many different call signaling protocols, methods by which VolIP devices can talk
to each other. The most popular protocols are SIP, MGCP, Megaco and H.323. These
protocols are not all compatible with each other (except via a soft-switch server).

The Vigor V models support the SIP protocol as this is an ideal and convenient deployment
for the ITSP (Internet Telephony Service Provider) and softphone and is widely supported.

SIP is an end-to-end, signaling protocol that establishes user presence and mobility in VoIP
structure. Every one who wants to talk using his/her SIP Uniform Resource Identifier, “SIP
Address”. The standard format of SIP URI is

sip: user:password @ host: port

Some fields may be optional in different use. In general, "host” refers to a domain. The
“userinfo” includes the user field, the password field and the @ sign following them. This is
very similar to a URL so some may call it “SIP URL”. SIP supports peer-to-peer direct
calling and also calling via a SIP proxy server (a role similar to the gatekeeper in H.323
networks), while the MGCP protocol uses client-server architecture, the calling scenario
being very similar to the current PSTN network.

After a call is setup, the voice streams transmit via RTP (Real-Time Transport Protocol).
Different codecs (methods to compress and encode the voice) can be embedded into RTP
packets. Vigor V models provide various codecs, including G.711 A/p-law, G.723, G.726
and G.729 A & B. Each codec uses a different bandwidth and hence provides different levels
of voice quality. The more bandwidth a codec uses the better the voice quality, however the
codec used must be appropriate for your Internet bandwidth.

Usually there will be two types of calling scenario, as illustrated below:

® Calling via SIP Servers
First, the Vigor V models of yours will have to register to a SIP Registrar by sending
registration messages to validate. Then, both parties’ SIP proxies will forward the
sequence of messages to caller to establish the session.

If you both register to the same SIP Registrar, then it will be illustrated as below:

Registrar

dral|el.(0m
. Proxy Proxy - 4

a.com b.com
L
_—
Alice Bob
(sip: alice@mdraytel.com) (sip: bob@draytel.com)

The major benefit of this mode is that you don’t have to memorize your friend’s IP
address, which might change very frequently if it’s dynamic. Instead of that, you will
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only have to using dial plan or directly dial your friend’s account name if you are
with the same SIP Registrar. Please refer to the section 4.5.1.

® Peer-to-Peer

Before calling, you have to know your friend’s IP Address. The Vigor VVolP Routers
will build connection between each other. Please refer to the section 4.5.2.

" Vigor VolIP . 1
Router Yigor VeolP
\\, Router fj

Our Vigor V models firstly apply efficient codecs designed to make the best use of
available bandwidth, but Vigor V models also equip with automatic QoS assurance.
QoS Assurance assists to assign high priority to voice traffic via Internet. You will
always have the required inbound and outbound bandwidth that is prioritized
exclusively for Voice traffic over Internet but you just get your data a little slower and
it is tolerable for data traffic.

VolP
P DialPlan

Pk SIP Accounts
P Phone Settings
b Status

3.11.1 DialPlan

This page allows you to set phone book and digit map for the VolP function. Click the
Phone Book and Digit Map links on the page to access into next pages for dialplan settings.

VolIP == DialPlan Setup

DialPlan Configuration
Phone Book
Digit Map

Phone Book

In this section, you can set your VolIP contacts in the “phonebook”. It can help you to make
calls quickly and easily by using “speed-dial” Phone Number. There are total 60 index
entries in the phonebook for you to store all your friends and family members’ SIP addresses.
Loop through and Backup Phone Number will be displayed if you are using Vigor
2910VGi for setting the phone book.

Vigor2910 Series User’s Guide 143 Dray Tck



VolP == DialPlan Setup

Phone Book
Index Phone number Display Name SIP URL E.E:‘llo‘;;:::z Loop through Bacﬁ::ll:ﬂllllone Status
1. 688 david 01@iptel.org Default MNone X
2. Default MNone ®
3. Default Nohe P
4. Default Hone "
5. Default MNone ®
6. Default Mone b
I. Default None P
8. Default Hone "
9. Default MNone ®
10. Default None P
11. Default None P
12. Default Hone "
13, Default MNone ®
14. Default None P
15. Default None P
16. Default Hone P
17, Default MNone ®
18. Default MNone ®
19. Default Nohe P
20. Default Hone "
<« 120 | 2040 | 4060 == Next ==
Status: v --- Active, x --- Inactive, 7 --- Empty
Click any index number to display the dial plan setup page.
VolP >> DialPlan Setup
Phone Book Index No. 1
Enable
Phone Mumber GE5
Display Mame dawid
SIP URL 01 @|iptel.org
[ oK ] [ Clear ] [ Cancel ]

Enable Click this to enable this entry.

Phone Number The speed-dial number of this index. This can be any number
you choose, using digits 0-9 and * .

Display Name The Caller-1D that you want to be displayed on your friend’s
screen. This let your friend can easily know who’s calling
without memorizing lots of SIP URL Address.

SIP URL Enter your friend’s SIP Address
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This page will differ for different models. Below is a sample page obtained from Vigor
2910VGi. The selection of Loop through and Backup Phone Number is only available for

2910VGi model.

VolIP == DialPlan Setup

Phone Book Index No. 1

Enable
Phane Mumber B85
Display Name david
SIP URL o @|iptel.arg
Dial Qut Account Default v
Loop through Mane [+
Backup Phone Number
[ 0K ] [ Clear l [ Cancel ]
Enable Click this to enable this entry.

Phone Number

Display Name

SIP URL
Dial Out Account

Loop through

Backup Phone Number

Vigor2910 Series User's Guide

The speed-dial number of this index. This can be any number
you choose, using digits 0-9 and * .

The Caller-1D that you want to be displayed on your friend’s
screen. This let your friend can easily know who’s calling
without memorizing lots of SIP URL Address.

Enter your friend’s SIP Address

Choose one of the SIP accounts for this profile to dial out. If
caller and callee do not use the same SIP server, sometimes,
the VolP phone call connection may not succeed. By using the
specified dial out account, the successful connection can be
assured.

Dial Qut Account Default

For the model of Vigor 2910V Gi, the selection should be as
the following:

Loop through Mone |+

Moaore

When the VoIP phone is obstructs or the Internet breaks down
for some reasons, the backup phone will be dialed out to
replace the VolP phone number. At this time, the phone call
will be changed from VolIP phone into PSTN call according to
the loop through direction chosen. Note that, during the phone
switch, the blare of phone will appear for a short time. And
when the VVolP phone is switched into the PSTN phone, the
telecom co. might charge you for the connection fee. Please
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Digit Map

type in backup phone number (PSTN number) for this VVolP
phone setting.

For the convenience of user, this page allows users to edit prefix number for the SIP account
with adding number, stripping number or replacing number. It is used to help user having a
quick and easy way to dial out through VolIP interface.

VolP == DialPlan Setup

Digit Map Setup

# Enable Match Prefix

1 03
886

ra
3]

Oo0OoOoogooaon

17

18

19

20

O0Oooaod

Mode OP Mumber Min Len Max Len Interface
Replace »| 3863 7 9 hd
Strip | |BER 7 =] ¥

1. Min Len and Max Len should be between 0~Z25.

Note:

Enable
Match Prefix

Mode

DrayTek

2, wildcard '?' is supported.

[ Ok ] [ Cancel ]

Check this box to invoke this setting.

The phone number set here is used to add, strip, or replace the
OP number.

None - No action.

Add - When you choose this mode, the OP number will be
added with the prefix number for calling out through the
specific VoIP interface.

Strip - When you choose this mode, the OP number will be
deleted by the prefix number for calling out through the
specific VoIP interface. Take the above picture (Prefix Table
Setup web page) as an example, the OP number of 886 will be
deleted completely for the prefix number is set with 886.
Replace - When you choose this mode, the OP number will be
replaced by the prefix number for calling out through the
specific VoIP interface. Take the above picture (Prefix Table
Setup web page) as an example, the prefix number of 03 will
be replaced by 8863. For example: dial number of
“031111111” will be changed to “88631111111” and sent to
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OP Number

Min Len

Max Len

Interface

3.11.2 SIP Accounts

In this section, you set up your own SIP settings. When you apply for an account, your SIP
service provider will give you an Account Name or user name, SIP Registrar, Proxy, and
Domain name. (The last three might be the same in some case). Then you can tell your folks
your SIP Address as in Account Name@ Domain name

SIP server.
Mode

Replace

The front number you type here is the first part of the account
number that you want to execute special function (according
to the chosen mode) by using the prefix number.

Set the minimal length of the dial number for applying the
prefix number settings. Take the above picture (Prefix Table
Setup web page) as an example, if the dial number is between
7 and 9, that number can apply the prefix number settings
here.

Set the maximum length of the dail number for applying the
prefix number settings.

Choose the one that you want to enable the prefix number
settings from the saved SIP accounts. Please set up one SIP
account first to make this interface selection available. (

As Vigor VoIP Router is turned on, it will first register with Registrar using
AuthorizationUser@Domain/Realm. After that, your call will be bypassed by SIP Proxy to
the destination using AccountName@Domain/Realm as identity.

VolP == SIP Accounts

SIP Accounts List

Index Profile Domain/Realm Proxy A;g?#;t Ring Port Status
dawid iptel.org iptel.org 2201 Mwoir1 [volrPz ISDH -

1S9 10 = e I =

NAT Traversal Setting

Index

Vigor2910 Series User's Guide

STUM sarvear:
External IP:

SIP PING interval:

change_me  [wvoIr1 [wvoirz [1sDM -
changa_me  [Owoir1 [Jvoirz [J15DM =
change_me  [Owoip1 [Jvoirz [J1SDM -
change_me  [Jvoipl [wvoipz [J15DM =
change_me  [JvoIPl [JwvoiPz [J1SDM -

R: success registered on SIF server
- fail to register an SIP server

stun.fwdnet. net

180 sec

Click this link to access into next page for setting SIP account.
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Profile

Domain/Realm

Proxy

Account Name
Ring Port

STUN Server
External IP

SIP PING interval

Status

Display the profile name of the account.

Display the domain name or IP address of the SIP registrar
server.

Display the domain name or IP address of the SIP proxy
server.

Display the account name of SIP address before @.
Specify which port will ring when receiving a phone call.
Type in the IP address or domain of the STUN server.
Type in the gateway IP address.

The default value is 150 (sec). It is useful for a Nortel server
NAT Traversal Support.

Show the status for the corresponding SIP account. R means
such account is registered on SIP server successfully. — means
the account is failed to register on SIP server.

Click any index number to access into the following page for configuring the SIP account.

VoIP == SIP Accounts

SIP Account Index Neo. 1
ITSP
Profile Mame
Register via
SIP Port
Domain/REealm

Proxy

self-define W
{11 char max.)
Mone v [J call without Registration
5060
(63 char max.)
(63 char max.)

[J&ct as outhound proxy

Display Marme

Account Mumber/Mame
[0 suthentication 1D
Pazswaord

Expiry Time

MAT Traversal Support
Ring Port

Ring Pattern

ITSP

DrayTek

{23 char max.)
change_me (63 char max.)
(63 char max.)
{653 char max.)

1 hour |+ sec
Mone W
Oworry [Cwoirz [11SDM
1w

[ Ok, ] [ Cancel ]

It is a collection for presetting the ITSP SIP server
information. It can reduce the setting effort for a user.

Simply choose one of the profiles, then you'll found some
items would be filled with necessary values already.
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Profile Name

Register via

SIP Port

Domain/Realm

Proxy

Act as Outbound Proxy
Display Name

Account Number/Name

Vigor2910 Series User's Guide

ITSP elf-define v

T-Online

181

Sipgate
Freenet

(S

Lycos

AOL
AOLET-COM
Bluesip
Dehitel

Lidl %alP
Monduno
Mikotel
Feppphone
Furtel.com
QAsC
simply-connect
Sip-Home

Assign a name for this profile for identifying. You can type
similar name with the domain. For example, if the domain
name is draytel.org, then you might set draytel-1 in this field.

If you want to make VolP call without register personal
information, please choose None and check the box to achieve
the goal. Some SIP server allows user to use VolIP function
without registering. For such server, please check the box of
Call without Registeration. Choosing Auto is recommended.
The system will select a proper way for your VolIP call.

Reqgister via Mone v

Set the port number for sending/receiving SIP message for
building a session. The default value is 5060. Your peer must
set the same value in his/her Registrar.

Set the domain name or IP address of the SIP Registrar server.

Set domain name or IP address of SIP proxy server. By the
time you can type:port number after the domain name to
specify that port as the destination of data transmission (e.g.,
nat.draytel.org:5065)

Check this box to make the proxy acting as outbound proxy.

The caller-1D that you want to be displayed on your friend’s
screen.

Enter your account name of SIP Address, e.g. every text
before @.
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Authentication ID

Password

Expiry Time

NAT Traversal Support

Ring Port

Ring Pattern

Check the box to invoke this function and enter the name or
number used for SIP Authorization with SIP Registrar. If this
setting value is the same as Account Name, it is not necessary
for you to check the box and set any value in this field.

The password provided to you when you registered with a SIP
service.

The time duration that your SIP Registrar server keeps your
registration record. Before the time expires, the router will
send another register request to SIP Registrar again.

If the router (e.g., broadband router) you use connects to
internet by other device, you have to set this function for your
necessity.

MAT Traversal Support  |Mone %

None — Disable this function.

Stun — Choose this option if there is Stun server provided for
your router.

Manual — Choose this option if you want to specify an
external IP address as the NAT transversal support.

Nortel — If the soft-switch that you use supports nortel
solution, you can choose this option.

Set VoIP1, VoIP 2 or ISDN as the default ring port for this
SIP account. If you choose either VoIP1 or VolP2, the ISDN
selection will be dimmed, vice versa.

Choose a ring tone type for the VVolP phone call.

Ring Pattern

Below shows successful SIP accounts for your reference.

DrayTek
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WolP == SIP Accounts

SIP Accounts List

Index Profile
1 draytek_1
2 IPTEL
3 Seedhet
1
3
&

Domain/Realm

draytel.org
iptel.arg

seednet.net.tw 139.175.232.13

Proxy

draytel.org
iptel.arg

Account
MName

813177
kevin_yu
070901002
change_rme
change_me

change_me

FlvaoIr1

YoIPl
vaoir1
Ovoir1
Owair1
Ovoir1

Ring Port

CvaIpz

voIPz |

#lvoIpz
Ovaoipz
Owaipz
Ovoipz

ISON
ISDN
ISDN
Oison
1sonH
O1son

Status

R: success registered on SIP server
- fail to register on SIP server

NAT Traversal Setting
STUMN server: stun. fwdnet. net
External IP:

SIP PING interval: 150

Sec

3.11.3 Phone Settings

This page allows user to set phone settings for VolP 1 and VVolP 2 respectively.

VolP => Phone Settings

Phone List
Gain Default SIP
Index Port Call feature Codec Tone (Mic/Speaker) Account DTMF Relay
y FxS User
1 1 G.7294/B D) 5/5 InBand
FxS User
z 5 G.7294/B Defined 5/5 InBand
User
3 ISDN G.7204/8 L ol 5/G InBand
RTP
[ symmetric RTP
Dynarmic RTP port start 10050
Dynamic RTP part end 15000
RTP TOS IP precedence 5 v
Phone List Port — There are three phone ports provided here for you to
configure.

Call feature — A brief description for call feature will be
shown in this field for your reference.

Codec — The default Codec setting for each port will be
shown in this field for your reference. You can click the
number below the Index field to change it for each phone port.
Tone - Display the tone settings that configured in the
advanced settings page of Phone Index.

Gain - Display the volume gain settings for Mic/Speaker that
configured in the advanced settings page of Phone Index.
Default SIP Account — “draytel_1" is the default SIP account.
You can click the number below the Index field to change SIP
account for each phone port.
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DTMF Relay — Display DTMF mode that configured in the
advanced settings page of Phone Index.

Symmetric RTP — Check this box to invoke the function. To
make the data transmission going through on both ends of
local router and remote router not misleading due to IP lost
(for example, sending data from the public IP of remote router
to the private IP of local router), you can check this box to
solve this problem.

Dynamic RTP port start - Specifies the start port for RTP
stream. The default value is 10050.

Dynamic RTP port end - Specifies the end port for RTP
stream. The default value is 15000.

RTP TOS - It decides the level of VoIP package. Use the
drop down list to choose any one of them.

Manual

IP precedence 1

IP precedence 2

IP precedence 3

IP precedence 4

IP precedence &

IP precedence B

IP precedence 7

AF Class? (Low Drop)

AF Class1 (Medium Drop)

AF Class1 (High Drop)

AF Class2 (Low Drop)

AF Class2 (Medium Drop)

AF Class2 (High Drop)

AF Class3 (Low Drop)
{
(
{
{
{

AF Class3 (Medium Drop)
AF Class3 (High Drop)
AF Classd (Low Drop)
AF Classd (Mediurm Drop)
AF Class4 (High Drop)

EF Clazs
RTP TOS MWlanual v
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Detailed Settings for VoIP 1 and 2

Click the number 1 or 2 link under Index column, you can access into the following page for

configuring Phone settings.

VolP == Phone Settings

Phone Index No.1
Call feature

:LlHatline
[ session Timer 3600
[J T.38 Fax Function

Call Forwarding disable ¥
SIP UREL
Tirme Out 30 sec

[ oMD{Do Mot Disturb) Mode
Index{1-15) in Schedule Setup:

Codecs

Prefer Codec G.729A/8 (Bkbps) +
sac [ single Codec

Packet Size 20ms v

Yoice Active Detector Off »

Default SIP Account 1-792

[0 Play dial tone only when account registered

Default Call Route

Note: Action and Idle Timeout settings will

be ignored.

Index{1-60) in Phone Book as Exception List:

[ cLIR ¢hide caller 10}
[ call waiting
[ call Transfer

O To 1SDN: Dial [# far YoIP
@ To voIP: Dial |# for 1SDN
[ Ok ] [ Cancel ] [ Advanced ]

Hotline

Session Timer

T.38 Fax Function

Call Forwarding

DND (Do Not Disturb)
mode

Vigor2910 Series User's Guide

Check the box to enable it. Type in the SIP URL in the field
for dialing automatically when you pick up the phone set.

Check the box to enable the function. In the limited time that
you set in this field, if there is no response, the connecting call
will be closed automatically.

If the remote end also supports FAX function, you can check
this box to enable this function.

There are four options for you to choose. Disable is to close
call forwarding function. Always means all the incoming calls
will be forwarded into SIP URL without any reason. Busy
means the incoming calls will be forwarded into SIP URL
only when the local system is busy. No answer means if the
incoming calls do not receive any response, they will be
forwarded to the SIP URL by the time out.

Call Farwarding disahl

no answer

SIP URL - Type in the SIP URL (e.g., aaa@draytel.org or
abc@iptel.org) as the site for call forwarded.

Time Out — Set the time out for the call forwarding. The
default setting is 30 sec.

Set a period of peace time without disturbing by VolP phone
call. During the period, the one who dial in will listen busy
tone, yet the local user will not listen any ring tone.
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Call Waiting

Call Transfer

Prefer Codec

Default SIP Account

DrayTek

Index (1-15) in Schedule - Enter the index of schedule
profiles to control the DND mode according to the
preconfigured schedules. Refer to section 3.5.2 Schedule for
detailed configuration.

Index (1-60) in Phone Book - Enter the index of phone book
profiles. Refer to section 3.10.1 DialPlan — Phone Book for
detailed configuration.

Check this box to invoke this function. A notice sound will
appear to tell the user new phone call is waiting for your
response. Click hook flash to pick up the waiting phone call.

Check this box to invoke this function. Click hook flash to
initiate another phone call. When the phone call connection
succeeds, hang up the phone. The other two sides can
communicate, then.

Select one of five codecs as the default for your VolP calls.
The codec used for each call will be negotiated with the peer
party before each session, and so may not be your default
choice. The default codec is G.729A/B; it occupies little
bandwidth while maintaining good voice quality.

If your upstream speed is only 64Kbps, do not use G.711
codec. It is better for you to have at least 256Kbps upstream if
you would like to use G.711.

Prefer Codec G.711A Bdlkbps)  »
ERARIL
G.711A BaKbps)
G.7294/8 (BKbps)
(5.723 (5.4kbps)
(5.726 32 (32kbps)
Single Codec - If the box is checked, only the selected Codec
will be applied.

Packet Size-The amount of data contained in a single packet.
The default value is 20 ms, which means the data packet will
contain 20 ms voice information.

Packet Size

Voice Active Detector - This function can detect if the voice
on both sides is active or not. If not, the router will do
something to save the bandwidth for other using. Click On to
invoke this function; click off to close the function.

Yoice Active Detector Off

You can set SIP accounts (up to six groups) on SIP Account
page. Use the drop down list to choose one of the profile
names for the accounts as the default one for this phone
setting.
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Play dial tone only when account registered - Check this
box to invoke the function.

Default Call Route It determines the default direction for the call route of the
router.
To ISDN (for VolIP) - The router is set by using ISDN call.
To change ISDN call into VVolP call, please dial the character
in this field for transferring. The character that you can type
can be *, #, and 0~9.
To VolP (for ISDN) - The router is set by using VolIP call. To
change VolIP call into ISDN call, please dial the character in
this field for transferring. The character that you can type can
be *, #, and 0~9.

In addition, you can press the Advanced button to configure tone settings, volume gain,
MISC and DTMF mode. Advanced setting is provided for fitting the telecommunication
custom for the local area of the router installed. Wrong tone settings might cause
inconvenience for users. To set the sound pattern of the phone set, simply choose a proper
region to let the system find out the preset tone settings and caller ID type automatically. Or
you can adjust tone settings manually if you choose User Defined. TOn1, TOff1, TOn2 and
TOff2 mean the cadence of the tone pattern. TOn1 and TON2 represent sound-on; TOff1 and
TOff2 represent the sound-off.

VolIP == Phone Settings

Advance Settings >> Phone Index No.1

Tone Settings

Region |UK N Caller ID Type
Low Freq High Freq Ton1l Toff1 Ton?2 T off 2
(Hz) (Hz) {msec) {msec) {msec) (msec)
Dial tone

Ringing tone
Busy tone

Congestion tone

Volume Gain DTMF
Mic Gain(1-10) g DTMF mode InBand A
Speaker Gain{1-10) 5 Payload Type(rfc2833)
MISC
Dial Tone Power Level 27
Ring Frequency 25
[ Ok ] [ Cancel ]
Region Select the proper region which you are located. The common

settings of Caller ID Type, Dial tone, Ringing tone, Busy
tone and Congestion tone will be shown automatically on the
page. If you cannot find out a suitable one, please choose
User Defined and fill out the corresponding values for dial
tone, ringing tone, busy tone, congestion tone by yourself for
VolIP phone.
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Caller ID Type

Volume Gain

MISC

DTMF

DrayTek

Advance Settings => Phone Ind

Tone Settings

Region

Dia
Ringi
Bus
Congey

Volume G
Mic Gaing

Speaker

User Defined

Denmark
[taly
Germany
Metherlands
Fortugal
Sweden
Australia
Slovenia
Czech
Slovakia

o a

Also, you can specify each field for your necessity. It is
recommended for you to use the default settings for VolP
communication.

There are several standards provided here for displaying the
caller ID on the panel of the telephone set. Choose the one
that is suitable for the phone set according to the area of the
router installed. If you don’t know what standard that the
phone set supports, please use the default setting.

Caller ID Type | F3K_ETEI .~
. Toff 1 [ELNEE :
3 {msec) (LK)
0 FSk_BELLCORE (US/ALY
DTMF
200 OTMF (DK
DTMF [SEMLFIN
375 ] ]

Mic Gain (1-10)/Speaker Gain (1-10) - Adjust the volume of
microphone and speaker by entering number from 1- 10. The
larger of the number, the louder the volume is.

Dial Tone Power Level - This setting is used to adjust the
loudness of the dial tone. The smaller the number is, the
louder the dial tone is. It is recommended for you to use the
default setting.

Ring Frequency - This setting is used to drive the frequency
of the ring tone. It is recommended for you to use the default
setting.

InBand - Choose this one then the Vigor will send the DTMF
tone as audio directly when you press the keypad on the phone
OutBand - Choose this one then the Vigor will capture the
keypad number you pressed and transform it to digital form
then send to the other side; the receiver will generate the tone
according to the digital form it receive. This function is very
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Payload Type (rfc2833)

useful when the network traffic congestion occurs and it still
can remain the accuracy of DTMF tone.

SIP INFO- Choose this one then the Vigor will capture the
DTMF tone and transfer it into SIP form. Then it will be sent
to the remote end with SIP message.

DTMF mode InBand »
'InBand |

DutBand { RFCZ833)
alP INFO (zisca format)
alP INFO (nortel format)

Choose a number from 96 to 127, the default value was 101.
This setting is available for the OutBand (RFC2833) mode.

Detailed Settings for ISDN (available for VGi model only)

Click the number 3 link under Index column, you can access into the following page for

configuring Phone settings.

VolP == Phone Settings

ISDN
Codecs
Call feature
_ Prefer Codec G.725408 [Bkbps)
[ Hatline -
[0 single Caodec
i i 3500 .
[ Session Timer sec Packet Size 20ms ¥
. - Yoice Active Detectaor Off »
Call Forwarding disable hd
SIP URL Default SIP Account 1-297 v
Time Out 0 sec [0 play dial tane anly when account registered
[J oMD{Do Mat Disturb) Maode
Index(1-15) in Schedule Setup: FXO feature

MNote: sction and Idle Timeout settings will

be ignaored.

Index{1-607% in Phone Book as Exception List:

O CLIR ¢hide caller IDY

Hotline

Session Timer

ISDN Loop Through Ring
Port

Call Forwarding

Vigor2910 Series User's Guide

[ Enable ISOM to YoIP (On-Met) Calls
[ Enable voIP to ISDM (Off-Met) Calls

ISON Loop Through Ring Port

Only when Router M3SH mapping ring port is not set
then this will take effect.

® proadcast call O Fxsl O Fxs2

Check the box to enable it. Type in the SIP URL in the field
for dialing automatically when you pick up the phone set.

Check the box to enable the function. In the limited time that
you set in this field, if there is no response, the connecting call
will be closed automatically.

Click the radio button to specify which port will ring if MSN
mapping ring port (configured in ISDN>>General Setup) is
not set properly.

Broadcast call — Both FXS1 and FXS2 will ring.

FXS 1- Such port will ring.

FXS 2- Such port will ring.

There are four options for you to choose. Disable is to close
call forwarding function. Always means all the incoming calls
will be forwarded into SIP URL without any reason. Busy
means the incoming calls will be forwarded into SIP URL
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DND (Do Not Disturb)
mode

CLIR (hide caller ID)

Prefer Codec

DrayTek

only when the local system is busy. No answer means if the
incoming calls do not receive any response, they will be
forwarded to the SIP URL by the time out.
Call Forwarding disable bt

disable

ahways

busy
no answer

SIP URL - Type in the SIP URL (e.g., aaa@draytel.org or
abc@iptel.org) as the site for call forwarded.

Time Out — Set the time out for the call forwarding. The
default setting is 30 sec.

Set a period of peace time without disturbing by VolP phone
call. During the period, the one who dial in will listen busy
tone, yet the local user will not listen any ring tone.

Index (1-15) in Schedule - Enter the index of schedule
profiles to control the DND mode according to the
preconfigured schedules. Refer to section 3.5.2 Schedule for
detailed configuration.

Index (1-60) in Phone Book - Enter the index of phone book
profiles. Refer to section 3.10.1 DialPlan — Phone Book for
detailed configuration.

Check this box to hide the caller ID on the display panel of the
phone set.

Select one of five codecs as the default for your VolP calls.
The codec used for each call will be negotiated with the peer
party before each session, and so may not be your default
choice. The default codec is G.729A/B; it occupies little
bandwidth while maintaining good voice quality.

If your upstream speed is only 64Kbps, do not use G.711
codec. It is better for you to have at least 256Kbps upstream if
you would like to use G.711.

Prefer Codec G711A Bdkbps)  »

G.723 (5.4kbps)
G.726 32 (32kbps)

Single Codec - If the box is checked, only the selected Codec

will be applied.

Packet Size-The amount of data contained in a single packet.

The default value is 20 ms, which means the data packet will

contain 20 ms voice information.

Packet Size

Voice Active Detector - This function can detect if the voice
on both sides is active or not. If not, the router will do
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something to save the bandwidth for other using. Click On to
invoke this function; click off to close the function.

Yoice Active Detector Off »

Default SIP Account You can set SIP accounts (up to six groups) on SIP Account
page. Use the drop down list to choose one of the profile
names for the accounts as the default one for this phone
setting.

Play dial tone only when Check this box to invoke the function.
account registered

FXO Feature Enable ISDN to VoIP (On-Net) Calls — Check this box to
make all the outgoing calls from ISDN line to be forwarded to
receivers by Internet.

Enable VolP to ISDN (Off-Net) Calls —Check this box to
make all the incoming calls coming from Internet to be
forwarded to receivers by ISDN line.

In addition, you can press the Advanced button to configure tone settings, volume gain,
MISC and DTMF mode. Advanced setting is provided for fitting the telecommunication
custom for the local area of the router installed. Wrong tone settings might cause
inconvenience for users. To set the sound pattern of the phone set, simply choose a proper
region to let the system find out the preset tone settings and caller ID type automatically. Or
you can adjust tone settings manually if you choose User Defined. TOn1, TOff1, TOn2 and
TOff2 mean the cadence of the tone pattern. TOn1 and TON2 represent sound-on; TOff1 and
TOff2 represent the sound-off.

VolP == Phone Settings

Advance Settings == ISDN
Tone Settings
Region | User Defined v

Low Freq High Freq Tonl Toff 1 Ton2 T off 2

{Hz) (Hz} {msec) {msec) {msec) {msec)
Dial tone 350 440 o o ] ]
Ringing tone 400 450 400 200 400 2000
Busy tone 400 0 375 375 0 0
Congestion tone |0 0 ] ] 0 0
Volume Gain DTMF
Mic Gain{1-10) 5 DTMF maode InBand i

Speaker Gain{1-10)

(]

Payload Type(rfc2833)

MISC
Dial Tone Power Level 27
Authentication PIN Code Disallow VeolIP to ISDN Calls with the Following
Prefixes
[ check for ISDM to YoIP Calls|0000 O O
[ check far woIP to ISDM Calls|0000 O O
[ 0K ] [ Cancel ]
Region Select the proper region which you are located. The common

settings of Caller ID Type, Dial tone, Ringing tone, Busy
tone and Congestion tone will be shown automatically on the
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Volume Gain

MISC

Authentication PIN Code

DTMP

DrayTek

page. If you cannot find out a suitable one, please choose
User Defined and fill out the corresponding values for dial
tone, ringing tone, busy tone, congestion tone by yourself for
VolIP phone.
Advance Settings == ISDN
Tone Settings

Region | User Defined v

U|’< (l
. |US
DIt Denrmark
Ringilltaly 0
Germany
Bus|patherands 0
JPortugal
cungE'Sweden
Volume GAustralia
- A Slovenia
Mic Gaing Crech
Speaker (Slovakia

Also, you can specify each field for your necessity. It is
recommended for you to use the default settings for VolP
communication.

Mic Gain (1-10)/Speaker Gain (1-10) - Adjust the volume of
microphone and speaker by entering number from 1- 10. The
larger of the number, the louder the volume is.

Dial Tone Power Level - This setting is used to adjust the
loudness of the dial tone. The smaller the number is, the
louder the dial tone is. It is recommended for you to use the
default setting.

Check for ISDN to VolP Calls — Set a pin code for the router
to authenticate which one is allowed to dial ISDN to VolP call.
The figure that you can type in this field is limited from three
to eight with digits from zero to nine.

Check for VolP to ISDN Calls - Set a pin code for the router
to authenticate which one is allowed to dial VVoIP to ISDN call.
The figure that you can type in this field is limited from three
to eight with digits from zero to nine.

DTMF mode — There are four selections provided here:
InBand:Choose this one then the Vigor will send the DTMF
tone as audio directly when you press the keypad on the phone
OutBand: Choose this one then the Vigor will capture the
keypad number you pressed and transform it to digital form
then send to the other side; the receiver will generate the tone
according to the digital form it receive. This function is very
useful when the network traffic congestion occurs and it still
can remain the accuracy of DTMF tone.

SIP INFO: Choose this one then the Vigor will capture the
DTMEF tone and transfer it into SIP form. Then it will be sent
to the remote end with SIP message.
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Disallow VVolP to ISDN

Calls with the Following

Prefixes

3.11.4 Status

DTMF mode InBand v
InBand |

DutBand [ RFCZE33)
SIF INFO (cisco format)
SIF INFO inortel format)

Payload Type (rfc2833) - Choose a number from 96 to 127,
the default value was 101. This setting is available for the
OutBand (RFC2833) mode.

Set the prefix of the phone number to forbid the user dialing
through VolP to ISDN. All the phone number with the
prefix specified here will not be allowed to connect through
the router. If a user dials the number by force, the router will
disconnect it automatically. The figure that you can type in
this field is limited one to eleven with digits from zero to
nine.

On VolP call status, you can find codec, connection and other important call status for VVolP

1/2 ports.

VolP == Status

Status

Port Status Codec PeerID

FxS 1 [IDLE
FxS 2 IDLE
ISDML  IDLE
ISDM2  IDLE

Log

Date
(rrn—dd-yyyy)
oo-00- O

00-00-
00-00-
00-00-
00-00-
00-00-
00-00-
00-00-
00-00-
00-00-

oo ooooooo0o

Time

(hh:imm:ss)
ao:
oo
ao:
ao:
ao:
ao:
ao:
ao:
ao:
ao:

oo:
oo:
ao:
oo:
oo:
ao:
oo:
oo:
oo:
oo:

Refresh Seconds

Port
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oo
Qo
oo
oo
oo
oo
oo
oo
oo
oo

Refresh Seconds: |10 %

R

Elapse Tx Rx Rx In Out  Speaker

Jitter

{hh:mm:ss) Pkts Pkts Losts Calls Calls Gain

(ms)

00:00:00
00 00:00
00 00:00
00 00:00

[ Y e R e R

[ Y e R e R

[ e R e R e

[ e R e R e

u]
u]
u]
u]

[ e Y s R o |

LLa T e B A N T |

Duration In/Cut Peer ID
[hh:irmm: ss)
a0:00:00
ag:oo:oo
a0:00:00
ao:00:00
oo:=0oo0:00
a0:00:00
ao:00:00
oo:=0oo0:00
a0:00:00
ao:00:00

Specify the interval of refresh time to obtain the latest VolP
calling information. The information will update immediately
when the Refresh button is clicked.

Refresh Seconds @[ 10 ¥

It shows current connection status for the port of VoIP1,
VolIP2, ISDN1 and ISDN2. The ISDN1/2 appears only when
the router is equipped with ISDN interface. ISDN1 means B1
channel for the physical ISDN port; ISDN2 means B2 channel
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Status

Codec
PeerID

Connect Time
Tx Pkts

Rx Pkts

Rx Losts

Rx Jitter

In Calls

Out Calls
Speaker Gain
Log

3.12 ISDN

for the physical ISDN port. Be aware that ISDN1/2 port is
available for the users living in Europe and using Vigor
2910VGi only. For other V models, only the status for VolP1
and VolP2 will be shown in this page.

It shows the VVoIP connection status.

IDLE - Indicates that the VVolP function is idle.

HANG_UP - Indicates that the connection is not established
(busy tone).

CONNECTING - Indicates that the user is calling out.
WAIT_ANS - Indicates that a connection is launched and
waiting for remote user’s answer.

ALERTING - Indicates that a call is coming.
ACTIVE-Indicates that the VoIP connection is launched.

Indicates the voice codec employed by present channel.

The present in-call or out-call peer ID (the format may be IP
or Domain).

The format is represented as seconds.

Total number of transmitted voice packets during this
connection session.

Total number of received voice packets during this connection
session.

Total number of lost packets during this connection session.
The jitter of received voice packets.

The accumulating in-call times.

The accumulating out-call times.

The volume of present call.

Display logs of VolP calls.

ISDN means integrated services digital network that is an international communications
standard for sending voice, video, and data over digital telephone lines or normal telephone

wires.

Below shows the menu items of ISDN for i models.

ISDN
P General Setup
Pk Dialing to a Single ISP

# Dialing to Dual ISPs

P Virtual TA

Pk Call Control

DrayTek
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3.12.1 General Setup

This page provides some basic ISDN settings such as enabling the ISDN port or not, MSN
numbers and blocked MSN numbers, etc.

ISDN == General Setup

ISDN Setup

ISDM Port & Enable O Disahle Blocked MSMH numbers for the router
Country Code International v 1.

Own Mumber 2.

"Own Mumber' means that the router will tell the T,

remote end the ISDN number when it's placing an

outgoing call.

Index
1.

2.
3.

MSMN numbers for the router

4,
5.

Mapping to YoIP Ports:
OFxs1 OFxsz
COFxs1 OFxsz

OFxs1 [JFxsz

"MSMN Mumbers" means that the router is able to accept number-matched incoming calls. In addition,
MSHM service should be supported by the local ISDN network provider,

ISDN Port

Country Code

Own Number

Blocked MSN Numbers for the
router

MSN Numbers for the Router

Mapping to VolP Ports

Vigor2910 Series User's Guide

Ok ] [ Cancel l

Click Enable to open the ISDN port and Disable to close
it.

For proper operation on your local ISDN network, you
should choose the correct country code.

Enter your ISDN number. Every outgoing call will carry
the number to the receiver.

Enter the specified MSN number into the fields to
prevent the router from dialing the specific MSN
number.

MSN Numbers mean that the router is able to accept
only number-matched incoming calls. In addition, MSN
services should be supported by local ISDN network
provider. The router provides three fields for MSN
numbers. Note that MSN services must be acquired from
your local telecommunication operators. By default,
MSN function is disabled. If you leave the fields blank,
all incoming calls will be accepted without number
matching.

Check to specify ringing from FXS1 and/or FXS2 when
the router accepts the incoming calls by identifying MSN
number(s). If you do not specify any port in this field, the
ISDN loop through ring port will be determined by the
configuration in ISDN port in VolP>>Phone Settings.
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3.12.2 Dialing to a Single ISP

If you access the Internet via a single ISP, press this link.

ISDN == Dialing te a Single ISP

Single ISP
ISP Access Setup PPP/MP Setup
1SP Mame prima Link Type Dialup BOD hil
Dial Number ST PPP authentication |PAP or CHAP +

Idle Timeout 180 second(s)
Usernarme amor

IP Address Assignment Method {IPCP)
Password LTTITT] Fized IP

[J require ISP callback (CBCP)

O ¥es @ Mo (Dynamic IP)
Fized IP Address

Index(1-15% in Schedule Setup:

=

ISP Name

Dial Number
Username

Password

Require ISP Callback
(CBCP)

Scheduler (1-15)

Link Type

PPP Authentication

Idle Timeout

Fixed IP

DrayTek

Enter your ISP name.

Enter the ISDN access number provided by your ISP.
Enter the username provided by your ISP.

Enter the password provided by your ISP.

If your ISP supports the callback function, check this box to
activate the Callback Control Protocol during the PPP
negotiation.

Enter the index of schedule profiles to control the Internet access
according to the preconfigured schedules.

There are four link types: Link Disable, Dialup 64 Kbps, Dialup
128 Kbps, and Dialup BOD.

Link Disable - Disable the ISDN dial-out function.

Dialup 64Kbps - Use one ISDN B channel for Internet access.
Dialup 128Kbps - Use both ISDN B channels for Internet access.
Dialup BOD - BOD stands for bandwidth-on-demand. The router
will use only one B channel in low traffic situations. Once the
single B channel bandwidth is fully used, the other B channel will
be activated automatically through the dialup. For more detailed
BOD parameter settings, please refer to the Advanced Setup field
> Call Control and PPP/MP Setup.

PAP Only - Configure the PPP session to use the PAP protocol to
negotiate the username and password with the ISP.

PAP or CHAP - Configure the PPP session to use the PAP or
CHAP protocols to negotiate the username and password with the
ISP.

Idle timeout means the router will be disconnect after being idle for
a preset amount of time. The default is 180 seconds. If you set the
time to 0, the ISDN connection to the ISP will always remain on.

In most environments, you should not change these settings as
most ISPs provide a dynamic IP address for the router when it
connects to the ISP. If your ISP provides a fixed IP address, check
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Yes to invoke this function and enter the IP address in the field of
Fixed IP Address.

Fixed IP Address Type the IP address.

3.12.3 Dialing to Dual ISPs

If you have more than one ISP, press this link to configure two ISP dialup profiles. You will
be able to dial to both ISPs at the same time. This is mainly for those ISPs that do not
support Multiple-Link PPP (ML-PPP) function. In such cases, dialing to two ISPs can
increase the bandwidth utilization of the ISDN channels to 128kbps data speed.

ISDN == Dialing to Dual ISPs

Dual ISP
Common Settings PPP/MP Setup
1. Enable Dual ISPs Function Link Type Dialup BOD v
2. [ Rrequire ISP callback (CBCP) PPP suthentication |PAP or CHAP v
Idle Timeout 180 secand(s)
Primary ISP Setup Secondary ISP Setup
ISP MName prima ISP Marne dingo
Dial Murnber 9834737 Dial Murnber 5849343
Username amar Username amor
Passwaord sssses Passwaord ssual
IP Address Assignment Method {IPCP) IP Address Assignment Method {IPCP)
Fixed IP O ves @ Mo (Dynamic IP) | Fized IP O ves @ Mo (Dynamic IP)
Fixed IP Address Fixed IP Address

Most configuration parameters are the same as those of the previous part. This screen
provides a checkbox to enable the Dual ISPs function and adds the secondary ISP Setup
section field. Check the corresponding box and enter the second ISP information. About the
details please refer to the descriptions of the previous part.

3.12.4 Virtual TA

Virtual TA means the local hosts or PCs in the network that uses popular CAPI-based
software such as RVS-COM or BVRP to access the router as a local ISDN TA for sending or
receiving FAX messages over the ISDN line. Basically, it is a client/server network model.
The built-in Virtual TA server handles the establishment and release of connections. The
Virtual TA client, which is installed on the local hosts or PCs, creates a CAPI-based driver to
relay all CAPI messages between the applications and the router CAPI module. Before
describing the configuration of Virtual TA in the Vigor routers, please notice the following
limitations.

® The Virtual TA client only supports Microsoft™ Windows 98/SE/2000/XP platforms.

® The Virtual TA client only supports the CAPI 2.0 protocol and has no built-in FAX
engine.

® One ISDN BRI interface has two B channels. The maximum number of active clients is
also two.

® Before you configure the Virtual TA, you must set the correct country code.
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VTA application

o

Internet

CAPl aver TCP/IP
Ethernet LAN

-

PC within CAPI-basod
application

FAX Machine

Vigor Router

ISDN TA

Virtual
Server

As depicted in the above application scenario, the Virtual TA client can make an outgoing
call or accept an incoming call to/from a peer FAX machine or ISDN TA, etc.

Before describing the configuration of Virtual TA in the Vigor routers, please heed the
following limitations.

® The Virtual TA client only supports Microsoft™ Windows 98/SE/2000/XP platforms.

® The Virtual TA client only supports the CAPI 2.0 protocol and has no built-in FAX
engine.

® One ISDN BRI interface has two B channels. The maximum number of active clients is
also 2.

® Before you configure the Virtual TA, you must set the correct country code in ISDN
Setup.

ISODN == Virtual TA

Virtual TA Setup
virtual Ta Server . @& Enable O Disahle

Virtual TA Users Profiles

Username Password MSN1 MSN2 MSN3 Active
1. | | | | | | | O
2. | | | | | | || | O
3. | | | | | | || | O
1. | | | | | | | | O
5. | | | || | | || | O
Virtual TA Server Enable: Select it to activate the server.

Disable: Select it to deactivate the server. All Virtual TA
applications will be terminated.

Virtual TA User Profiles ~ Username - Enter the username of a specific client.
Password - Enter the password of a specific client.
MSN 1/2/3 - MSN stands for Multiple Subscriber Number. It
means you can apply to more than one ISDN lines number over
a single subscribed line. Note that the service must be acquired
from your telecom. Specify the MSN numbers for a specific
client. If you have no MSN services, leave this field blank.
Active - Check it to enable the client to access the server.
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Install a Virtual TA Client

1. Insert the CD-ROM bundled with your Vigor router. Find VTA Client tool in the
Utility menu and click on the Install button.

2. Follow the on-screen instructions of the installer. The last step will ask you to restart
your computer. Click OK to restart your computer.

3. After the computer restarts, you will see a VT icon in the taskbar (usually in the
bottom-right of the screen, near the clock) as shown below.

When the icon text is GREEN, the Virtual TA client is connected to the Virtual TA server and
you can launch your CAPI-based software to use the client to access the router. If the icon
text is RED, it means the client has lost the connection to the server. This time, please check
the physical Ethernet connection.

(2300 2s3pv | EBEE 251PM

Configure a Virtual TA Client/ Server

Since the Virtual TA application is a client/server network model, you must configure it on
both ends to run properly your Virtual TA application.

By default, the Virtual TA server is enabled and the Username/Password fields are left blank.
Any Virtual TA client may login to the server. Once a single Username/Password field has
been filled in, the Virtual TA server will only allow clients with a valid Username/Password
to login. The screen of Virtual TA configuration is presented below.

User Profile

Note that creating a single user access account will limit the access to the Virtual TA server
to only the specified account holders.

Assume you did not acquire any MSN service from your ISDN network provider.

On the server - Click Virtual TA (Remote CAPI) Setup link, and fill in the Username and
Password fields. Check the Active box to enable the account.

Virtual TA Users Profiles
Username Password MSN1 MSN2 MSN3

1. |alan [ TT1T]

On the client - Right-click the mouse on the VT icon. The following pop-up menu will be
shown.

Aoata Hun
Monauto Bun

Wirtual TA Login
Search Server

Exit

IO0F. E FOTE I ||
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Click the Virtual TA Login tab to launch the login box.

¥irtual TA Login |

Usger Mame: [alan

B

Pazsword

Cancel |

Enter the Username/Password and then click OK. After a short time, the VT icon text will
turn green.

MSN Configuration

If you have applied to an MSN number service, the Virtual TA server can assign which client
has the specified MSN number. When an incoming call arrives, the server will inform the
appropriate client. Now we set an example to describe the configuration of the MSN number.

Suppose that you could assign the MSN number 123 to the client “alan”.

Virtual TA Users Profiles
Username Password MSHN1 MSN2 MSN3 Active

1. alan TIT) 123

[l

Type the specified MSN number in the CAPI-based software. When the Virtual TA server
sends an alert signal to the specified Virtual TA client, the CAPI-based software will also
receive the action, the software will not accept the incoming call.
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3.12.5 Call Control

Some applications require that the router (only for the ISDN models) be remotely activated,
or be able to dial up to the ISP via the ISDN interface. Vigor routers provide this feature by
allowing user to make a phone call to the router and then ask it to dial up to the ISP.
Accordingly, a teleworker can access the remote network to retrieve resources. Of course, a
fixed IP address is required for WAN connection and some internal network resource has to
be exposed for remote users, such as FTP, WWW.Please set Dialing to a Single ISP first
before configuring this web page.

ISDHN == Call Control

Call Control Setup

Dial Retry 0 tirmes Remote Activation 1,
Dial Delay Interval 0 second(s) 2,
3.
4,

PPP/MP Dial-Out Setup

Basic Setup Bandwidth On Demand {BOD} Setup

Link Type Dialup BOD “ High Water Mark 7000 cps

PPP authentication FAF or CHAP » High Water Time 30 secondis)

TCP Header Compression Mone v Low Water Mark E000 cps

Idle Timeout 180 second(s) | Low Wwater Time a0 secand(s)
Dial Retry It specifies the dial retry counts per triggered packet. A

triggered packet is the packet whose destination is outside the
local network. The default setting is no dial retry. If set to 5,
for each triggered packet, the router will dial 5 times until it is
connected to the ISP or remote access router.

Dial Delay Interval It specifies the interval between dialup retries. By default, the
interval is 0 second.

Remote Activation It specifies a phone number in the Remote Activation field to
enable the remote activation function. If the router accepts a
call from the number 12345678, it will terminate the incoming
call immediately and dial to the ISP.

Link Type Because ISDN has two B channels (64Kbps/per channel), you
can specify whether you would like to have single B channel,
two B channels or BOD (Bandwidth on Demand). Four
options are available: Link Disable, Dialup 64Kbps, Dialup
128Kbps, Dialup BOD.

Link Type Dialup BOD hd

Link Disable
Dialup B4kbps
Dialup 128Khps
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PPP Authentication

TCP Header Compression

Idle Timeout

High Water Mark and
High Water Time

Low Water Mark and Low

Water Time

It specifies the PPP authentication method for PPP/MP
connections. Normally you can set it to PAP/CHAP for better
compatibility.

VVJ Compression - It is used for TCP/IP protocol header
compression. Normally it is set to None to improve bandwidth
utilization.

TCP Header Caompression Mone w

More

W) COMP |

Because our ISDN link type is “Dial On Demand”, the
connection will be initiated only when needed.

BOD stands for bandwidth-on-demand for Multiple-Link
PPP (ML-PPP or MP). High Water Mark/ High Water
Time/ Low Water Mark/Low Water Time parameters are
applied when you set the Link Type to Dialup BOD. The
ISDN usually uses one B channel to access the Internet or
remote network when you choose the Dialup BOD link type.
The router will use the parameters here to decide on when
you activate/drop the additional B channel. Note that cps
(characters-per-second) measures the total link utilization.

These parameters specify the situation in which the second
channel will be activated. With the first connected channel, if
its utilization exceeds the High Water Mark and such a
channel is being used over the High Water Time, the
additional channel will be activated. Thus, the total link
speed will be 128kbps (two B channels).

These parameters specify the situation in which the second
channel will be dropped. In terms of the two B channels, if
their utilization is under the Low Water Mark and these two
channels are being used over the High Water Time, the
additional channel will be dropped. As a result, the total link
speed will be 64kbps (one B channel).

Note: If you are not sure whether your ISP can support BOD and/or ML-PPP’s features,
please seek assistance from your ISP, local dealers or our website:

support@draytek.com.

DrayTek
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3.13 Wireless LAN

This function is used for G models only.

3.13.1 Basic Concepts

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor G model, a.k.a. Vigor wireless router, is
designed for maximum flexibility and efficiency of a small office/home. Any authorized
staff can bring a built-in WLAN client PDA or notebook into a meeting room for conference
without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN enables high
mobility so WLAN users can simultaneously access all LAN facilities just like on a wired
LAN as well as Internet access.

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard IEEE 802.11g protocol. To boost its performance further, the Vigor Router is also
loaded with advanced wireless technology Super G ™ to lift up data rate up to 108 Mbps*.
Hence, you can finally smoothly enjoy stream music and video.

Note: * The actual data throughput will vary according to the network conditions
and environmental factors, including volume of network traffic, network
overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an
Access Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will
share the same Internet connection via Vigor wireless router. The General Settings will set
up the information of this wireless network, including its SSID as identification, located
channel etc.

SSID: Draytek
Channel: 6
Mode: WEP only

192.168.1.2 192.168.1.1

L

Security Overview

Real-time Hardware Encryption: Vigor Router is equipped with a hardware AES
encryption engine so it can apply the highest protection to your data without influencing user
experience.

Complete Security Standard Selection: To ensure the security and privacy of your wireless
communication, we provide several prevailing standards on market.
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WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA(Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK),
and WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies
AES. The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very
flexible and can support multiple secure connections with both WEP and WPA at the same

time.
Example 1
SSID: Draytek
Channel: 6
Mode: WEP or WPA/PSK
wpa only
PSK: cfgs0al2
Key 1: AB312
WEP WPA
Key1:AB312 PSK: cfgs0al2
. 1 I
Example 2

SSID: Draytek
Channel: 6
Mode: WPA/PSK only
WPA2 only

Pre-shared key: cigs0al2z

WPA2
WEP WPE PSK: cfgs0al2
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Example 3

SSID: Draytek
Channel: 6
Mode: WPA+-WPA2

9 N -

RADIUS 192.168.1.1
192.168.1.2

Separate the Wireless and the Wired LAN- WLAN Isolation enables you to isolate your
wireless LAN from wired LAN for either quarantine or limit access reasons. To isolate
means neither of the parties can access each other. To elaborate an example for business use,
you may set up a wireless LAN for visitors only so they can connect to Internet without
hassle of the confidential information leakage. For a more flexible deployment, you may add

filters of MAC addresses to isolate users’ access from wired LAN.

Manage Wireless Stations - Station List will display all the station in your wireless
network and the status of their connection.

Below shows the menu items for Wireless LAN.

Wireless LAN
M General Setup
F Security
F Access Control
FWDS

* AP Discovery

P Station List

* Station Rate Control
* Web Portal Log-in
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3.13.2 General Settings

By clicking the General Settings, a new web page will appear so that you could configure
the SSID and the wireless channel. Please refer to the following figure for more information.

Wireless LAN >> General Setup

General Setting { IEEE 802.11 )

Enahle wireless LaM
Mode : Wixed(11b+11g) h

Index{1-15} in
Schedule Setup:

SSID default

Channel ; Channel &6, 2437MHz  +
Note: If SuperG mode is enabled, channel is fized at &,

[0 Hide ssID
[ Long Preamble

Hide SSID : prevent SSID from being scanned.
Long Preamble : necessary for some older 802.11b devices only (lowers performance).

[ Ok ] [ Cancel ]
Enable Wireless LAN Check the box to enable wireless function.
Mode Select an appropriate wireless mode.

Mixed (11b+11g+SuperG) - The radio can support
IEEE802.11b, IEEE802.11g and SuperG protocols
simultaneously.

Mixed (11b+11g) - The radio can support both
IEEE802.11b and IEEE802.11g protocols simultaneously.
SuperG - The radio only supports SuperG.

11g only - The radio only supports IEEE802.11g.

11b only - The radio only supports IEEE802.11b.

Mode : Mixed(TTh+11g) v

SuperG Only '
11g Only
11b Only

Index (1-15) Set the wireless LAN to work at certain time interval
only. You may choose up to 4 schedules out of the 15
schedules pre-defined in Applications >> Schedule
setup. The default setting of this filed is blank and the
function will always work.

SSID The default SSID is "default”. We suggest you change it
to a particular name. It is the identification of the wireless
LAN. SSID can be any text numbers or various special
characters.

Channel The channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the

Dray Tek 174 Vigor2910 Series User's Guide



Hide SSID

Long Preamble

Vigor2910 Series User's Guide

selected channel is under serious interference.
Channel : Channel 6, 2437 MHz

Channel 1, 2412MHz
Channel 2, 2417 MHz
Channel 3, 2422MHz
Channel 4, 2427 MHz
Channel &, 2432MHz
‘Channel B, 2437 MHz
Channel 7, 2442MHz
Channel 8, 2447 MHz
Channel 9, 2452MHz
Channel 10, 2457 hHz
Channel 11, 2462MHz
Channel 12, 2467 MHz
Channel 13, 247 2hHz

Check it to prevent from wireless sniffing and make it
harder for unauthorized clients or STAs to join your
wireless LAN. Depending on the wireless utility, the user
may only see the information except SSID or just cannot
see any thing about Vigor wireless router while site
surveying.

This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync filed instead of long preamble
with 128 bit sync field. However, some original 11b
wireless network devices only support long preamble.
Check it to use Long Preamble if needed to
communicate with this kind of devices.
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3.13.3 Security

By clicking the Security Settings, a new web page will appear so that you could configure
the settings of WEP and WPA.

Wireless LAN >> Security Settings

Security Settings

Mode WEP Only “

Set up RADIUS Server if 802.1x% is enabled.
WPA:
Type: Mized{WPA+WPAZ) WRAZ Only

Pre-Shared Key(PSK)

Type B~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs0laz..." or "Ox655abod. ... ",
WEP:
Encryption Mode: B4-Bit v
Use WEP Key
Okey 1
@ Key 2 ————
Crey 3

COkey 4

For 64 bit WEP key
Type 5 ASCII character or 10 Hexadecimal digits leading by "0x", for example "AB312" or
"0x4142333132",

For 128 bit WEP key

Type 13 ASCII character or 26 Hexadecimal digits leading by "0x", for example
"0123456789%abc" or "0x30313233343536373839414243",

Mode There are several modes provided for you to choose.

DrayTek

Mode @ WWEF Oinly hd

WYPAMBDZ 1 Only

Disable - Turn off the encryption mechanism.

WEP Only - Accepts only WEP clients and the
encryption key should be entered in WEP Key.
WEP/802.1x Only - Accept WEP clients with 802.1x
authentication. Since the key will be auto-negotiated
during authentication, the field of key setting below will
be not available for input.

WEP or WPA/PSK - Accepts WEP and WPA clients
with legal key accordingly. Only Mixed (WPA+WPAZ2)
is applicable if you select WPA/PSK.

WEP/802.1x or WPA/802.1x - Accept WEP or WPA
clients with 802.1x authentication. Only
Mixed(WPA+WPAZ2) is applicable if you select
WPA/PSK. Since the key will be auto-negotiated during
authentication, the field of key setting below will be not
available for input.

WPA/PSK Only - Accepts WPA clients and the
encryption key should be entered in PSK. Remember to
select WPA type to define either Mixed or WPA2 only in
the field below.

WPA/802.1x Only - Accept WPA clients with 802.1x
authentication. Remember to select WPA type to define
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WPA

WEP

Vigor2910 Series User's Guide

either Mixed or WPA2 only in the field below. Since the
key will be auto-negotiated during authentication, the
field of key setting below will be not available for input.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK entered manually in this
field below or automatically negotiated via 802.1x
authentication.

Type - Select from Mixed (WPA+WPA2) or WPA2 only.
Pre-Shared Key (PSK) - Either 8~63 ASCII characters,
such as 012345678..(or 64 Hexadecimal digits leading by
0x, such as "0x321253abcde...").

64-Bit - For 64 bits WEP key, either 5 ASCII characters,
such as 12345 (or 10 hexadecimal digitals leading by 0x,
such as 0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCI|I
characters, such as ABCDEFGHIJKLM (or 26
hexadecimal digits leading by 0x, such as
0x4142434445464748494A4BACAD).

Encryption Mode: Bd-Bit  +

All wireless devices must support the same WEP
encryption bit size and have the same key. Four keys can
be entered here, but only one key can be selected at a
time. The keys can be entered in ASCII or Hexadecimal.
Check the key you wish to use.
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3.13.4 Access Control

For additional security of wireless access, the Access Control facility allows you to restrict
the network access right by controlling the wireless LAN MAC address of client. Only the
valid MAC address that has been configured can access the wireless LAN interface. By
clicking the Access Control, a new web page will appear, as depicted below, so that you
could edit the clients' MAC addresses to control their access rights.

Wireless LAN == Access Control

Access Control

Enable Access Control

| Setto Factory Default |

Palicy : Activate MAC address filter »
MAC Address Filter
Index Attribute MAC Address

Client's MAC Address @
Attribute :
[ =: 1salate the station from LaN

[ Add | [ Delete | [ Edit

] [ Cancel

[ ok | [ clearan |

Enable Access Control
Policy

MAC Address Filter

Attribute

Add
Delete
Edit

Cancel

DrayTek

Select to enable the MAC Address access control feature.

Select to enable any one of the following policy. Choose
Activate MAC address filter to type in the MAC
addresses for other clients in the network manually.
Choose Isolate WLAN from LAN will separate all the
WLAN stations from LAN based on the MAC Address
list.

Palicy Activate MAC address filter »
Activate | =

Islte W r

Display all MAC addresses that are edited before. Four
buttons (Add, Remove,

Client’s MAC Address - Manually enter the MAC
address of wireless client.

s - select to isolate the wireless connection of the wireless
client of the MAC address from LAN.

Add a new MAC address into the list.
Delete the selected MAC address in the list.
Edit the selected MAC address in the list.

Give up the access control set up.
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OK Click it to save the access control list.
Clear All Clean all entries in the MAC address list.

3.13.5 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points
(AP) wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANS through the air.
®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

>
& u,
.e,Q? v )\ 06‘
. R
\'\O% \;\o. “.?‘ \9@

.‘." ‘\A
\4"/;‘ .......................... |
if Nk

WDS Bridge Link I

LAN1 LAN2
The application for the WDS-Repeater mode is depicted as below:

v L

Host with Host with _ Hostwith
bridge Interface 1 repeater Interface bridge Interface 2
> A0 >

The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.
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In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.

Host with
bridge Interface 1

V

Host with
bridge Interface 3

Host with
bridge Interface 2

Click WDS from Wireless LAN menu. The following page will be shown.

Wireless LAN == WDS Settings

WIS Settings

Security:
Disable WER Pre-shared Key
WEP:
Use the same WEP key set in Security
Settings.
Encryption Mode
Key index
The key index is fired if the security mode is not
"WEP Only".
oy e

The key format is the same as the one used in
Security Settings.

Pre-shared Key:

Type : TKIP

Key

Type 8~63 ASCII characters or 64 hexadecimal

digits leading by "0x", for example "cfgs01az..." or

"Ox655abed.. "

| Setto Factory Default |

Bridge
Enable Pe

o
=
=
=
(o]
g
o
o
o
o
in

[R[R{R{EEE

DCIIEIEIE
CIIEIEIE
DCIIEIEIE
Oo000n
HN[RNENE

Note: Disable unused links to get better
performance.

Repeater

Enable Peer MAC addess

{ JL 1]
[IDEIEI[ID

Enable Disable

Status:

Send "Hello" message to peers.

Note: The status is valid only when the peer also
supparts this function.

ok ] |

Clear ] [ Cancel ]

Mode

Choose the mode for WDS setting. Disable mode will not

invoke any WDS setting. Bridge mode is designed to fulfill
the first type of application. Repeater mode is for the second

one.
Mode:

DrayTek

Disahle
Disable

Bridge
Fepeater
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Security

WEP

Settings

Pre-shared Key

Bridge

Repeater

Access Point Function

Status

Vigor2910 Series User's Guide

There are three types for security, Disable, WEP and
Pre-shared key. The setting you choose here will make the
following WEP or Pre-shared key field valid or not. Choose
one of the types for the router.

Check this box to use the same key set in Security Settings
page. If you did not set any key in Security Settings page,
this check box will be dimmed.

Encryption Mode - If you checked the box of Use the same
WEP key ..., you do not need to choose 64-bit or 128-bit as
the Encryption Mode. If you do not check that box, you can
set the WEP key now in this page.

Key Index - Choose the key that you want to use after
selecting the proper encryption mode.

Key - Type the content for the key.

Type 8 ~ 63 ASCII characters or 64 hexadecimal digits
leading by “0x”.

If you choose Bridge as the connecting mode, please type in
the peer MAC address in these fields. Six peer MAC
addresses are allowed to be entered in this page at one time.
Yet please disable the unused link to get better performance.
If you want to invoke the peer MAC address, remember to
check Enable box in the front of the MAC address after
typing.

If you choose Repeater as the connecting mode, please type in
the peer MAC address in these fields. Two peer MAC
addresses are allowed to be entered in this page at one time.
Similarly, if you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Click Enable to make this router serving as an access point;
click Disable to cancel this function.

It allows user to send “hello” message to peers. Yet, it is valid
only when the peer also supports this function.
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3.13.6 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood.
Based on the scanning result, users will know which channel is clean for usage. Also, it can
be used to facilitate finding an AP for a WDS link. Notice that during the scanning process
(about 5 seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP
which is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN == Access Point Discovery

Access Point List

BSSID Channel SSID

Scan

Nete: During the scanning process (~5 seconds), no station is allowed to connect
with the router.

See Statistics,

Add to WDS Settings :

AP's MAC address

If you want the found AP applying the WDS settings, please type in the AP’s MAC address
on the bottom of the page and click Bridge or Repeater. Next, click Add to. Later, the MAC
address of the AP will be added to Bridge or Repeater field of WDS settings page.
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3.13.7 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN =3 Station List

Station List

Refresh
Add

Vigor2910 Series User's Guide

Status MAC Address

Status Codes :

: Connected, Mo encryption,

. Connected, WEP,

» Connected, WRA,

: Connected, WRAZ,

: Blocked by Access Contral,

: Connecting.

: Fail to pass 802.1% or WPA/PSK authentication.

MEZ@WME=TM o

Note: After 3 station connects to the router successfully, it may be
turned off without notice. In that case, it will still be on the list until the
connection expires.

Add to Access Control :

Client's MAC address

Add

Click this button to refresh the status of station list.
Click this button to add current selected MAC address

into Access Control.
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3.13.8 Station Rate Control

This page allows you to control the upload and download rate of each wireless client
(station). Please check the box of Enable to invoke this setting. The range for the rate is
between 100 ~ 30,000 kbps.

Wireless LAN == Station Rate Control

Station Rate Control

Upload Rate : 300 00 khps
Download Rate . 300 00 Kbps
Note:

1. Fange: 100~30,000 Kbps, Increment: 100 Kbps,
2. The specified rates are applied to each associated wireless client,

Ok ] [ Cancel

3.13.9 Web Portal Log-in

This page allows you to specify an URL for accessing into or display a message when a
remote user connects to Internet through this router. No matter what purpose of the wireless
client is, he/she will be forced into the URL configured here while trying to access into the
Internet or the desired web page through this router. That is, a company which wants to have
an advertisement for its products to the users, can specify the URL in this page to reach its
goal.

Wireless LAN == Web Portal Log-in

Web Portal Log-in

Specify an URL or short message that you want to show after user connected to your wireless.

@ Disable
0 Redirect to URL:

http: e draytek. com

User's first HTTP request will be redirected to the URL above.
Exrhttp: fwww . draytek . com/online.htm or
https: /fwww . YourBank . com/

(& Show the message:

The message abowe will be shown in wireless user's browser for § seconds
and then redirect to the original web site specified. (126 characters at most)
Ex:Welcome to Yigorous Wirglesse~ ~ e~

or Bz Welcomer e 2B
[ [0]74 ] [ Cancel l
Disable Click this button to close this function.
Redirect to URL Any user who wants to access into Internet through this

router will be redirected to the URL specified here first. It
is a useful method for the purpose of advertisement. For
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example, force the wireless user(s) in hotel to access into
the web page that the hotel wants the user(s) to visit.

Show the message Type words or sentences here. The message will be
displayed on the screen for several seconds when the
wireless users access into the web page through the
router.

3.14 VLAN

Virtual LAN function provides you a very convenient way to manage hosts by grouping
them based on the physical port.

VLAN
P Wired VLAN

P Wireless VLAN
P VLAN Cross Setup
P Wireless Rate Control

3.14.1 Wired VLAN

PCs connected to Ethernet ports of the router can be divided into different groups and
formed VLAN. PCs under the same groups can share each other information through the
router and will not be peeked by other groups.

Raset

H [ mm yyyy iw.

The VLAN >> Wired VALN allows you to configure VLAN settings through wired
connection to achieve the above intention. Simply check P1 and P2 boxes on the line of
VLANQO; and check P3 and P4 boxes on the line of VLANLI.

VLAN == Wired VLAN Configuration

Wired VLAN Configuration

Enahle

P1 P2 P3 P4
WLANO O O
WLAN1 O O
WLANZ ] Ol O O
WLAN3 O O O O

[ [0]79 ] [ Clear ] [ Cancel ]
Enable Check this box to enable this function (for VLAN

Configuration).
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P1-P4 Check the box to make the computer connecting to the port
being grouped in specified VLAN. Be aware that each port
can be grouped in different VLAN at the same time only if
you check the box. For example, if you check the boxes of
VLANO-P1 and VLAN1-P1, you can make P1 to be grouped
under VLANO and VLANL1 simultaneously.

VLANO-3 This router allows you to set 4 groups of virtual LAN.

Note: If WAN2 interface has been enabled, the P1 boxes will serve as WAN
interface and cannot be checked as shown in the following diagram.

Wired VLAN Configuration

P1 P2 P3 P4

VLAND F F O

VLAN1 O O O

VLANZ ¥ ¥ O

VLAN3 O O O
’ Ok ] l Clear ] ’ Cancel ]

3.14.2 Wireless VLAN

PCs (equipped with wireless network cards) connected to the router through wireless
interface can be divided into different groups and formed W_VLAN. PCs under the same
groups can share each other information through the router and will not be peeked by other
groups.

PCs under the same groups can use same Login ID and password to access into Internet. For
example, see the following graphic. Both A and B use the same login ID (City) and
password (1234). Therefore, they are grouped in the same W_VLAN.

Login ID: City Login ID: Home
Password:1234 Password:7890
W _VLANOD W_VLAN1

The VLAN >> Wireless VALN allows you to configure Wireless VLAN settings through
wireless connection to achieve the above intention. Simply type Login ID and password with
City and 1234 in the boxes of W_VLANO. And type Login ID and password with Home and
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7890 in the boxes of W_VLANL1. Users can configure fifteen groups of wireless VLAN in

this page.

VLAN == Wireless VLAN Setup

Wireless VLAN Configuration

[“IEnable

W_VLAN
o

1
2

Login ID

City

Home

Yiew Online Station Table

Password Attributes  W_VLAN Login ID Password Attributes
1234 5
7500 g

1
¥
i
i
16
i

[ Dpisable broadcast and rulticast traffic,

Notes:

1. Login ID: 1~11 characters, Password: 1~11 characters.
2. Disable broadcast and multicast traffic to maximize wireless YLAN security; howewver, the WLAN
throughput will be reduced.

3. Login URL for wireless clients:

http:/fwww. draytek.vlan/login.htm  or hitp://{%igor IP Address)/login.htm

Enable
Login ID

Password

Details

Vigor2910 Series User's Guide

[ oK

[ Cancel ]

Check this box to invoke wireless VLAN function.

Type Login ID for different groups of W_VLAN with 1 to 11
characters.

Type password for different groups of W_VLAN with 1 to 11
characters.

Click this button to set additional attributes settings for
W_VLAN.

W_VLANO Attributes
Activated Date: 2006 »| 1 w1 v
Expired Date: 2000 v J1 w1 »
Connect all WDS links with this WLAM group.
Isolate each member in this YLAN group,

Activated Date — Use the drop down lists to set the activated
date for the wireless VLAN. The wireless VLAN function will
be available when the time is arrival.

Expired Date — Use the drop down lists to set the expired
date for the wireless VALN. This function will be invalid
when the time is arrival.

Connect all WDS links with this VALN group — Check this
box to activate this connection.

Isolate each member in this VLAN group — Check this box
to isolate all the members in this VLAN group and not allow
the information sharing among them.
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Disable broadcast and Check this box to prevent broadcast and multicast traffic
multicast traffic forwarding to all W_VLAN.

How can you (wireless client) access into Internet?

After finishing the configuration of wireless VLAN, the wireless clients connecting to this
router must do the following steps to access into Internet.

1. Open a browser and type http://www.draytek.vlan/login.htm or http://(vigor router’s IP
address)/login.htm on the address line.

2. The following screen will appear.

DrayTek Wireless VLAMN

Login ID City

Password anee

3. Type in Login ID and Password that was configured in Wireless VLAN Setup page. In
this case, we choose the configuration set in first group of W_VLAN (City and 1234).

4. When the accessing is successful, the following screen will appear.

23 hiip://192.168.1.1 - DrayTek Wireless .. [ || 51][X])

Connection time: jneg

DrayTek Wireless YLAN

Link Status:Active

User login succeeds !!]

Copyright ®2005, DrayTek Corp. All Rights Reserved.

Note: The floating window with connection time will be shown on the screen
till you logout.
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5. You can go to Diagnostics>>Wireless VLAN Online Station Table for viewing the
connection status whenever you want.

Diagnostics > Wireless VLAN Online Station

Wireless VLAN Online Station Table | Refresh |
~
IP Address MAC hddress Login ID
192.168.1.15 00-14-85-26-00-8C city B
192.168.1.16 00-DE-35-468-44-E7 Home

3.14.3 VLAN Cross Setup
This function allows the router to integrate VLAN and W_VLAN for managing different
computers (notebooks). See the following picture for an example. With VLAN Cross Setup,
notebook A/B and PCs on VLANO can share resources without difficulty.

Login ID: City Login ID: Home
Password:1234 Password:7890

W_VLANO W_VLAN1

LRI '
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The VLAN >> VALN Cross Setup allows you to set a communication bridge between
computers in Wireless VLAN and wired VLAN. To achieve the intention of the above
illustration, simply check the box under VLANO on the line of W_VLANO.

VLAN == VLAN Cross Setup

VLAN Cross Configuration

Enable
VLAND VLAN1 VLAN2 VLAN3

W_VLAND O O O
W_VLANT O O O O
W_VLANZ O O O O
W_VLANS O O O O
W_VLANS O ] O [
W_VLANS il il [l O
W_VLANG O O O O
WVLANT O O O i
W_VLANS O O O O
W_VLANG ¥ ¥ O O
WoYLANLO O O O O
W_WLANTL il ¥ O O
WoVLANLZ O O O O
WoYLANLS O O O i
W_WLANL4 O O O O
W_NLANLS O ¥ ¥ O

WDS O O O O

Notes:

1. W_WLANI: wireless WLAM i, see Wireless VLAN Setup for details.

2, All WDS links belong to the same YLAN group.

3. YLANI wired YLAM i, see Wired VLAN Setup for details.

4, Both wired and wireless ¥L&Ns must be enabled for YLAN cross settings to be effective.

[k ] ((Careal |
Enable Check this box to invoke VLAN Cross Setup function.
VLANO-3 It represents the groups of virtual LAN connected by Ethernet
interface.
W_VLANO0-15 It represents the groups of wireless VLAN communicated by

wireless interface.
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3.14.4 Wireless Rate Control

Rate Control manages the transmission rate of data in and out through the router. You can
also manage the in/out rate of each wireless VLAN. Go to VLAN menu and select Wireless
Rate Control. The following page will appear. Click Enable to invoke VLAN function.

For the rate control of wireless connection, please open VLAN menu and choose Wireless

Rate Control. The following page will be shown for you to adjust.

VLAN == Wireless VLAN Rate Control

Wireless VLAN Rate Control

Range :

100~30,000 Kbps, Increment : 100 Kbps

W_VLAN Upload Rate (Kbps) Download Rate (Kbps) W_VLAN Upload Rate (Khps) Download Rate (Khps)

u]

1

2

3

Note: Specified rate is an aggregate rate for the YLAN group.

Enable

300
300
300
300
300
300
300
300

Upload Rate

Download Rate

Vigor2910 Series User's Guide

oo

(alu]

oo

oo

oo

oo

oo

oo

300
300
300
300
300
300
300
300

oo

(alu]

oo

oo

oo

oo

oo

oo

g

9

10

11

1z

13

14

15

(8]

] [ Cancel ]

300
300
300
300
300
300
300
300

oo

oo

oo

oo

(]

oo

oo

oo

300
300
300
300
300
300
300
300

oo

(alu]

oo

oo

oo

oo

oo

oo

Check this box to enable this function (for Rate Control). The
rate control will limit the transmission rate for upload and

download.

It decides the rate of data transmission for output. The default
setting is 300. The range must be between 100 kbps to
20,000kbps. Adjust the values according to your necessity.

It decides the rate of data transmission for input. The default
setting is 300. The range must be between 100 kbps to
20,000kbps. Adjust the values according to your necessity.
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3.15 USB Application

USB diskette can be regarded as an FTP server. By way of Vigor router, clients on LAN can
access, write and read data stored in USB diskette. After setting the configuration in USB
Application, you can type the IP address of the Vigor router and username/password created
in USB Application>>FTP User Management on the FTP client software. Thus, the client
can use the FTP site (USB diskette) through Vigor router.

USB Application
P FTP General Settings

* FTP User Management

Pk USB Disk Status

3.15.1 FTP General Settings

This page will determine the number of concurrent FTP connection and default charset for
FTP server. At present, the Vigor router can support USB diskette with versions of FAT16
and FAT32 only. Therefore, before connecting the USB diskette into the Vigor router, please
make sure the memory format for the USB diskette is FAT16 or FAT32. It is recommended
for you to use FAT32 for viewing the filename completely (FAT16 cannot support long
filename).

USB Application == FTP General Settings

FTP General Settings
Concurrent FTP Connection 5 {Maximum 63

Default Charset Default  »

Note: 1, If charset is set to "default", only long file name {in English) will be supported.
2, Multi-session ftp download will be banned by Router FTP server, If vour fitp client have multi-
connection mechanism, such as FileZilla, you may limit client connections setting to 1 to get
better performance.

Concurrent FTP This field is used to specify the quantity of the FTP sessions.
Connection The router allows up to 6 FTP sessions connecting to USB

storage diskette at one time.

Default Charset At present, Vigor router supports three types of character sets:

DrayTek

default, GB2312 and BIG5.

Default ,V-

GE2312 |
BIGS

Default Charset is for English based file name. For Simplified
Chinese file/directory names, please choose GB2312; for
Traditional Chinese file/directory names, choose BIG5.
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3.15.2 FTP User Management

This page allows you to set profiles for FTP users. Any user who wants to access into the
USB diskette must type the same username and password configured in this page. Before
adding or modifying settings in this page, please insert a USB diskette first. Otherwise, an
error message will appear to warn you.

USB Application == FTP User Management

FTP User Management | Setto Factory Default |

Index Username Home Folder Index Username Home Folder

[= S e~
EREBRERE

Click

index number to access into configuration page.

USE Application >> FTP User Management

Profile Index: 1

Note:

FTP User ®Enable O Disable
Usernarme carrie

Password [TTTTT]

Confirm Password [TTTTT]

Home Folder temp_storag

Access Rule
File Oread Owrite [Oroelete
Directary Ouist  [Ocreate Jremove

The folder name can only contain the following characters: A-Z2 a-z 0-9§ % '-_@ ~ "~ 1 {0Y
and space.

[ oK l [ Clear ] [ Cancel ]

FTP User Enable — Click this button to activate this profile (account).

Later, the user can use the username specified in this
page to login into FTP server.
Disable — Click this button to disable such profile.

Username Type the username for FTP users for accessing into FTP

server (USB diskette). Be aware that users cannot access into
USB diskette in anonymity. Later, you can open FTP client
software and type the username specified here for accessing
into USB storage diskette.

Note: “Admin” could not be typed here as username, for the
word is specified for accessing into web pages of Vigor router
only. Also, it is reserved for FTP firmware upgrade usage.

Password Type the password for FTP users for accessing FTP server.

Later, you can open FTP client software and type the
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password specified here for accessing into USB storage

diskette.
Confirm Password Type the password again to make confirmation.
Home Folder It determines the range for the client to access into.

The user can enter a directory name in this field. Then,
after clicking OK, the router will create the specific/new
folder in the USB diskette. In addition, if the user types
“/” here, he/she can access into all of the disk folders and
files in USB diskette.

Note: When write protect status for the USB diskette is
ON, you cannot type any new folder name in this field.
Only “/” can be used in such case.

Access Rule It determines the authority for such profile. Any user, who

uses such profile for accessing into USB diskette, must follow
the rule specified here.

File — Check the items (Read, Write and Delete) for such
profile.

Directory —Check the items (List, Create and Remove) for
such profile.

Before you click OK, you have to insert a USB diskette into the USB interface of the Vigor
router. Otherwise, you cannot save the configuration.

3.15.3 USB Disk Status

This page is to monitor the status for the FTP users who accessing into FTP server (USB
diskette) via the Vigor router.

USB Application => USB Disk Status

USE Mass Storage Device Status

Connection Status: Mo Disk Connected
Disk Capacity: 0 MB
Free Capacity: 0 MB  Refresh

FTP User Connected | Refresh |

Index Username IP Address
1.

[y [ N N B (e

Note: If the write protect switch of USE disk is turned on, the USBE disk is in READ-ONLY mode. Mo data
can be written to it.

Connection Status If there is no USB diskette connected to Vigor router, “No
Disk Connected” will be shown here.

Disk Capacity It displays the total capacity of the USB diskette.

Free Capacity It displays the free space of the USB diskette. Click Refresh
at any time to get new status for free capacity.

Username It displays the username that user uses to login to the FTP
server.

DrayTek
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IP Address It displays the IP address of the user’s host which connecting
to the FTP server.

When you insert USB diskette into the Vigor router, the system will start to find out such
device within several seconds.

Once the USB diskette has been found, the connection status will display “Disk Connected”
and the web page will be shown as follows:

USB Application >> USB Disk Status

USB Mass Storage Device Status

Connection Status: Disk Connected Disconnect USE Disk

Write Protect Status: Mo
Disk Capacity: 1967 MB
Free Capacity: 1610 MB  Refresh

FTP User Connected | Refresh |

Index Username IP Address
1

o gl e

Note: If the write protect switch of USE disk is turned on, the USE disk is in READ-ONLY mode, Mo data
can be written to it,

3.16 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, TR-069, Administrator Password, Configuration Backup, Syslog, Time setup, Reboot
System, Firmware Upgrade.

Below shows the menu items for System Maintenance.

System Maintenance
P Systemn Status
P TR-069
P Administrator Password
P Configuration Backup

Pk Sysl og / Mail Alert
P Time and Date

Pk Management

P Reboot System

P Firmware Upgrade
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3.16.1 System Status

The System Status provides basic network settings of Vigor router. It includes LAN and
WAN interface information. Also, you could get the current running firmware version or
firmware related information from this presentation.

System Status

Model Name : Vigoer2910VGi
Firmware Version 1324
Build Date/Time : Tue Mar 16 17:11:8.46 2010
System WAN 1
CPU sage L2 % Link Status  Connected
Total Memary L 16M MAC Address . 00-50-7F-DD-15-19
Memory usage © 60 % Connection . Static IP
IP Address 0 172.16.3.102
LAN Default Gateway 1 172.16.1.1
MAC Address . 00-E0-FF-DD-15-18 Primary DNS t 168.95.1.1
1st IP Address { 192.168.1.1 Secandary DNS '
1st Subnet Mask . 255.255.255.0
DHCP Server . Yes Wireless LAN
Primary DNS MaC Address . 00-14-85-08-59-19
Secondary DNS Frequency Domain  Europe
Firmware Version ©w2.01,10.10.5.4

Fart
SIP registrar

Account ID

Reqgister
Codec
In Calls
out Calls

Model Name
Firmware Version
Build Date/Time
MAC Address

1°" IP Address

1% Subnet Mask
DHCP Server

MAC Address
IP Address
Default Gateway
DNS

MAC Address

Frequency Domain

Firmware Version

DrayTek

VeolP
01

change_me

i
|

2

change_me

Display the model name of the router.

Display the firmware version of the router.

Display the date and time of the current firmware build.
Display the MAC address of the LAN Interface.
Display the IP address of the LAN interface.

Display the subnet mask address of the LAN interface.

Display the current status of DHCP server of the LAN
interface.

Display the MAC address of the WAN Interface.
Display the IP address of the WAN interface.

Display the assigned IP address of the default gateway.
Display the assigned IP address of the primary DNS.
Display the MAC address of the wireless LAN.

It can be Europe (13 usable channels), USA (11 usable
channels) etc. The available channels supported by the
wireless products in different countries are various.

It indicates information about equipped WLAN miniPCi
card. This also helps to provide availability of some
features that are bound with some WLAN miniPCi card.
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3.16.2 TR-069 Setting

Vigor router with TR-069 is available for matching with VigorACS server. Such page
provides VigorACS and CPE settings under TR-069 protocol. All the settings configured
here is for CPE to be controlled and managed with VigorACS server. Users need to type
URL, username and password for the VigorACS server that such device will be connected.
However URL, username and password under CPE client are fixed that users cannot change
it. The default CPE username and password are "vigor" and "password". You will need it
when you configure VigorACS server.

System Maintenance => TR069 Setting

ACS and CPE Settings

Periodic Inform Settings

ACS Server
URL

Username

Password

CPE Cliemt
O Enahble
URL

Port
Username

Password

O Disable
@ Enable

Interval Time

STUN Settings

@ Disable
) Enable

Server IP

Server Port

a0o second(s)

Minirum Keep alive Period second{s)

Maximum Keep Alive Period second{s)

ACS Server

Vigor2910 Series User's Guide

Such data must be typed according to the ACS (Auto
Configuration Server) you want to link. Please refer
to VigorACS user’s manual for detailed information.
URL - Type the URL for VigorACS server.

If the connected CPE needs to be authenticated, please
set URL as the following and type username and
password for VigorACS server:

http://{1P address of
VigorACS}:8080/ACSServer/services/ACSServiet

If the connected CPE does not need to be authenticated
please set URL as the following:

http://{1P address of
VigorACS}:8080/ACSServer/services/UnAuthACSServ
let

Username/Password - Type username and password for
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ACS Server for authentication. For example, if you want
to use such CPE with VigorACS, you can type as the
following:

Username: acs

Password: password

CPE Client It is not necessary for you to type them. Such information
is useful for Auto Configuration Server.
Enable/Disable — Sometimes, port conflict might be
occurred. To solve such problem, you might want to
change port number for CPE. Please click Enable and
change the port number.

Periodic Inform Settings Disable — The system will not send inform message to
ACS server.
Enable — The system will send inform message to ACS
server periodically (with the time set in the box of
interval time).
The default setting is Enable. Please set interval
time or schedule time for the router to send
notification to CPE. Or click Disable to close the
mechanism of notification.

STUN Settings Disable — The system will not send connection request
binding message to STUN server. The default setting is
Disable.

Enable —The system will send connection request
binding message to STUN server.

Server IP — Type the domain name or IP address of the
STUN server.

Server Port —Type the server port. The default setting is
3478.

Minimum Keep Alive Period — The default setting is 60
seconds. It determines the minimum period that the
STUN binding request must be sent by the CPE to
maintain the binding.

Maximum Keep Alive Period - It determines the
maximum period that the STUN binding request must be
sent by the CPE to maintain the binding.

3.16.3 Administrator Password
This page allows you to set new password.

System Maintenance => Administrator Password Setup

Administrator Passworid
Old Password
Mew Password

Confirm Password

Old Password Type in the old password. The factory default setting for
password is blank.

Drﬂy T@k 198 Vigor2910 Series User's Guide



New Password Type in new password in this filed.
Confirm New Password Type in the new password again.

When you click OK, the login window will appear. Please use the new password to access
into the web configurator again.

3.16.4 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration.

1. Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance == Configuration Backup

Configuration Backup / Restoration

Restoration
Select a configuration file,
Click Restore to upload the file.
Backup

Click Backup to download current running configurations as a file.
[ Backup ] [ Cancel ]

2. Click Backup button to get into the following dialog. Click Save button to open

another dialog for saving configuration as a file.

L You are downloading the File:

2)

config.cfg from 192.168.1.1

“whould you like to open the file or 2ave it to your computer?

[ Open ] [ Save ] [ Cancel ] [ kare Info

Alwapz ask before opening this type of file

3. In Save As dialog, the default filename is config.cfg. You could give it another name
by yourself.
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Save in: |@ Deskiop v ¢! - ,

BMy Docurnents
-j My Computer
My Recent ‘gMy Mebwoark Flaces
Document: | |BBIRYS-COM Lite

T = | [ChAnnex A

[£ (Chmmm

(L MwSnap300

|5 TeleDanmark.

&

d

Desklop

[}
0
=]
=
(=]

v2k2_232_eonfig_1

My Documents | =
e v2ke_250_config_1

[

ty Computer

File name: |c:0nfig V| [ Save ]

Fdy Metwork, Save as type: |Configulation file: v| [ Cancel ]

4.  Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will appear different windows, but the backup function is still available.

Note: Backup for Certification must be done independently. The Configuration
Backup does not include information of Certificate.

Restore Configuration

1. Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration

Restoration
Select a configuration file,
| |prowse.)
Click Restore to upload the file.
Backup

Click Backup to download current running configurations as a file.
’ Backup ] ’ Cancel ]

2. Click Browse button to choose the correct configuration file for uploading to the
router.

3. Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.
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3.16.5 Syslog/Mail Alert

SysLog function is provided for users to monitor router. There is no bother to directly get
into the Web Configurator of the router or borrow debug equipments.

System Maintenance == SysLog / Mail Alert Setup

SysLog / Mail Alert Setup

SysLog Access Setup lail Alert Setup
[“]Enable [ Enable
Router Name SMTP Server
Server IP Address Mail To
Destination Port 514 Return-Path
Enable syslog message: authentication

Firewall Log User Name
v

VPN Log Password
User dccess Log

Call Log

Wak Log

Fouter/DSL infarmation

o< ) (oka ] [camsl ]

Enable Click “Enable” to activate this function.

Router Name Assign a name for the router.

Server IP The IP address of the Syslog server.

Destination Port Assign a port for the Syslog protocol.

Enable syslog message Check the box listed on this web page to send the

corresponding message of firewall, VPN, User Access,
Call, WAN, Router/DSL information to Syslog.

SMTP Server The IP address of the SMTP server.

Mail To Assign a mail address for sending mails out.

Return-Path Assign a path for receiving the mail from outside.

Authentication Check this box to activate this function while using
e-mail application.

User Name Type the user name for authentication.

Password Type the password for authentication.

Click OK to save these settings.

For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the field of Server IP Address

2. Install the Router Tools in the Utility within provided CD. After installation, click on
the Router Tools>>Syslog from program menu.
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3.

DrayTek

f@ Fouter Tool

W About Router Tools
% Ez Configurator Vigor2100 Seres
B, Firmware Upzrade Utility

@l Tninstall Router Tools ¥2.5.4
@] Visit DrayTek Web Site

From the Syslog screen, select the router you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the router.
Otherwise, you won’t succeed in retrieving information from the router.

1t/ DrayTek Syslog ] |
Controls 192.168.1.1 v] [ wan status
Gakeway IP (Fixed) T Packets R¥ Rate
gor series Dmt. Bis
i - [ s [ o
LAN Stakus

TX Packets RY Packets WAN TP (Fixed) RY Packets T Rate

| 961 | 759 | | 0 | o

Firewall Log | VPN Lag | User Access Log | Call Log | WAN Log | Network Infomation | Net State

On Line Routers

1P Address Mask MAC
L (0 AL e N R 1

Host Nae: I naki-pe
NIC Description: | Realtek RTLB139 Family PCI Fast Ethernet NIC - ||
NIC Informsation

MAC Address: IUME. L5-94-D5-41 Default Getewsw: [ (92 16611
IP Address: 192166110 DHCP Server: 19216811

16:59:40 2005

1 (3 || DNS Servers: [168951.1 ;
[( | I > 192 16811 Lease Expires: ’m
Refresh Tutly
ADSL Status
Mode Stake Up Speed Dioven Speed SR Margin Loop Atk
[ I I | E
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3.16.6 Time and Date

It allows you to specify where the time of the router should be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time 2010 May 6 Thu 2 : 38 : 29

Time Setup
O Use Browser Time

@ Use Internet Time Client

Server [P Address pool.ntp.org
Time Zone (GMT) Greenwich Mean Time : Dublin v
Enable Daylight Saving O
Automatically Update Interval 30 min ¥
[ ok | [ cancel |
Current System Time Click Inquire Time to get the current time.
Use Browser Time Select this option to use the browser time from the
remote administrator PC host as router’s system time.
Use Internet Time Client Select to inquire time information from Time Server on
the Internet using assigned protocol.
Server IP Address Type the IP address of the time server.
Time Zone Select the time zone where the router is located.
Enable Daylight Saving Such function is useful for some area.

Automatically Update Interval Select a time interval for updating from the NTP server.
Click OK to save these settings.

Vigor2910 Series User’s Guide 203 Dray Tck



3.16.7 Management

This page allows you to manage the settings for access control, access list, port setup, and
SNMP setup. For example, as to management access control, the port number is used to
send/receive SIP message for building a session. The default value is 5060 and this must
match with the peer Registrar when making VolP calls.

System Maintenance >> Management

Management Setup
Router Mame Management Port Setup
® User Define Parts O Default Parts

Management Access Control Telnet Port 23 (Default: 23)

Allow management from the Internet HTTE Part a0
O FTR Server
HTTP Server
HTTPS Server
Telnet Server SSH Port 22 (Default: 22)
O sSH Server

Disable PING from the Internet

(Default: 80)
HTTPS Port 443 (Default: 4433

FTP Port 2 (Default: 21)

SHMP Setup
O Enable SHMP Agent

Access List Get Community puhblic

List IR Subnet Mask Set Community private

1 v
IManager Host IP

2 -

3 A4 Trap Community public
Motification Host IP
Trap Timeout 10 seconds

Router Name Type a name for such router.

Allow management from the Enable the checkbox to allow system administrators to

Internet login from the Internet. There are several servers
provided by the system to allow you managing the
router from Internet. Check the box(es) to specify.

Disable PING from the Internet Check the checkbox to reject all PING packets from the
Internet. For security issue, this function is enabled by
default.

Access List You could specify that the system administrator can only
login from a specific host or network defined in the list.
A maximum of three IPs/subnet masks is allowed.
List IP - Indicate an IP address allowed to login to the
router.
Subnet Mask - Represent a subnet mask allowed to login
to the router.

User Defined Ports Check to specify user-defined port numbers for the
Telnet and HTTP servers.

Default Ports Check to use standard port numbers for the Telnet and
HTTP servers.

Enable SNMP Agent Check it to enable this function.
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Get Community Set the name for getting community by typing a proper
character. The default setting is public.

Set Community Set community by typing a proper name. The default
setting is private.

Manager Host IP Set one host as the manager to execute SNMP function.
Please type in IP address to specify certain host.

Trap Community Set trap community by typing a proper name. The default
setting is public.

Notification Host IP Set the IP address of the host that will receive the trap
community.

Trap Timeout The default setting is 10 seconds.

3.16.8 Reboot System

The Web Configurator may be used to restart your router. Click Reboot System from
System Maintenance to open the following page.

System Maintenance >> Reboot System

Reboot System

Do You want to reboot your router ?

® Using current configuration
O Using factory default configuration

If you want to reboot the router using the current configuration, check Using current
configuration and click OK. To reset the router settings to default values, check Using
factory default configuration and click OK. The router will take 5 seconds to reboot the
system.
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3.16.9 Firmware Upgrade

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools. The following web page will guide you to upgrade
firmware by using an example. Note that this example is running over Windows OS
(Operating System).

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site
is www.draytek.com (or local DrayTek's web site) and FTP site is ftp.draytek.com.

Click System Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade

Web Firmware Upgrade

Select a firmware file,

Click Upgrade to upload the file. Upgrade

TFTP Firmware Upgrade from LAN

Current Firmware Yersion: 3.2.4
Firmware Upgrade Procedures:

Click "OK" to start the TFTP server.

Cpen the Firmware Upgrade Utility or other 3-party TFTP client software.
Check that the firmware filename is correct.

Click "Upgrade" on the Firmware Upgrade Utility to start the upgrade.

After the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware ?

o 0d M

Click OK. The following screen will appear. Please execute the firmware upgrade utility
first.

System Maintenance == Firmware Upgrade

ﬁ TFTP server is running. Please execute a Firmware
Upgrade Utility software to upgrade router's firmware,
This server will be closed by itself when the firmware
upgrading finished.

For the detailed information about firmware update, please go to Chapter 4.
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3.17 Diagnostics

Diagnostic Tools provide a useful way to view or diagnose the status of your Vigor router.

Below shows the menu items for Diagnostics.

Diagnostics

* Dial-out Trigger

P Routing Table

P ARP Cache Table

* DHCP Table

P NAT Sessions Table

P Wireless VLAN Online
Station Table

F Web Authentication Table
* Data Flow Monitor

P Traffic Graph

* Ping Diagnosis

P Trace Route

3.17.1 Dial-out Trigger

Click Diagnostics and click Dial-out Trigger to open the web page. The internet connection
(e.g., ISDN, PPPoE, PPPOA, etc) is triggered by a package sending from the source IP
address.

Diagnostics == Dial-out Trigger

Dial-out Triggered Packet Header | Refresh |

HEX Format:
Q0 00 00 00 00 Q0-00 00 00 00 00 0o-00 o0

00 00 00 00 00 00 00 00-00 00 00 00 00 00 0o ao
00 00 0000 0000 00 00-00 00 00 00 00 00 a0 ag
00 00 00 00 00 00 00 00-00 00 00 00 00 00 0o ao
00 00 0000 0000 00 00-00 00 00 00 00 00 a0 ag
00 00 00 00 00 00 00 00-00 00 00 00 00 00 0o ao

Decoded Format:

0.0.0.0 -= 0.0.0.0

PrOlen o {0}
Decoded Format It shows the source IP address (local), destination IP
(remote) address, the protocol and length of the package.
Refresh Click it to reload the page.
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3.17.2 Routing Table

Click Diagnostics and click Routing Table to open the web page.

Refresh

Diagnostics == View Routing Table

Current Running Routing Table

Eey: C - connected, 3 - static,

*
C~
C

192.168.1.0/
172.16.3.0/

0.0.0.0/

3.17.3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

Diagnostics == View ARP Cache Table

Ethernet ARP Cache Table

IF iddress
192 .1658.1.10
17z.16.3.112
172.16.3.132
172.16.3.20
172.16.3.121
172.16.3.141
172.16.3.133
172.16.3.179
172.16.3.21
172.16.3.2
172.16.3.18
172.16.3.151
172.16.3.19
Refresh
Clear

DrayTek

MAC Address

O0-0E-A6-2A-D5-41
00-40-CA-6B-56-BAL
00-05-5D-E4-ED-86
00-0D-60-6F-83-EC
00-0C-gE-E7-759-599
00-11-2F-C7-359-0B
00-50-7F-23-4D-E1
00-11-2F-4B-15-Fz2
00-05-5D-L1-ZE-FF
00-11-D5-65-0D-LAE
00-50-FC-2F-3D-17
00-50-7F-2F-33-FF
00-0D-60-6F-89-CA

E - RIF,

0.0.0.0 via 172.16.3.1,
255.255.255.0 is directly connected,
255.255.255.0 is directly connected,

* — default, ~ - priwvate

WAL

L
WANL

Click it to reload the page.

| Refresh |

-

| Clear | Refresh |

Click it to reload the page.

-

Click it to clear the whole table.
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3.17.4 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Diagnostics == View DHCP Assigned IP Addresses

DHCP IP Assignment Table | Refresh |
DHCFP zserver: Running -
Index IF iddress MAC Address Leased Time HOST ID
1 192.165.1.10 O00-0E-L6-ZA-D5-A1 0:00:02.630 ok-leogiviy07su
Index It displays the connection item number.
IP Address It displays the IP address assigned by this router for
specified PC.
MAC Address It displays the MAC address for the specified PC that
DHCP assigned IP address for it.
Leased Time It displays the leased time of the specified PC.
HOST ID It displays the host ID name of the specified PC.
Refresh Click it to reload the page.

3.17.5 NAT Sessions Table
Click Diagnostics and click NAT Sessions Table to open the setup page.

Diagnostics >> NAT Sessions Table

NAT Active Sessions Table | Refresh |
_______________________________________________________________________________ Y
Private IP :Fort #Pseudo Fort Peer IP :Fort Interface
192.1658.1.11 2491 52078 z24.9.93,189 443 AN
192.1658.1.11 2493 52080 Z07.46.25.2 g0 ANl
192.168.1.10 3079 52665 207.46.5.10 S0 Waml
b’
Private IP:Port It indicates the source IP address and port of local PC.
#Pseudo Port It indicates the temporary port of the router used for NAT.
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Peer IP:Port It indicates the destination IP address and port of remote host.
Interface It indicates the interface of the WAN connection.

Refresh Click it to reload the page.

3.17.6 Wireless VLAN Online Station Table

Click Diagnostics and click Wireless VLAN Online Station Table to open the web page. It
will display the IP address, MAC address and Login ID information for all the Wireless
VLAN stations.

Diagnostics == Wireless VLAN Online Station

Wireless VLAN Online Station Table | Refresh |
-
IP Address MAC hddress Login ID
192.168.1.15 00=14=85=2 6=00=-80C Civy
19Z.168.1.16 O0-0E-35-A8-A4-E7 Home
v
IP Address Display the IP address of the wireless station.
MAC Address Display the MAC address of the wireless station.
Login ID Display the login ID that the wireless station belongs to.
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3.17.7 Web Authentication Table

This page displays the IP address, UserName and Login Time for the users who passing the
web authentication from this router.

Diagnostics == Web Authentication Status

Connection Status Refresh Seconds: |10 ¥
Index IP UserName  Login Time Index IP UserName  Login Time

6 e 2 - -
0 --- --- --- 2% - o o
1l | == — --- - o o
1 - --- --- % - o o
B | == — --- 2 - o o
u - --- --- 0 - o o
B | = — --- i - o o
6 --- --- --- iz - o o

3.17.8 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds. The IP address listed here is configured in Bandwidth
Management. You have to enable IP bandwidth limit and IP session limit before invoke Data
Flow Monitor. If not, a notification dialog box will appear to remind you enabling it.

Bandwidth Management >> Sessions Limit

Sessions Limit

® Enable O Disable

]

Default Max Sessions: |10
Limitation List
Index Start IF End

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP
Address, TX rate, RX rate or Session link for arranging the data display.
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Diagnostics == Data Flow Monitor

] Enable Data Flow Monitor

Refresh Seconds:; |10 %] page: |1 ¥ | Refresh |
TX rate(Kbps) RX rate(Kbps) Sessions Action

Index IP_ Address

Current / Peak / Speed Current / Peak / Speed Current / Peak

WANT  172.16.3.220 1/10/ Auto 2 / 59 / Auto —
WAN2 -— 0/0/ auto 0/0/ auto -—
Total 1/10/F Auto 2 /59 / Auto 4 /80

Note: 1. Click "Block" to prevent specified PC from surfing Internet for 5 minutes.

2. The IP blocked by the router will be shown in red, and the session column will display the

remaining time that the specified IP will be blocked.

3. (Kbps): shared bandwidth
Current/Peak are average.

Enable Data Flow
Monitor
Refresh Seconds

Refresh

Index

IP Address
TX rate (kbps)
RX rate (kbps)
Sessions

Action

DrayTek

Check this box to enable this function.

Use the drop down list to choose the time interval of refreshing
data flow that will be done by the system automatically.

rRefresh Seconds: |9 ."-

Click this link to refresh this page manually.

Display the number of the data flow.

Display the IP address of the monitored device.

Display the transmission speed of the monitored device.
Display the receiving speed of the monitored device.

Display the session number that you specified in Limit Session
web page.

Block - can prevent specified PC accessing into Internet within 5
minutes.

Page: |1 ¥ | Refresh |
) Sessions Action
1/ 100 Block
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Current /Peak/Speed

3.17.9 Traffic Graph

Unblock — the device with the IP address will be blocked in five
minutes. The remaining time will be shown on the session column.

Page: |1 ¥ | Refresh |

Sessions Action
blocked / 299  Unblock

Current means current transmission rate and receiving rate for
WANI1/WAN.

Peak means the highest peak value detected by the router in data
transmission.

Speed means line speed specified in WAN>>General. If you do
not specify any rate at that page, here will display Auto for instead.

Click Diagnostics and click Traffic Graph to pen the web page. Choose WAN1
Bandwidth/WAN2 Bandwidth, Sessions, daily or weekly for viewing different traffic graph.
Click Refresh to renew the graph at any time. The following two figures display different
charts by daily and weekly.

Diagnostics >> Traffic Graph

Vigor2910 Series User's Guide
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Diagnostics == Traffic Graph

Show Chart: | WAN1T Bandwidth

56

| Refresh |

The horizontal axis represents time. Yet the vertical axis has different meanings. For
WAN1/WAN2 Bandwidth chart, the numbers displayed on vertical axis represent the
numbers of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.
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3.17.10 Ping Diagnosis
Click Diagnostics and click Ping Diagnosis to pen the web page.

Diagnostics >> Ping Diagnosis

Ping Diagnosis

Note: If you want to ping a LAN PC or you don't want to specify
which Wal ping through, please select "Unspecified".

Ping through: |WWAN1 h

Ping to: |

Result

Ping through

Ping to

IP Address

Run

Clear

3.17.11 Trace Route

- IP Address:

| Clear |

Use the drop down list to choose the WAN interface that you
want to ping through or choose Unspecified to be determined
by the router automatically.

Ping through: | Ynspecified

Use the drop down list to choose the destination that you
would like to ping.

Type in the IP address of the Host/IP that you want to ping.

Click this button to start the ping work. The result will be
displayed on the screen.

Click this link to remove the result on the window.

Click Diagnostics and click Trace Route to open the web page. This page allows you to
trace the routes from router to the host. Simply type the IP address of the host in the box and
click Run. The result of route trace will be shown on the screen.

Vigor2910 Series User's Guide
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Diagnostics >> Trace Route

Trace Route

Ping through

Trace through: WAANT v

Host / IP Address: Run
Result | Clear |

Trace through WAN1.

traceroute to 172.16.3.229, 30 hops max
1 Request timed out. *
2 Bequest timed out. *

Trace complete.

Use the drop down list to choose the WAN interface that you want

to ping through or choose Unspecified to be determined by the
router automatically.

Host/IP Address It indicates the IP address of the host.

Run

Clear

Click this button to start route tracing work.

Click this link to remove the result on the window.
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@/ Application and Examples

4.1 Create a LAN to LAN Connection Between Remote Office
and Headquarter

The most common case is that you may want to connect to network securely, such as the
remote branch office and headquarter. According to the network structure as shown in the

below illustration, you may follow the steps to create a LAN to LAN profile. These two
networks (LANS) should NOT have the same network address.

Router A Router B
220,135.240,208 220,135.240,210
Headquarter Remote Branch
192.168.1.0 Office
192.168.2.0

S
‘5

NGl Server 192.,168.2.21 192,168.2.22

. 192,168.1.2
1

Marketing Dpt. |
192.168.3.0

Settings in Router A in headquarter:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then,

For using PPP based services, such as PPTP, L2TP, you have to set general settings in
PPP General Setup.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users

Dial-In PRR PAP or CHAP Start IP address 192.168.1.200
suthentication

Dial-In PPP Encryption :

(MEPE) | Optional MPPE ~|

Mutual suthentication (PaP) O ves @ Mo

For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
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3.
4.

DrayTek

set general settings in IPSec General Setup, such as the pre-shared key that both
parties have known.

VPN and Remote Access == IPSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LaN3.
IKE Authentication Method

Pre-Shared Key ssese
Caonfirm Pre-Shared Key ssess
IPSec Security Method
Medium {4H)
Data will be authentic, but will not be encrypted.

High (ESPY Mpoes [3pes [Haes
Data will be encrypted and authentic,

[ Ok ] [ Cancel ]

Go to LAN to LAN. Click on one index number to edit a profile.

Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

Profile Index : 1
1. Common Settings

Profile Mame Branch1 Call Direction & poth O Dial-Out O Dial-In
[ Enahble this prafile O always an
Idle Timeout 300 second(s)
YRM Comnection Through: |[WWANT First v [ Enable PING to keep alive
Methios Maming Packet @pPass OBlack PING to the IP
Multicast via WPH OPass @Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with

the selected Dial-Out method.

If an IPSec-based service is selected, you should further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-Out
connection.
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2. Dial-Out Settings
Type of Server | am calling
O 1SDN
O PPTP
® 1PSec Tunnel

O L2TP with 1PSec Policy

Dial Number for ISDN or
Server IP/Host Name for WPN.
(such as 5551234, draytek.com or 123.45.67.89)

220.135.240.210

Link Type
Username
Password
PPP Authentication

Y1 Compression Off

IKE Authentication Method
@ Pre-Shared Key

IKE Pre-Shared Key T

) Digital Signature(x.509)

IPSec Security Method
& Madiumi aH)
O High{ESP)

Index(1-15) in Schedule Setup:

Callback Function (CBCP}
Require Remote to Callback

Provide ISDM Nurber to Remote

If a PPP-based service is selected, you should further specify the remote peer IP

Address, Username, Password,

Dial-Out connection.

2. Dial-Out Settings
Type of Server | am calling
O 15DN
@ ppTR
O 1Psec Tunnel
O L2TP with IPSec Policy

Dial Number for ISDM or
Server IP/Host Name for YPM,
(such as 5551234, draytek.com or 123.45.67.89)

220.135.240.210

PPP Authentication and VVJ Compression for this

Link Type

Username draytek
Password LIITTIT)

PPP Authentication FAR/CHAR v
] Compression & on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(x.503)

IPSec Security Method
Medium( aH)
High{ESP)

Index(1-15) in Schedule Setup:

Callback Function {CBCP)
Require Remote to Callback

Provide ISDN Number to Remote

Set Dial-In settings to as shown below to allow Router B dial-in to build VPN

connection.

If an IPSec-based service is selected, you may further specify the remote peer IP

Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.
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3. Dial-In Settings
Allowed DiallIn Type

[ 1som Username
O prTR Password
IPSec Tunnel V] Compression on aff

L2TP with IPSec Policy
IKE Authentication Method

i Pre-Shared K
Specify 1SDN CLID o Remote VPN Gateway | STTe-rered Key
Peer ISDN Mumber or Peer YPH Server IP IKE Pre-Shared Key

220.135.240.210 [CIbigital Signature{x. 509}
or Pear 1D
IPSec Security Method
Medium (AH)
High (ESP)
DES 3DES AES

Callback Function (CBCP)
Enable Callback Function
Use the Following Number to Callback

Callback Mumber

Callback Budget minutels)

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-n Settings
Allowed Dial-In Type

7 150n Username draytek
PPTP Password esnsese
[ 1psec Tunnel V1 Compression ® on O off

[ L2TP with IPSec Palicy
IKE Authentication Method

Pre-Shared K
Specify ISDN CLID or Remote ¥YPH Gateway " arec key
Peer ISDN Nurber or Peer VPN Server IP

220.135.240.210 Digital Signature(x.509)

or Peer ID

IPSec Security Method
Medium {AH)
High (ESP)
DES 3DES AES

Callback Function (CBCP)
Enable Callback Function
Use the Following Number to Callback
Callback Number

Callback Budget minute(s)

7. At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router
A can direct the packets destined to the remote network to Router B via the VPN
connection.

5. TCP/IP Network Settings

My WAaAN IP 0.0.00 RIP Direction Dizable v
Remaote Gateway IP ooon dgrom first subnet to remote network, you have to
Remaote Netwark IP 192.168.2.0 Route

Remote Metwork Mask 2652552550

Local Metwark 1P 192 168.1.1 [ change default route to this YPN tunnel { Only
single WaAN supports this )
Local Metwork Mask 2552552550

hlare

[ Ok ] [ Clear ] [ Cancel

Settings in Router B in the remote office:
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1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general
settings in PPP General Setup.

VPN and Remote Access == PPP General Setup

PFPP General Setup
PPP/MP Protocol IP Address Assignment for Dial-In Users
Dial-In PPP Start IP Address 192.168.2|200
Asuthentication
Dial-In PPP Encryption
(MPPEY

Mutual Authentication (PAPY O Yes @& No

PAP or CHAP v

Optional MPPE v

Username

Passward

For using 1PSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
set general settings in IPSec General Setup, such as the pre-shared key that both
parties have known.

VPN and Remote Access >> IPSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN to LANY,

IKE Authentication Method

Pre-Shared Key ssese

Confirm Pre-Shared Key [TTT1]
IPSec Security Method
Medium {aH)
Data will be authentic, but will not be encrypted,

High (ESPY [Moes [apes  [Haes
Data will be encrypted and authentic,

[ Ok ] [ Cancel ]

3. Goto LAN to LAN. Click on one index number to edit a profile.

4.  Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

Profile Index : 1
1. Common Settings

Profile Mame Branch1 Call Direction & Both O Dial-out O Dial-In
[ Enatle this profile [ always on
Idle Timeout 300 second(s)
¥PN Connection Through: |WANT First v [ Enable PING to keep alive
Methios Maming Packet ®pass Oelock PING to tha IP
Multicast via YPN Opass @elock

{for some IGMP,IP-Camera, DHCP Relay..etc.)

5. Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with
the selected Dial-Out method.
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If an IPSec-based service is selected, you should further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-Out
connection.

2. Dial-Out Settings

Type of Server | am calling Link Type
O 150N Username
O PPTP Password

® 1PSac Tunnsl PPP 4uthentication

O L2TP with IPSec Policy Y1 Comprassion on 0 Off

Dial Number for ISDM or
Server IP/Host Name for VPN,
(such as 5551234, draytek.com or 123.45.67.89) ® Pre-Shared Key

220.135.240.208 IKE Pre-Shared Key sssss

O Digital Signature(x.509)

IKE Authentication Method

IPSec Security Method
@ Medium{4H)
© High{ESP)

Index(1-15) in Schedule Setup:

Callback Function (CBCP)
Require Remote to Callback

Provide ISDN Mumber to Remote

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, PPP Authentication and VVJ Compression for this
Dial-Out connection.

2. Dial-Out Settings

Type of Server | am calling Link Type

O 150N Username draytek

© peTP Password sssssns

© tpSec Tunnel PPP Authentication PAPICHAP
O L2TP with IPSec Palicy Y1 Compression ® on O off

Dial Number for 1SDN or
Server IP/Host Name for YPN.
(such as 5551234, draytek.com or 123.45.67.89) Pre-Shared Key

220.135.240.208

IKE Authentication Method

Digital Signature{x.509)

IPSec Security Method
mMedium(aH)
High(ESF)

Index{1-15) in Schedule Setup:

Callback Function (CBCP)
Require Remote to Callback
Provide [SOM Mumber to Remote

6. Set Dial-In settings to as shown below to allow Router A dial-in to build VPN
connection.

If an IPSec-based service is selected, you may further specify the remote peer IP

Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.
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3. Dial-In Settings
Allowed Dialdn Type

[ 1sDM Username
O prTR Password
IPSec Tunnel V] Compression on Off

[ L2TP with IPSec Policy
IKE Authentication Method

7] Pra-
Specify ISDN CLID or Remote VPN Gateway [pre-sharad kay
Peer ISDN Mumber or Peer YPM Server IP LS RS ETC A E

220.135.240.208 [pigital Signaturedx,509)
ar Peer ID
IPSec Security Method
Medium (AH)
High (ESP)
DES 3DES AES

Callback Function {CBCP}
Enable Callback Function
Use the Following Number to Callback

Callback Mumber

Callback Budget minute(s)

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-In Settings
Allowed Dialn Type

[J 150M Usernams draytek
PPTP Password sssne
[ 1Psec Tunnel 1 Compression @ on O off

[] L2TP with IPSec Palicy
IKE Authentication Method

Pre-Shared ke
Specify ISDN CLID or Remote VPN Gateway ¥

Peer ISDN Number or Peer YPMN Server IP
220.135.240.208 Digital Signature(x.509)

ar Peer ID
IPSec Security Method
Medium (aH)
High {ESP)
DES 3DES AES

Callback Function {CBCP)
Enable Callback Function
Use the Following Number to Callback

Callback Mumber

Callback Budget minute(s)

7. At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router
B can direct the packets destined to the remote network to Router A via the VPN
connection.

5. TCP/IP Network Settings

My WAN TP 0000 RIP Direction Digable hd

Remate Gateway IP 0oono dFrDm first subnet to remote netwaork, you have to
o

Remote Metwork IP 192.168.1.0 Raute «

Remote Network Mask |255.265.255.0

Local Netwark IP 192.163.1.1 [0 change default raute to this YPM tunnel { Only
single WaN supports this )
Local Network Mask 255.265.255.0

Mare

[ Ok ] [ Clear ] [ Cancel
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4.2 Create a Remote Dial-in User Connection Between the
Teleworker and Headquarter

The other common case is that you, as a teleworker, may want to connect to the enterprise
network securely. According to the network structure as shown in the below illustration, you
may follow the steps to create a Remote User Profile and install Smart VPN Client on the
remote host.

VPMN Router
210.135.240.108

Remote Metwork
192.168.1.0

X

192.168.1.2 192.168.1.3

'a

192,168.1.6 for IPSec

+——— Dial In

210.135.240. 210 for
PPTP or L2TP

Settings in VPN Router in the enterprise office:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general
settings in PPP General Setup.

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
iftl;f;nnﬁsztim Start IP Address 192.168.1.200
(Dl\i;l‘;IE)PPP Encryption |Opti0na| MPPE V|

Mutual Authentication (PAPY O Yes & Mo

Username ]

Password |:|

For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
set general settings in IKE/IPSec General Setup, such as the pre-shared key that both
parties have known.
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VPN and Remote Access == IPSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN)Y.

IKE Authentication Method

Pre-Shared Key ssess

Caonfirm Pre-Shared Key ssess
IPSec Security Method
Medium {aH)
Data will be authentic, but will not be encrypted.

High (ESP) Wpes [¥3DES  [MlRES
Data will be encrypted and authentic.

[ O ] [ Cancel ]

Go to Remote Dial-In Users. Click on one index number to edit a profile.
4.  Set Dial-In settings to as shown below to allow the remote user dial-in to build VPN
connection.

If an IPSec-based service is selected, you may further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.

VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication

[J Enable this account Username

Idle Timeout 300 second(s) Passward

Allowed Dial-In Type IKE Authentication Method
[ 1sDM Pre-Shared key

O PRTE [ IKEPre-Shared Key |
IPSec Tunnel [ pigital Signature (x.509)

O L2TP with IPSec Policy

Specify Remote Mode
Remote Client IP or Peer ISDN Number

210.136.240.210

IPSec Security Method
Medium (4H)
High (ESP)
or Peer 1D DES 3DES AES
Methios Maming Packet @pPass QBlock Lacal 1D (optionaly

Multicast via YPM O pass @ Block
{for sorme IGMP,IP-Camera,DHCP Relay..etc.) Callback Function

Check to enable Callback function
Specify the callback number
Callback Mumber
Check to enable Callback Budget Control
Callback Budget minutels)

[ Ok ] [ Clear ] [ Cancel ]

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.
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VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication

[J Enahble this account Username draytek
Idle Timeout 300 second(s) Password ssssses
Allowed Dial-In Type IKE Authentication Method
1 15D Pre-Shared Key
PPTP
[ psec Tunnel Digital Signature (=, 5097

[ L2TP with IPSec Policy

Specify Remote Node

. IPSec Security Method
Remote Client IP or Peer ISDM Number

210.136.240.210 . Medium (aH)
High (ESP)
or Peer ID DES 3DES AES
Methios Maming Packet ®pass OBlock Local ID (optional)
Multicast wia VPN O pass @elack
{for some IGMP,IP-Camera,DHCP Relay..etc.) Callback Function
Check to enable Callback function
- Specify the callback number
Callback Murmber
Check to enable Callback Budget Control
Callback Budget minutels)
[ (0] ] [ Clear ] [ Cancel

Settings in the remote host:

1. For Win98/ME, you may use "Dial-up Networking" to create the PPTP tunnel to Vigor
router. For Win2000/XP, please use "Network and Dial-up connections" or “Smart
VPN Client”, complimentary software to help you create PPTP, L2TP, and L2TP over
IPSec tunnel. You can find it in CD-ROM in the package or go to www.draytek.com
download center. Install as instructed.

2. After successful installation, for the first time user, you should click on the Step 0.
Configure button. Reboot the host.

S, Smart VPN Client 3.2.2 (WinXP) Al=3

Step 0.

This step will add the ProhibitIpSec registry walue to computer in
order to configure a LETPYIPSec connection using a pre-shared key
or a L2ZTP connection. For mare infamation, please read the article
Q240262 in the Microsoft Knowledgement Base,

- Corfigure |

Step 1. Dial to ISP
If wou have already gotten a public IP, vou can skip this step,

" v
Step 2, Connect ko VPN Server
&
Inserk l [ Remove
Stakus: Mo connection PPTP ISP @ VPN @
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3. In Step 2. Connect to VPN Server, click Insert button to add a new entry.
If an IPSec-based service is selected as shown below,

Dial To YEN 3

Session Mame: |E)fFice |

VPN Server IPAHOST Mame{such as 123,45,67 .89 or dravtek,com)

[192.168.1.1 |

User Mame : | |

Password ! | 3 : |

Type of YPh
I PPTP OLztP

(L2TP aver IPSec

PPTP Encryption

[1 Use default gatewsay on remote network

You may further specify the method you use to get IP, the security method, and
authentication method. If the Pre-Shared Key is selected, it should be consistent with
the one set in VPN router.

IPSec Policy Setting

My IP : [172.16.3.100 |
Type of IPSec
() Standard IP5ec Tunnel

Remote Subret : | d - |

Remote Subrnet Mask ! |— 25t : T |

@ Virkure IP | DrayTek Virture Interface w i
(%) Obtain an IP address automatically {DHCP over IPSec)
() Specify an IP address )
IP Address: | i 5 ; |
Subnet Mask: | EE SR d !
Security Method
) MediuriaH) @ i
' o ]
Authority Method

(%) Pre-shared Key |***** |

() Certification Authority:

If a PPP-based service is selected, you should further specify the remote VPN server IP
address, Username, Password, and encryption method. The User Name and Password
should be consistent with the one set up in the VPN router. To use default gateway on
remote network means that all the packets of remote host will be directed to VPN
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server then forwarded to Internet. This will make the remote host seem to be working

in the enterprise network.

Dial To YPN

Session hlame: affice

192.168.1,1
Iser Marme dravtek_userl
Passward | ottt
Tvpe of YPN
& PPTP (iLzTP
() IPSec Tunnel (ILZTP over IPSec

FPTF Enctyption
() Mo encryption

C) Mazimum strength encryption

Use default gateway on remote nekwork

YPM Server IPfHOST Mame(such as 123.45.67.89 or dravkek.com)

Click Connect button to build connection. When the connection is successful, you will

find a green light on the right down corner.

4.3 QoS Setting Example

Assume a teleworker sometimes works at home and takes care of children. When working
time, he would use Vigor router at home to connect to the server in the headquarter office
downtown via either HTTPS or VPN to check email and access internal database.
Meanwhile, children may chat on VoIP or Skype in the restroom.

1.

2.

DrayTek

Go to Bandwidth Management>>Quality of Service.

Bandwidth Management == Quality of Service

General Setup

Index Status Bandwidth Directon

WwaMl Disable 10000kbps/10000Kbps
WaNZ Disable 10000Kbps/10000Kbps

Class Rule
Index Name
Class 1
Class 2
Class 3

Class Class Class

upp
Others Bandwidth
3
Control
25% 25% Inactive Setup
25% 25% Inactive Setup
Rule Service Type
Edit
Edit Edit
Edit

Click Setup link of WAN 1. Make sure the QoS Control on the left corner is checked.

And select BOTH in Direction.
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[*]Enable the QoS Contrel |BOTH

WAN Inbou
WAN Outh ol

3.  Set Inbound/Outbound bandwidth.

Bandwidth Management >> Quality of Service

WAN1 General Setup
Enable the QoS Control |BOTH v

WaN Inbound Bandwidth 10000 kKbps

WAl Outbound Bandwidth 10000 Kbps

Note: The rate of outbound/inbound must be smaller than the real
bandwidth to ensure correct calculation of QoS. It is suggested to set the
bandwidth value for inbound/outbound as 80% - 85% of physical network
speed provided by ISP to maximize the QoS performance.

4. Return to previous page. Enter the Name of Index Class 1 by clicking Edit link. Type
the name “E-mail” for Class 1.

Bandwidth Management == GQuality of Service

Class Index #1

Mame E-mail

WO Status Local Address Remote Address lefSBr_v Service Type
CodePoint
10 Inactive Ay Any ANY undefined

[Add | [ Edit | [Delete |

[ Ok ] [ Cancel ]

5. For this index, the user will set reserved bandwidth (e.g., 25%) for E-mail using
protocol POP3 and SMTP.

Bandwidth Management => Quality of Service

WAN1 General Setup
Enable the QoS Control |BOTH v

WaN Inbound Bandwidth 10000 Khps
WaN Outbound Bandwidth 10000 Khps
Index Class Name Reserved handwidth Ratio
Class 1 E-mail 28 o
Class 2 25 oy
Class 3 25 o
Others o
[ Enable UDP Bandwidth Caontral Limited_bandwidth Ratio k]

[ outhound TCP ACK Prioritize

Ok ] [ Clear ] [ Cancel
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6. Return to previous page. Enter the Name of Index Class 2 by clicking Edit link. In this
index, the user will set reserved bandwidth for HTTPS.

Bandwidth Management >> Quality of Service

Class Index #2

Mame HTTPS

NO Status Local Address Remote Address le‘fSer_v Service Type
CodePaoint

10 Active Any Any ANY ANY

[(Add | [Edit | [Delete |

[ Ok ] [ Cancel ]

7. Click Setup link for WANL.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |

. . Class Class Class UDF:
Index Status Bandwidth Directon 1 2 a Others Bandwidth
Control

Wakl Disable 10000Kbps/10000Kbps 259  259% 25% 259% Inactive Setup
Wwakz Disable 10000kbps/10000Kbps 25%  25%  25% 25% Inactive Setup
Class Rule

Index Name Rule Service Type

Class 1 E-mail Edit

Class 2 HTTPS Edit Edit

Class 3

8.  Check Enable UDP Bandwidth Control on the bottom to prevent enormous UDP
traffic of VoIP influent other application. Click OK.

Bandwidth Management == Quality of Service

WAN1 General Setup
[“Enable the QoS Control |BOTH &

WAN Inbound Bandwidth 10000 Khps

WAN Outhound Bandwidth 10000 Kbps
Index Class Name Reserved_bandwidth Ratio
Class 1 E-mail 25 9
Class 2 HTTP 25 =
Class 3 25 ="

Others %

nable UDP Bandwidth Contral Limited_bandwidth Ratio |25 %

Online Statistics

[ [0]24 ] [ Clear ] [ Cancel ]

9. If the worker has connected to the headquater using host to host VPN tunnel. (Please
refer to Chapter 3 VPN for detail instruction), he may set up an index for it. Enter the
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Class Name of Index 3. In this index, he will set reserve bandwidth for 1 VPN tunnel.

¥ ’ y '
( ‘.:\)- VPN tunnel -
W= = .

Private network Cooperate network
192.168.1.0 192.168.2.0

fLL((((
(L V
nnuul
n_\n-qu

10. Click edit to open a new window.

Bandwidth Management == Quality of Service

Class Index #1

Mame Test

MO Status Local Address Remote Address C[;Teslf;i‘:]t Service Type
1 Empty - - - -

[Add | [ Edit | [Delete |

[ oK ] ’ Cancel ]

11. First, check the ACT box. Then click Edit of Local Address to set a worker’s subnet
address. Click Edit of Remote Address to set headquarter’s subnet address. Leave

other fields and click OK.

Bandwidth Management >> Quality of Service

Rule Edit
ACT
Local Address | |
Remote Address | | Edit
DiffServ CodePoint [Any ~|
Service Type |ANY V|

Note: Please choose/setup the Service Type first.

[ Ok ] ’ Cancel ]
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4.4 LAN - Created by Using NAT

An example of default setting and the corresponding deployment are shown below. The
default Vigor router private IP address/Subnet Mask is 192.168.1.1/255.255.255.0. The
built-in DHCP server is enabled so it assigns every local NATed host an IP address of
192.168.1.x starting from 192.168.1.10.

Public IP Address:
220,135.240.207

Private Subnet
Router IP Address: 192.168.1.1

T
4 W

192,168.1.22 192,168.1.11 192.1668.1.12 192.168.1.13

You can just set the settings wrapped inside the red rectangles to fit the request of NAT
usage.

LAN >> General Setup

Ethernet TCP / IP and DHCP Setup

LAN IP Network Configuration DHCP Server Configuration

For MAT Usage ® Enable Server O Disable Server

1=t IP Address 192.168.1.1 Relay agent: O 1st Subnet  2nd Subnet
1st Subnet Mask 2552552850 Start IP Address 192.168.1.10

For IP Routing Usage O Enable @ Disable IP Pool Counts a0

2nd 1P Address 192,168 2.1 Gateway IP address 192 168.1.1

2nd Subnet Mask 255.2505.2585.0 DHCP Server IP address

for Relay Agent
DNS Server IP Address

[0 Force DNS manual setting

| 2nd Subnet DHCP Server |

RIF Prot | Control Disabl A .
rotorol Lontro 1520’8 Primary IP Address

Secondary IP Address

To use another DHCP server in the network rather than the built-in one of Vigor Router, you
have to change the settings as show below.
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Public IP Address:
220,135.240.207

Private Subnet
Router IP Address: 192,168.1.1

d

192,168.1.22 192.168.1.11

d

192.168.3.22 192.168.3.11

You can just set the settings wrapped inside the red rectangles to fit the request of NAT
usage.

LAN == General Setup

Ethernet TCP / IP and DHCP Setup

LAMN IP Network Configuration DHCP Server Configuration

For MAT Lsage (O Enable Server (& Disable Server

1st IP Address |’|92-158-1-'l | Relay agent: O 1st Subnet  2nd Subnet
1st Subnet Mask \256.256.265.0 | Start [P Address |
znd IP Address 1192.188.2.1 |

Gateway IP Address

2nd Subnet Mask |255.255.255.D | DHCP Server [P Address
for Relay Agent

] DNS Server IP Address

Far IP Routing Usage O Enable & Disable IF Pool Counts I:l

| 2nd Subnet DHCP Server

RIP Protocol Control

O Force DNS manual setting

Primary IP Address | |

Secondary [P Address | |
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4.5 Calling Scenario for VolP function

4.5.1 Calling via SIP Sever

Example 1: Both John and David have SIP Addresses from different service providers.
John’s SIP URL: 1234@draytel.org, David’s SIP URL: 4321@iptel.org

Settings for John
DialPlan index 1

Phone Number: 1111
Display Name: David

SIP URL: 4321 @iptel.org

SIP Accounts Settings ---

Profile Name: draytell
Register via: Auto

SIP Port: 5060 (default)
Domain/Realm: draytel.org
Proxy: draytel.org

Act as outbound proxy:
unhecked

Display Name: John

Account Number/Name: 1234
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

CODEC/RTP/DTMF ---
(Use default value)

Settings for David
DialPlan index 1

Phone Number:2222
Display Name: John

SIP URL:1234@draytel.org

SIP Accounts Settings ---
Profile Name: iptel 1
Register via: Auto

SIP Port: 5060(default)
Domain/Realm: iptel.org
Proxy: iptel.org

Act as outbound proxy:
unchecked

Display Name: David
Account Name: 4321
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

CODEC/RTP/DTMF ---
(Use default value)

DrayTek

Phone Book Index No. 1

Enable
Fhorne Number 1m
Display Mame David
SIP URL 4321] @iptel.org
Loop through Mone v
Backup Phone Number
Ok ] [ Clear ] [ Cancel

VolIP >=> SIP Accounts

SIP Account Index No. 1

Profile Name draytel 1
Register via Auto [~
SIP Port 5060
Domain/Realm draytel.ory
Prosy draytel.ory

[Jact as outbound proxy
Display Mame John
Aecount Number/Mame 1234
[0 authentication 1D
Password LIl
Expiry Time 1 hour %
MNAT Trawersal Support | Mone v
Ring Port
Ring Pattern 1%

volp1 [valpz

(11 char max.)

make call withaut register

(63 char max.)
(63 char max.)

(23 char max.)
(63 char max.)
(63 char max.)
(63 char max.)

sec

1SDM

John calls David ---

He picks up the phone and dials 1111#. (DialPlan Phone

Number for David)

Phone Book Index No. 1

Enable
Rhone Nurber 2222
Display Name John
SIP URL 1234
Loop through Mone

Backup Phone Number

@/draytel.org

Clear ] [ Cancel

oK ]|
VolIP >> SIP Accounts
SIP Account Index No. 1
profile Name iptel 1
Register via Auto v
SIP Port S060
Domain/Realm iptel.ory
Proxy iptel.org

[ act as outbound proxy
Display Name David
Account Mumber/Mame 4321
[ authentication ID
Passwaord sens|
Expiry Time 1 hour v
MAT Traversal Support | Mone %
Ring Port
Ring Pattern 1

[Fvorrr Cvapz

(11 char maz.)

make call without register

(63 char maz.)
(63 char max.)

(23 char maz.)
(63 char max.)
(63 char maz.)
(63 char max.)

sec

ISDN

David calls John

He picks up the phone and dials 2222# (DialPlan Phone

Number for John)
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Example 2: Both John and David have SIP Addresses from the same service provider.
John’s SIP URL: 1234@draytel.org , David’s SIP URL: 4321@draytel.org

Settings for John
DialPlan index 1 s S i
Phone Number: 1111 oy Masa s
Display Name: David o == D
SIP URL: 4321 @draytel.org Backup P

ok | [ cww | [ Ganen ]
SIP Accounts Settings --- VolP »> SIP Accounts
Profile Name: draytel 1 0 Accot hdex o |
Register via: Auto Mgt el T o i i
SIP Port: 5060 (default) e e
Domain/Realm: draytel.org sapilon (59 char man.)
Proxy: draytel.org I
Act as outbound proxy: unchecked account Nombarams 124 (63 chor man)
Display Name: John R = stk
Account Number/Name: 1234 Thour ¥

wersal Support | Mone

Authentication ID: unchecked Eivairs Dvoise [isos
Password: **** Ring Pattern 1
Expiry Time: (use default value) e ) T
John calls David
CODEC/RTP/DTME --- He picks up the phone and dials 1111#. (DialPlan
(Use default value) Phone Number for David)  Or,
He picks up the phone and dials 4321#. (David’s
Account Name)
Settings for David Phone Bk inder .
DialPlan index 1 T Fhane Mumber nn
Phone Number:2222 e i —
Display Name: John el o e
SIP URL:1234@draytel.org Backup Phone Hmber
ok | [ clear | [_Concel |

SIP Accounts Settings ---
Profile Name: John
Register via: Auto

Vall* »» SIP Accounts

SIF Aceount Index Mo 1

Profile Name draytel 1 {11 char max.)

SI P Port: 5060(d efau It) Fusgis b wiay At b mak‘e call without register
- SIP Port 5060
Domain/Realm: draytel.org S irgioion i
Proxy: iptel.org oy iy s
At s outhound prosy
Act as outbound proxy: unchecked i i
D|Sp|ay Name: DaVid Ec"“:'t ”"I“bei"”al:‘e a0 (63 char 'na\)
Authonticatsan 10 {63 char mawx.)
Account Name: 4321 (63 char max.)

Erpiry Time 1 howr = sec

Authentication ID: unchecked
Password; ****
Expiry Time: (use default value)

Nore %
Evotrr ClvetPz 150N
1

(e ]

CODEC/RTP/DTMF--- David calls John

(Use default value) He picks up the phone and dials 2222# (DialPlan
Phone Number for John) Or,
He picks up the phone and dials 1234# (John’s
Account Name)
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4.5.2 Peer-to-Peer Calling

Example 3: Arnor and Paulin have Vigor routers respectively. They can call each other
without SIP Registrar. First they must have each other’s IP address and assign an Account

Name for the port used for calling.

Arnor’s SIP URL: 1234@214.61.172.53 Paulin’s SIP URL: 4321@ 203.69.175.24

Settings for Arnor

DialPlan index 1

Phone Number: 1111

Display Name: paulin

SIP URL: 4321@ 203.69.175.24

SIP Accounts Settings ---
Profile Name: Paulin

Register via: None

SIP Port: 5060(default)
Domain/Realm: (blank)

Proxy: (blank)

Act as outbound proxy: unchecked
Display Name: Arnor

Account Name: 1234
Authentication ID: unchecked
Password: (blank)

Expiry Time: (use default value)

CODEC/RTP/DTMF---
(Use default value)

Settings for Paulin

DialPlan index 1

Phone Number:2222

Display Name: Arnor

SIP URL: 1234@214.61.172.53

SIP Accounts Settings ---
Profile Name: Arnor

Register via: None

SIP Port: 5060(default)
Domain/Realm: (blank)

Proxy: (blank)

Act as outbound proxy: unchecked
Display Name: Paulin

Account Name: 4321
Authentication ID: unchecked
Password: (blank)

Expiry Time: (use default value)

CODEC/RTP/DTMF---
(Use default value)

DrayTek

Phone Book Index No. 1
Enable

Phone Number 1111

Display Name paulin

SIP URL 4321 @203.69.175 24|
Loop through None ¥

Backup Phone Number

Ok ] [ Clear ] [ Cancel
VolP == SIP Accounts
SIP Account Index No. 1
Profile Mame Paulin (11 char max.)
Register via Mane . [0 make call without register
SIP Port 5060
Domain/Realm (63 char max.)
Progy (63 char max.)
[Jeact as outbound proxy
Display Name Arnor (23 char max.)
Account Number/Name  [1234] (63 char max.)
[ Authentication 1D (63 char max.)
Passwaord (63 char max.)
Expiry Time 1 hour v sec

MAT Traversal Support | None
Ring Port [Fvorp1 [Owolp2 1SDN
Ring Pattern 1

Arnor calls Paulin
He picks up the phone and dials 1111#. (DialPlan
Phone Number for Arnor)

VolIP == DialPlan Setup

Phone Book Index No. 1
Enable

Phone Number 2222

Display Name Arnor

SIP URL 1234 @214.61.172.63
Loop through Nane ¥

Backup Phone Humber

VolIP >> SIP Accounts

SIP Account Index No. 1

Profile Name Amor (11 char max.)

Register via Mone 5 [ make call without register

SIP Port 5060

Domain/Realm (63 char max.)

Proxy (63 char max.)
Cact as outbound praxy

Display Mame Paulin (23 char max.)

Account Number/Name 4321 (63 char max.)

[ authentication 1D (63 char max.)

Password (63 char max.)

Expiry Time Thour v sec

NAT Traversal Support  |Mone v
Ring Port [Fvoipr [vaIpz ISDN
Ring Pattern 1>

Paulin calls Arnor
He picks up the phone and dials 2222# (DialPlan
Phone Number for John)
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4.6 Upgrade Firmware for Your Router

Before upgrading your router firmware, you need to install the Router Tools. The file
RTSxxx.exe will be asked to copy onto your computer. Remember the place of storing the
execution file.

1. Go to www.draytek.com.

2. Access into Support >> Downloads. Please find out Firmware menu and click it.
Search the model you have and click on it to download the newly update firmware for
your router.

About DrayTek Products Support Education Partners ContactUs

Home > Support > Downloads

Model Hame Firmware Version Release Date Firmware
Vigor120 series 3.2.21 26/06/2009 Diriver
Vigor2100 series 2.6.2 26/02/2008 Utility
Vigor2104 series 2513 13/02/2008 Utility Introduction
Vigor2110 series 3.3.0 2510612009

Datashest
Vigor2200/XNWIE 2.3.1 221092004

RA&TTE Certification
Vigor2200Eplus 2.5.7 1810212009
Vigor2200USB 2.3.10 16/03/2005

3. Access into Support >> Downloads. Please find out Utility menu and click it.

About DrayTek Products Support Education Partners ContactUs

Home > Support = Utility

Downloads
Tools Name Release Date ersion 0s Support Model e
Router Tools 2009/06/18 4.2.0 MS-Windows All Modules
Driver
Syslog Tools 2009/06/18 4.2.0 MS-Windows XP All Modules
MS-Vista Utility
VigorPro Alert Notice 2009/06/03 1.1.0 MS-Windows XP VigorPro 100 series Utility Introduction
Tools { Multi- MS-Vista VigorPro 5500 series
language ) VigorPro 5510 series Datasheet
YIS 20 Baes R&TTE Certification
Smart VPN Client 2009/05/25 3.6.3 MS-Windows XP All Modules
{ Muilti- MS-Vista
language )
Smart Monitor 2009/03/25 2.0 MS-Windows XP Vigor2950 series

4. Click on the link of Router Tools to download the file. After downloading the files,
please decompressed the file onto your host.
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Double click on the router tool icon. The setup wizard will appear.

{5 Setup - DrayTek Ronter Tools ¥4.2.0

o)X

Welcome to the DrayTek Router
Tools ¥4.2.0 Setup Wizard

Thiz will install DrayT ek Fouter Toals %4.2.0 on your computer.

It iz recommended that pou close &l other applications before
continuing

Click Mexst to continue, or Cancel to exit Setup.

RTSVdEEI
— DrayTek Fouter Tools ¥4.2.0 Setup
I ‘ DirayTek corp.

Follow the onscreen instructions to install the tool. Finally, click Finish to end the
installation.

-Eancel

From the Start menu, open Programs and choose Router Tools XXX >> Firmware
Upgrade Utility.

o)X

). Firmware Upgrade Thility 3.5.1

Timne Cuk{Sec.) Router IP;

5 | [..]
Port Firrmware file:

69 [..]
Password;

Type in your router IP, usually 192.168.1.1.

Click the button to the right side of Firmware file typing box. Locate the files that you
download from the company web sites. You will find out two files with different
extension names, xxxx.all (keep the old custom settings) and xxxx.rst (reset all the
custom settings to default settings). Choose any one of them that you need.

. Firmware Upgrade Ttility 2.5.1

FEX

Time Duk{Sec, ) Router IP;
5 192.168.1.1 [..]
Port Firrmware file:
a9 |C:'|,D|:u:ument5 and Settings'l,l:arrie| E]
Password:
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10. Click Send.

). Firmware Opgrade Thlity 3.5.1

Timne Cuk{Sec.) Router IP;

s | |132.168.1.1 ]
Port Firrmware file:

|59 | |C:'|,D|:u:uments and Settings'l,CarriE| E]
Password;

| | Abort

Sending. ..

O T T T I TITTITTIT] |

11. Now the firmware update is finished.

4.7 Request a certificate from a CA server on Windows CA
Server

CA Server A CA Server B

@ User imports the
certificate as local
certificate to Vigor
Router via web GUI

v

I

o User requests a
certificate issued by CA
Server A and saves it,

1. Goto Certificate Management and choose Local Certificate.

Certificate Management >> Local Centificate

X509 Local Certificate Configuration

Name Subject Status Modify
GENERATE | [ IMPORT | [ REFRESH

X509 Local Certificate
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2. You can click GENERATE button to start to edit a certificate request. Enter the
information in the certificate request.

Certificate Management >> Local Certificate

Generate Certificate Request
Subject Alternative Name

Type Domain Mame

Domain Name draytek.com

Subject Name

Country (C) T
State (ST)

Location (L)

Orginization (O} Draytek
Orginization Unit {OU)

Common Mame {CH)

Email (E) pressi@draytek. com

Key Type
Key Size

3. Copy and save the X509 Local Certificate Requet as a text file and save it for later use.

Certificate Management == Local Certificate

X509 Local Certificate Configuration

Name Subject Status Mo dify
Local JC=TW/0=Draytek/emailaddress... Requesting
GENERATE | [ IMPORT | [ REFRESH

X509 Local Certificate Request

NIIBqiCCARMCACLwOTELNAKGAITEEBhNCVF o ED AOEgVEA TEORYTX1I0ZWsx IDLe
BEgkghkiGowlBCOEWEEEy LN e QGRyTEIOZWsuTE 9 HIGENADGCSgGI IhSDOEBAQUA
A4GNADCELQEEYQDPioahu/ gFQaTE1lee SOERSDEWKkNIdHL lolke 9o TALUDaFkesad
3uDeQyLoV1LEJz2 IDFOXjX6ipTevisTruwTsge lgZak/ rGhuvVTEA2 J6F lornkE?
AuS4tZ3ItTEAMD TS SViS yD IS hLh ] dxVYPTpNEVIrOTEZ RZ JKRNaHEWpWpwIDAQLE
oCkwIw¥IKo Z ThweNAQKCHRowGD AWEGNWVHREED = ANgort kemF SAGVr Linivh TANE glko
hkiGIwlBAQUF LACEgQAUSERUGL4WIhHSNE/ HuToenltHObewiEvy/ tTkF 12 TJiHh
URLg4CiEi6nVahMRytexX ZpEZ6sMar SgRREr S6Ro08Ix0I45560xCZ/M1GhIVOo Tl
I9FqkjJNihip4TC jecS NN Z jmQo 5 WI+EceSTG+ICECye joaqu/ fo/ AIQFajB7Gvin==

4. Connect to CA server via web browser. Follow the instruction to submit the request.
Below we take a Windows 2000 CA server for example. Select Request a Certificate.

Microsoft C

Welcome

You use thisweh site to request a certificate for yourweb browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
CRetrieve the CA cettificate or certificate revocation list
@ Request a certificate
©Check on a pending certificate
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Select Advanced request.

Microsoft Certifi vigor

Choose Request Type

Please select the type of request you would like to make:

O User certificate request.

@ Advanced request

Select Submit a certificate request a base64 encoded PKCS #10 file or a renewal
request using a base64 encoded PKCS #7 file

Microsoft Certificate Services - vigor

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification
authority (CA) will determine the certificates that you can obtain

© Submit a certificate request to this CA using a form.
@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a base64 encoded PKCS #7 file

O Request a certificate for a smart card on behalf of another user using the Smart Card Enroliment Station
You rust have an enrollment agent centificate to submit & request for another user.

Import the X509 Local Certificate Requet text file. Select Router (Offline request) or
IPSec (Offline request) below.

Microsoft Certificat wigor

Submit A Saved Request

Paste a basefd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web
server) into the request field to submit the request to the certification authority (CA).

Saved Request:

————— BEGIN CERTIFICATE REQUEST-———- A

MIIBeiCCARMCAQAWQTELMAKGAIUEBhMCUF cXEDLO
Basebd Encoded |BglghkiGOwOBCOEWEXEYZXNeQGRYTE10ZWautzot

Certificate Request | A4GNADCE iQKEgQDOYE7umZF fFhNG/ TeQnGO3 Zk++

(PKCS #10 or #7); h¥4bpa9cUFodloACGGiN/ tebockde ZAPFFvIXCPS

#/ GORTCTVO/ £QzpxroCuldTILE 130/ Bndv50951G ¥

£ | >

Browse for a file to insert

Certificate Template:

Adrministrator v

Adrministrator
Additional Attribul Authenticated Session
Basic EFS —i

. |EFS Recavery Agent
Attributes: ||oo
IPSEC (Offline reguest

Router (Offline reguest)

Subordinate Certification Authority

Web Server ‘

Then you have done the request and the server now issues you a certificate. Select Base
64 encoded certificate and Download CA certificate. Now you should get a certificate
(.cer file) and save it.

5. Back to Vigor router, go to Local Certificate. Click IMPORT button and browse the
file to import the certificate (.cer file) into Vigor router. When finished, click refresh
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and you will find the below window showing “------ BEGINE CERTIFICATE------..... ”

Certificate Management == Local Certificate

X509 Local Certificate Configuration

Name Subject Status Mo dify
Local SC=Tw,/0=Draytek/emailaddress. .. Mot valid et
GENERATE | [ MPORT | | REFRESH

X509 Local Certificate Request

MIIEgqiCCARMCACAwOTELNAKGAIUEERNCVF e EDACBgNVE A TEORYYX10ZWsxID Ae
BokaghkiGOwlBCOEWEXEvEENzQGRyYX1I0ZWsu Y2 9t MIGEMAOGCSgGS Ih3DQEBAQUA
A4GHNADCEiQKBgQDFPioahu/ gF0aYE1lceS0ERSDEWEknIdHb lolkt e TdLUDaFkes8d
S3ubeQytoV1LEJz2 IDFOxjXdipTevis7cuwTagd lgZ 60k, rGhuVTEAS J6F lernkP 7
AuS4tZ3cWEAMDAWSc8Vm3vD I3 hLhjdeWYPWpNEV It OTE REJRRHaHEWpVpwIDAQLE
oCkwIwYJEoZ IhnveNAQROMEowGD AWEGMWHREED 2 AN g ot kot F SAGVE Ll TANE oleg
hkiGIOwOBAQUFAAOEgQAUSBRUGEAWIhHONG HuToemlt HObewi Evy/ t 7kF lzTJiHh
uRLg4CiEiGnV4hMEytex ZpEZ6sMar SgRREr86Ro08Ix0T45560xC 2/ N1GhoVQo Il
I9Fgk]JINihipd4TCiec3NNZ jmQoSWU+Ece3TE+3CECye joqu/ fo/ ATOFajBTGviv==

6.  You may review the detail information of the certificate by clicking View button.

Mame : Local

IssLuer IC=USICHN=vigor

Subject : femailAddress=press@draytek comiC=TWWO=Draytek
Ni";:ée::t alternative DMS: draytek.com

Yalid Fram : Aug 30 23:08:43 2005 GMT

Yalid To : Aug 30231747 2007 GMT
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4.8 Request a CA Certificate and Set as Trusted on Windows
CA Server

CA Server A CA Server B

@ User imports the CA
certificate as trusted
CA certificate to Vigor
Router via web GUI

]
v d

User retrieves the CA
certificate of CA Server B
and saves it.

Use web browser connecting to the CA server that you would like to retrieve its CA
certificate. Click Retrive the CA certificate or certificate recoring list.

2§ Microsoft Certificats Services - Microsoft Intsrnst Explorer (ST
BRE SRO WR0 RWHOAEW IAD HE@ i
Q-0 HEG Ouns foanex @ue @ (35 -3

FIED) ] a1 72.15.2.1 190kt

v B s Em

msn? -/ v| s - smERT  )BE  XHEEEAE G1D - o Howed 5 Mesengr [ BATMIN

Microsoft Certificat

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a cerificats, you
will be able to securely identify yourself to other people aver the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:

@Retneve the CA certificate or certificate revocation list
O Request a certificate
O Check on a pending certificate
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2. In Choose file to download, click CA Certificate Current and Base 64 encoded, and
Download CA certificate to save the .cer. file.

2 Microsoft Cextifivate Services - Microsoft Internet Explorer E=X]
;'a

BEE HEED WD HO5%Ww IAD HA®

Q- O HWEG PueFrmes @me @ -5 3-8

FBH ) | ] g1 72.16.2.1 Toktarvlcentane.asp > EEE

msi? - | v Qs - PERRT  (IWE O HERERE 019 - o Hotmail §f Meseneer (3 F MW

Microsoft Certifica

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allows your computer to trust certificates issued from this certification authority.

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:

CA Certificate | ]
Previous [vigor]

ODER encoded or @ Base 64 encoded
Download CA certificate

Download CA certification path

Download latest certificate revocation list

3. Back to Vigor router, go to Trusted CA Certificate. Click IMPORT button and
browse the file to import the certificate (.cer file) into Vigor router. When finished,
click refresh and you will find the below illustration.

Certificate Management == Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Mo dify

Trusted CA-1 IC=USICH=vigar Not et Valid
Trusted Ca-2 ——- —
Trusted C4-3 - —

[ IMPORT | [ REFRESH |

4. You may review the detail information of the certificate by clicking View button.

Mame : Trusted CA-1

Issuer . IC=USICMN=vigor

Subject : IC=1UBICN=vigaor
NS;:ée::t Alternative DMS:dravtek.com
Yalid From : Aug 30 23:08:43 2005 GMT
Yalid To : Aug 30 231747 2007 GMT

Close

Note: Before setting certificate configuration, please go to System Maintenance
>> Time and Date to reset current time of the router first.
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4.9 VPN Backup Application

You can change, disable or delete VPN Backup profile(s). Yet, the relational web pages in
LAN to LAN also will be changed slightly. Please refer to the following expaination.

Change the name of VPN Backup profile(s)

1. Click any one of the items from Backup profile list.
2. Type anew name in the field of Profile Name.

3. Click Edit.

Disable VPN Backup profile(s)

1. Click any one of the items from Backup profile list.
2. Click Disable (as current status).

3. Click Edit.

4. The selected profile will be disabled.

5

To check if the profile has been disabled or not, open LAN to LAN. The name with red
color means it has joined VPN Backup profile; the name with black color means it does
not join VPN Backup profile or is disabled in VPN Backup profile.

LAN-to-LAN Profiles: LAN-to-LAN Profiles:
Index Name Status Index Name Status
1. 2.5 v 1 2.5 Y
2. o 5-1 W 2. 2.6-1 v
3 2.29 v 2k 2,29 W
4. 2,229 v 4 2,229 W
5, 26 Y 3. 2.2 v
6. 27 y 5. 27 v
i 28 v L 28 Y
8. 29 v 8. 29 Y
2 30 v 2 30 v

Delete VPN Backup profile(s)
1. Click any one of the items from Backup profile list.

2. Click Delete.
3. Click Edit.
4. The selected profile will be deleted.
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Web Page Changes for VPN Backup

Corresponding web page (LAN to LAN) will be changed if VPN Backup is enabled. Refer to
the following figures.

Dial-in call direction and Idle Timeout will be dimmish and cannot be used.

1. Common Settings —

Profile Mame 2.29 Call Direction 0 Both DiaI—Out"" Dial-In

W Enable this profile [ _Always an
(Idle Timeout ID second(s)]
¥PN Connection Through: IWAM Only jv [T Enable PING to keep alive

PING to the IP I

All the items in Allowed Dial-in Type will be dimmish and cannot be used.

Ellowed Dial-n Type

F 1zoM Jretneme !
F FRTP dasswaord
F 125ec Tunael ¥J Comprezsion & o € o
F L2TP with IPSec Policy [Must "I
IKE Authenticatien Methad

-
T Specify Rerote VPN Gateway WPre Shaved key

Feer WPk Server IP i REmE |
¥ Digital Signaturs(¥.519)

rr Paer 17 | Nes ll

IPSes Secuiiny Mathad
F Medun (A<
-igh (ESP)
F oes = zpes W ass

Callback Function {CECPY
I Frahla Salkhack Functicrn

T Lse the Fellowing Yurber to Talback
Callback Huvber |

~alkack Radget I minutels:

My WAN IP and Remote Gateway IP will be dimmish and cannot be used.

4. TCP/IP Network Settings

Iy WA TP ID.D.D_D RIP Direction IDisabIe vl
Remote Gateway IP W IjID:rDm first subnet to remaote netwoark, wou have to
Remote Network IP |192.1EB.1.D Im
Femote Metwork Mask |255.255.255.D
hore | [T Change default route to this WPH tunnel { Only
single WAM supports this )

In addition, after configuring VPN Backup profile(s), the Connection Management in VPN
and Remote Access will be changed. Before adding a new VPN Backup profile, the webpage
will be shown as the following:
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VPN and Remote Access => Connection Management

Dial-out Tool

Refresh Seconds : |1U 'l Refresh |

Ganeral Mode: |(2.5) 192.168.2.5

=] ol |

Backup Mode: I

=] oisl |

VPN Connection Status
Current Fage: 1

Page ND.I El il

VPN Type Remote IP Virtual Network

Tx
Pkts

Tx Rx Rx

Rate  Pkts Rate UpTime

After adding a new VPN Backup profile, it will be listed in Backup Mode drop-down list for

you to choose for dialing.

VPN and Remote Access == Connection Management

Dial-out Tool

refresh Seconds : |1U "I Refresh |

General Mode: |(2.2) 192.168.2.2

~| Dial |

Backup Mode: |(VanB} 192.168.2.103

=] bial |

VPN Connection Status
Current Page: 1

Page ND.I El il

VPN Type Remaote IP Virtual Network

Tx
Pkts

Tx
Rate

Rx
Pkts

Rx

Rate UpTime

Examples for VPN Backup Profile

Here provides two situations that you can take advantages of VPN Backup profile

mechanism.

Example 1: A VPN Backup profile with member 1 (IPSec type) and Member 2(L2TP over
IPSec) has been created for Router A for connecting with Router B. In general, Router A
connects to Router B through Member 1 VPN tunnel (with IPSec type).

VPN and Remote Access > VPN Backup Management

Backup Profile List

| Setto Factory Default |

Vigor2910 Series User's Guide 247

N H 1N —to- -
Ho. Status Hane Hemberl{ictive)Type Hemnber?{ictive)Type
1 w VpnBaclup J{YES) IPSec 4{¥YES)L2TP over IPSec{HUST)
7 FoipBachup 1\ TES)FEIE TTESEETE
Status & Enable O Disable
Profile Mame |
rMemberl |Please choose the combination that
i - the ination that 11 f
Member2 < Connection-Type: <WPH ServerIP(Private Hetworl):
LZTF 192.168.2.2(192.168 .26 .0)
IPSec 192 .168.0.27(192 .168.27.0)
FPTF 192 .168.0.28(192 .168.28.0)
LiTF over IPSec(NICE)192.168.0.29(15%2.168.29.0)
L2TP ower IPSec(NICE)192 . 168.0.30(19%2.168.30.0)
LZTP ower IPSec(NICE)192 168.0.31(192 168.31.0)
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However, if the connection is off-line, Router A will use Member 2 VPN tunnel (with L2TP
over IPSec) instead to connect Router B right away.

Member 1(IPSec)

Router A Member 2 (L2TP over Ipsec) Ruter B
(VPN Client) (VPN Server)
' Member 1(IPSec)
< W><
-
Router A Member 2 (L2TP over Ipsec) Router B
(VPN Client) (VPN Server)

Example 2: Subsidiary in Asia can use vigor router as VPN client. Every day it should
transmit ERP, Mail or order information to headquarter in Europe. The Vigor router can
build another backup VPN tunnel to subsidiary in America through LAN to LAN, and the
VPN server in the subsidiary in American can build Routing /RIP. When the VPN tunnel is
off-line, the subsidiary in Asia can send the data (that should be transmit to headerquarter in
Europe) to the subsidiary in America, then the subsidiary in America transmit the data to
headerquarter in Europe through VPN server by using VPN tunnel backup connection.

Asia (subsidiary)

VPN Tunnel

Router A

(VPN Client)
Backup]VPN Tunnel \\iﬁ '
Router C
(VPN Client)
__ Europe
. (headquarter)

Router B
(VPN Client)

America (subsidiary)
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4.10 ERD Mechanism for VPN Backup

To use ERD (Environment Recovery Detection) mechanism for VPN Backup, please follow
the steps listed below:

1. Click Start >> Run and type Telnet 192.168.1.1 in the Open box as below. Note that
the IP address in the example is the default address of the router. If you have changed the
default, enter the current IP address of the router.

2. Click OK. The Telnet terminal will be open. If an administrator password has not
already been assigned, follow the on-screen instructions to assign one.

3. After assigning a password, type ?. You will see a list of valid/common commands
depending on the router that your use.

4. For using ERD mechanism, please type “vpn Trunk backup?”. The available commands
will be shown as the following figure.

Type ? for command help

= (vpn Trunk

% vpn Trunk hs

% vpn Trunk ba GF: er#l> <Mewbe rils>
% vpn Trunk ba :

% vpn Trunk

fdutolrop

(1) To inquire current ERD setting

> vpn Trunk backup ERD VpnBackup ------- > (name of Trunk profile)

(2) None Mode (Default Setting)

Such mode makes all of the dial-out VPN Backup profiles being activated alternately.
Request Background: Some of users think if VPN tunnel connected again, it is
Environment Recovery Detection. For such users, use None mode.

To set ERD None mode

> vpn Trunk backup ERD VpnBackup None

(3) Resume Mode

When VPN connection breaks down, Memberl is a top priority for the system to do
VPN connection again.

Request Background: Some of users hope the connection can be continuous and not
breaking down (maybe they will have thousands of orders coming within one minute).
If the network connection breaks down, the users must connect from the first VPN
server and spend lots of time. Such mode can solve their problems.

To set ERD Resume mode

> vpn Trunk backup ERD VpnBackup Resume

(4) AutoDrop Mode

Detect VPN connection periodically (by setting value for “second”). If VPN server for
Member 1 has completed the network connection, current VPN Tunnel backup
connection will be off-line.
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Request Background: Some of users think it is not really environment recovery
detection to borrow VPN tunnels from branches for connecting with the headquarters.
The system should connect to headquarters automatically and that is called ERD.

To set ERD AutoDrop mode

>

To check current status of AutoDrop

> vpn Trunk backup ERD VpnBackup AutoDrop

>

To set AutoDrop

> vpn Trunk backup ERD VpnBackup AutoDrop 3600

>

Why use <second> - AutoDrop might cause unstable condition for data
transmitting. To solve the problem, you can set value for second to specify
valid time for sending data out.

When set value for <second> with “0”; VPN tunnel that does not join
Memberl will try to connect with VPN server of Memberl for every six
seconds. Once the connection is successful, current transmitting data (mail,
video conference, or other) will be dropped immediately.

When set value for <second> with “1 ~ 4294967295 The administrator can
try to connect with VPN server within certain time. Once the connection is
successful, current transmitting data (mail, video conference, or other) will be
dropped immediately. For example, if you type “3600” as the value for
<second>, AutoDrop will be done with 30 seconds (3531 ~ 3600) for the
backup VPN tunnel. If you set “30” as the value for <second>, it will be
regarded as “0”.
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O Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
® Pinging the router from your computer.

®  Checking if the ISP settings are OK or not.

®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1.  Check the power line and WLAN/LAN cable connections.
Refer to “1.3 Hardware Installation” for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

Phone
QoS FXS1 FXS2 VPN DSL Printer P1

5 0 0 8

3. If not, it means that there is something wrong with the hardware status. Simply back to
“2.1 Hardware Installation” to execute the hardware installation again. And then, try
again.

LAN

5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.
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For Windows

The example is based on Windows XP. As to the examples for other
operation systems, please refer to the similar steps or find support notes in
www.draytek.com.

DrayTek

e Disable
i Status
i |
| Repair
Bridge Connections

Create Shortcut

Rename

- ethQ Properties

General IAuthentication Advanced-i

Cottect using:

Im ASUSTeK /Broadeom 440¢ 10100 Ir ‘

Thiz connection uzes the fallowing items:

% Clignt for Microsaft Metwarks

Q File and Printer Sharing for Microsoft Wetwarks
.@QDS Packet Scheduler

L \nternet Frotocol [TCRAR)

Description

Tranzmizzion Control Protocol/ntermet Protocol. The default
wide area network protocol that provides communication
acrost diverse interconnected networks,

Show icon in notification area when connected
Matify me when thiz connection has limited or ho connectivity

[ ok ] ’ Cancel

252

Go to Control Panel and then double-click on Network Connections.

g Webwork Conneckions

Right-click on Local Area Connection and click on Properties.
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4.  Select Obtain an IP address automatically and Obtain DNS server address

automatically.
Internet Protocol (TCP/IP) Properties E|E|

General | Alternate Eonfiguratioﬁ

Y'ou can get IP settings assigned automatically if your network, supports
thiz capability. Otherwize, you need to ask your network administrator for
the appropriate |F zettings.

(%) Obtain an IP address automatically
() Uze the Fallawing IP address:

() Use the fallowing DNS server addresses:

[ 0K H Cancel ]

For MacOs

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Network.

3. Onthe Network screen, select Using DHCP from the drop down list of Configure

IPv4.
868N Network =)
16 | @ & T
Show All Di‘spla",'rs Sound  Metwork Startup Disk
Location: | Automatic v ]
Show: | Built-in Ethernet v ]
f TCP/IP | PPPoE = AppleTalk Proxies Ethernet '
Configure IPv4:  Using DHCP 4
ﬁ Address: 192.168.1.10 | Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains {Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4
(" Configure IPv6... | @
I Click the lock to prevent further changes. | Assistme.. | [ Apply Now |
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might
need to use “ping” command to check the link status of the router. The most important
thing is that the computer will receive a reply from 192.168.1.1. If not, please check the
IP address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section 5.2)

Please follow the steps below to ping the router correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes= time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

3.  Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<1ms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For MacOs (Terminal)

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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e Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl 5
Welcome to Darwin!

Yigorl®:~ drovtek} ping 192.168.1.1

PING 192.168.1.1 (192,168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seq=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_zeg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeg=2 ttl=2E5 time=A.716 ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=2E5 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 tine=A.72 mz
AC

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8.723/8.7656 ns

Yigori@:~ drovtekd ||
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5.4 Checking If the ISP Settings are OK or Not
Click WAN>> Internet Access and then check whether the ISP settings are set correctly.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WA Ethernet Static or Dynamic P v Details Page
WANZ Ethernet

Static or Dynamic [P+

Mone

PPPoE

‘Static or Dynamic [P
PPTR/LATF

For PPPoOE Users
1. Check if the Enable option is selected.

2. Check if Username and Password are entered with correct values that you got from
your ISP.

WAN == Internet Access

WAN 1
PPPoE Client Mode PPP/MP Setup
(O Enable @ Disable PPP Authentication PAP ar CHAR

Idle Timeout second(s)
ISP Access Setup .
IP Address Assignment Method {IPCP)

Usernarne WAR 1P Alias
Password Fized IP: O ves @& Mo (Dynamic IP)

Index(1-158% in Schedule Setup:

Fized IP Address
== n 1 )

ISDN Dial Backup Setup @& Default MAC Address
Dial Backup Mode Mone e O Specify a MAC Address
MAC Address:
WAN Connection Detection 0o .e0 | 7F DD .15 |19
Mode ARP Detect v
Ping IP
TTL:
MTU 1442 (Maw: 14927
[ QK ] [ Cancel

For Static/Dynamic IP Users
1.  Check if the Enable option is selected.

2. Check if IP address, Subnet Mask and Gateway are entered with correct values that
you got from your ISP.
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WAN == Internet Access

WAN 1
Static or Dynamic IP {DHCP Client)
®Enable O Disable

ISDN Dial Backup Setup

WAN IP Network Settings | ¥WAN IP Alias

(O Obtain an IP address automatically

Router Mame

- Damain MName
* 1 Required for some ISPs

® Specify an IP address

Dial Backup Mode Mane

Keep WAN Connection

[ Enable PING to keep alive IP Address 172.16.3.229
PING to the IP Subnet Mask 25525500
FING Interval ] minute(s) Gateway [P Address 1721634

WAN Connection Detection DNS Server IP Address
Mode ARF Detect + Primary IP Address
Ping IP Secondary IP Address
TTL:

@ Default MAC aAddress

MTU 1442 {Max: 1500% O Specify a MaC Address

MaC sddress:
RIP Protocol
[JEnable RIP

] [ Cancel ]

5.5 Problems for 3G Network Connection

When you have trouble in using 3G network transmission, please check the following:

Check if USB LED lights on or off

You have to wait about 15 seconds after inserting 3G USB Modem into your Vigor2910.
Later, the USB LED will light on which means the installation of USB Modem is successful.
If the USB LED does not light on, please remove and reinsert the modem again. If it still
fails, restart Vigor2910.

USB LED lights on but the network connection does not work

Check the PIN Code of SIM card is disabled or not. Please use the utility of 3G USB Modem
to disable PIN code and try again. If it still fails, it might be the compliance problem of
system. Please open DrayTek Syslog Tool to capture the connection information (WAN Log)
and send the page (similar to the following graphic) to the service center of DrayTek.
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/] DrayTek Syslogz

Skl [192.185.1.1 | WA Status
J -a’* ' Getway IP (Skatic) T Packets R Rate
‘). _] } | | DrayTek ¥igor2910 | | - | -
LAM Skakus
T Packets R Packets AR TP £Skatic) Rz Packets T Rate
[ g2 | 3807 [ [ o [ 0
| FireWall Log | VEN Log | User AccessLog | Call Lag | WAN Log | Network Infomation || Net State |
: Time Host Message *\
| Aprl1209:17:49 Wigor WANZ PPPoE <= FrotocolLCF(e021) ContReqg Identifier:0xd03 ACCH: Oudd Avthe:
Apri1209:17:49 Vigor [33]hoden statuz:al 20 00 00 00 00 02 00 0% 00
Apr1209:17:49 Vigor WANZ PPPoE == ProtocolLCF(2021) ConfFeg Identifier:0:010 MEU: 1500 ACCH
Aprl1209:17:49 Wigor WANZ PPPoE «==1V:1 T:1 PALZ IDA
Apri1209:17.49 Vigor [ Moden response: CONNECT 2000000
Apr1209:17:49 Vigor [35 ]t odem statnz:al 20 00 00 00 00 02 00 02 00
Apr1209:17:49 Wigor [3C3 ]t odem statns:al 20 00 00 00 00 02 00 02 00
bpr1209:17:49 Wigor [3C0 ]t odem dial 4 TDT #0094
Apri1309:17:49 Vigor WANZ PPFoE == V:1 T:1 FADR IDO
Apr1209:17:49 Wigor WALNZ PPPoE «==1V:1 T:1 PADO DO
Apr1209:17:49 Wigor [2G Modem respomse: O
Apri1309:17:49 Vigor [33]hodem initislize A TAFEOV1X14D24&C120=0
Aorl1209:17:49 Vizor WANZ PPPoE == V:1 T:1 PADI ID:O b
£ »
ADSL Skakus

Transmission Rate is not fast enough

Please connect your Notebook with 3G USB Modem to test the connection speed to verify if
the problem is caused by Vigor2910. In addition, please refer to the manual of 3G USB
Modem for LED Status to make sure if the modem connects to Internet via HSDPA mode. If
you want to use the modem indoors, please put it on the place near the window to obtain
better signal receiving.

5.6 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

_ Warning: After pressing factory default setting, you will loose all settings you
¢ did before. Make sure you have recorded all useful settings before you pressing.
The password of factory default is null.

Software Reset
You can reset the router to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Using factory default configuration and click OK. After few
seconds, the router will return all the settings to the factory settings.
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System Maintenance >> Rehoot System

Rehoot System

Do You want to reboot your router ?

® Using current configuration
(O Using factory default configuration

Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold
for more than 5 seconds. When you see the ACT LED blinks rapidly, please release the
button. Then, the router will restart with the default configuration.

rrrrrrr PWR

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

5.7 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer
for further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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